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ABSTRACT 

In this era of internet technology, finding out the particular image shared on social media is near impossible. This 

paper intends to bring out an innovative. The solution of this paper is about fake face detection. The purpose of 

this paper is to bring out an innovative solution to find out the problems caused due to fake images. It is not limited 

to images it also includes videos, e-newsletters, etc which is a threat to society. This paper implements a neural 

network using Keras and TensorFlow. It also helps to find a solution to fake news up to an extent as all know that 

visual media or image has more impact on an Individual as and if the news is fake, this can cause internal 

disturbances and affect the peace of the nation to be here by bringing technology to detect fake images. This work 

shall definitely help society to reduce the issues due to fake images and videos. 

Keywords: Artificial Intelligence, Deep Learning, Convolution Neural Network, DeepFake, Facial Fake 

Detection, Image Fake Detection. 

1. INTRODUCTION 

Manipulation of visual content has now become ubiquitous, and one of the foremost critical topics in the digital 

society. (For example, DeepFakes has shown how special effects and visualization techniques won’t defame persons 

by replacing their faces with the face of a special person) Faces are of an interest group to current manipulation 

methods for various reasons: 

 

1) The reconstruction and tracking of human faces could be a well-examined field in computer vision, which is the 

foundation of those editing approaches. 

 

2) Faces play a central role in human communication, because the face of someone can emphasize a message or it 

can even convey a message in its title. Current facial manipulation methods are divided into two categories: 

          1)Face expression manipulation                      

                                                                                                                                                                                                               2) Facial identity manipulation. 

One of the foremost prominent face expression manipulation techniques is the method  called Face2Face. It enables the 

transfer of facial expressions of one person to a different Person in real-time using only commodity hardware. 

Face handling is the second category of facial forgeries. Instead of changing expressions, these methods replace the face 
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of somebody with the face of another person. This category is known as face-swapping. While face-swapping 

supported simple tricks techniques can run in real-time. During this work, this paper will automatically and reliably 

detect such manipulations, and thereby outperform human observers by a significant margin. Then leverage recent 

advances in deep learning, particularly, the ability to find out extremely powerful image features with convolutional 

neural networks (CNNs). 

 

 

 

 
Fig 1. Feature extractor and classifier 

 

 

2. PRELIMINARY STUDY 

2.1 Facial Faking Methods 

The difference between the two categories of facial faking. The terms “source” and “target” here see faces in images, 

where a source contains characteristics that may be transferred to a target. The term “deep fakes” has been used 

commonly to discuss a large range of face swapping techniques that utilize deep learning. The AI-based technique 

trains a model to reconstruct images of a source and target face, then applies the portion of the model that reconstructs 

the source’s face to the target’s face to perform face-swapping. On the opposite hand could be a more traditional 

graphics-based approach to face-swapping. It uses facial landmarks to suit a 3D face model of a source face, which is 

then aligned with a target’s face and blended with the initial image. It constructs a 3D model of a source face, which is 

then aligned with a target’s face and therefore the expressions transferred. 

 
 

 2.2 Facial Fake Detection 

This paper’s analysis is proscribed to CNN architectures which perform the remarkable task of classifying single image 

faces as real or fake. There are other architectures that perform multiple tasks, are designed to adapt to new problem 

domains, or examine a whole video instead of single frames. But analysis is restricted to the aforementioned category 

of architectures because they are more prevalent than their more complex and specialized counterparts allowing us 

to draw more salient comparisons. Two CNNs designed specifically for facial forgery detection. They aim to beat the 

info degradation introduced by compression by specializing in the mesoscopic properties of images. 

 

 
3. OVERVIEW 

 3.1 Combatant Model 

In the opponent model, a harmful user aims to use a facial fake to form an image where a victim appears to be saying 

or doing something they didn't do. This image is then presented to an audience of unsuspecting viewers with the aim 

of spreading false information about the victim. 
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Assume the following: 
 

1) The attacker has sufficient facial data of the victim to create convincing fake images 
 

2) The attacker has sufficient time and resources to get the fake images 
 

3) Viewers of the fake image cannot visually identify it as fake. This presents a framework where viewers will 

believe the contents of a spoofed video to be real if not assisted. The target of facial fake detection is to change the 

attacker’s image from real images. 

 3.2 Experiment Configuration 

MesoNet's generality was tested in this exercise. Explore the properties of feature overlap and transferability through 

experiments. It's said that the original class has feature overlap with the second when a feature extractor for one class 

of false photos extracts features that can be utilized to identify another class of fakes. The term "transferability" refers 

to a model's ability to perform effectively in situations where it has not been trained. Both of these characteristics are 

thought to be on a scale from low to high. 

Model feature extractors must be capable of extracting identifying features for numerous fake approaches for models 

to generalize. Investigate how much feature overlap there is between 

classes to this goal. Use transfer learning on pre-trained MesoNet models, which allows you to retrain models for one 

fake class on another without changing their feature extractors. The performance of these new models versus their 

new fake classes will reveal how closely the original fake classes' features correspond with the unseen classes'. 

 

 

  

 

Fig 2. Some feature overlaps for MesoNet 

4. PROPOSED METHOD 

The paper uses a deep learning method for fake face detection using python. Python gives lots of libraries to work with 

image processing. This work uses a neural network using Keras and TensorFlow for the implementation. These libraries are 

freely available for use. Mesonet is used for detecting fake face images. The idea of the module is to stack the output of 

several convolutional layers with different kernel shapes and thus increase the function space in which the model is 

optimized. Instead of the 5 

× 5 convolutions of the original module, this work proposes to use 3 × 3 dilated convolutions in order to avoid high 

semantics. This idea of using dilated convolutions with the inception module can be found as a means to deal with multi-

scale information, but for this work, 1×1 convolutions are added before dilated convolutions for dimension reduction and an 

extra 1×1 convolution in parallel that acts as a skip-connection between successive modules. 

Initially, the work was with rather complex architectures and has gradually simplified them, up to the following one that 
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produces the same results but more efficiently. This network begins with a sequence of four layers of successive 

convolutions and pooling and is followed by a dense network with one hidden layer. To improve generalization, the 

convolutional layers use ReLU (Rectified Linear Activation Unit) activation functions that introduce non-linearities and 

Batch Normalization to regularize their output and prevent the vanishing gradient effect, and the fully-connected layers use 

dropout to regularize and improve their robustness. 

 4.1 TRAINING 

In this Fake face detection by python, PyTorch is used for implementation. Pytorch is an open- source machine learning 

framework based on the Torch library, used for applications such as computer vision and natural language processing. 

Parameters like, the image of the size of 224, and is used and the frame per video is set to 32. The output will be 

displayed in a graphical way  and a score-based setup. Based on the two classifiers, images and fake images the system 

is trained by giving several real images to the real classifier and fake images to the fake classifier. Train the classifiers 

by giving more real and fake images as input parameters these are the main setup in the training section. The classifiers 

will compare the images by comparing pixels of the images and it can differentiate the normal pixels and pixels. This is 

the basic idea behind the fake face detection, When the trained model is ready, source images are input into the system 

for testing. If someone has edited the image input there will be pixel variations in that edited image that cannot be seen 

by the human eye. The editor might have given more layers to the edited images for perfection and checked pixel by 

pixel, so it can get an accurate score about the fake images and real images. It is a GPU (graphics processing unit)-

based running program. 

 

Fig 3. Schematic Representation of proposed system 

 
Illustrate the step-by-step procedure involved in predicting a manipulated image. The process starts with the user uploading the 

image to the preprocessor, which is then passed to the prediction result and will be sent back to the user. 

 

The complexity of the algorithm demands a significant amount of training datasets to enhance its accuracy in the 

generation of outputs. Deep fake detection criteria have the consistency of distinguishing the actual and made-up 

categories of images and graphics which are generated prior to real-time images. The datasets collected consist of real 

and fake images generated with the help of graphical tools and around 20 datasets have been used to train the 
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algorithm so far. The trained program generates the output of 99% accuracy. 

 

In this work, real and fake images are imported as input. The code analyses this input and runs it with the algorithm. As a result, 

real and fake images are predicted as output. 

 

Real Fake 
 

 
Fig 4. Output plot 

 

 

 
Fig 5. Score vs Frames. 

An average score close to 0 predicts real. An average score close to 1 predicts Fake. 

 

5. CONCLUSION 

This paper shows that trained forgery detectors can detect current picture alteration methods, even when they produce 

aesthetically spectacular outcomes. It's especially exciting that learning-based approaches can be used to address the 

difficult scenario of low-quality images when humans and hand-crafted features cause problems. This paper offers a 

new dataset of photos of modified faces that outperforms all other publicly available forensic datasets by an order of 

magnitude in order to train detectors utilizing domain-specific information. 
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6. FUTURE SCOPE 

More advanced convolutional architectures, such as Forensic Transfer, could be used in similar research. While these 

detection methods are intended to be transferable, a more in-depth examination could indicate why they work and where 

they need to be improved. The findings could also be utilized to help develop more generalizable models or detection 

strategies. Finally, a similar approach might be used to investigate more efficient architectures and how improved run 

times correspond with generality. Designing effective and general face forgery detection algorithms will be critical for 

processing massive streams of data on video streaming sites as well as connecting with consumer gadgets. 
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