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Abstract: Cybercrime, or computer crime, may be a crime that involves a computer and a 

network by the expert of this field. The computer may have been used in the act of a crime, 

Cybercrime may harm someone's security and financial health. There are many privacy 

concerns surrounding cybercrime when tip is intercepted or disclosed, lawfully or otherwise. 

Internationally, both governmental and non-state actors engage in cybercrimes, including 

espionage, financial theft, and other cross-border crimes. Cybercrimes crossing international 

borders and involving the actions of at least one nation-state is sometimes referred to as 

cyberwarfare . The research paper highlights various type ,cause and preventing it . This study 

is based on India and its states. method used of this paper is that the comparison method. It is 

hard to describe in a single article , however this study is critically examine key factors 

involving cybercrime. 

 

Keyword: cyber warfare, cross-border crimes , espionage, non-state actors , financial theft  , 
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Introduction: The advancement of technology has made man hooked in to Internet for all his needs. 

Internet has given man quick access to everything while sitting at one place. Social networking, online 

shopping, storing data, gaming, online studying, online jobs, every possible thing that man can consider 

are often done through the medium of internet. Internet is used in almost every sphere. With the event of 

the web and its related benefits also developed the concept of cyber crimes. Cyber crimes are committed 

in different forms. A few years back, there was lack of awareness about the crimes that would be 

committed through internet. In the matters of cyber crimes, India is additionally shortly behind the 

opposite countries where the speed of incidence of cyber crimes is additionally increasing day by day. 

Extortion, theft, sexual assault and harassment, blackmailing, stalking, terrorism, defamation, crimes 

related to obscenity, forgery etc. are some regular crimes punishable under Indian Penal Code. Extortion 

is intentionally putting a person in fear of some injury and inducing him to deliver any property or 

valuable security, theft is dishonestly removing of a movable property out of the possession of the 

owner, sexual assault is use of criminal force against any woman with the intention to outrage her 
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modesty, stalking is following, contacting or attempting to contact any woman, despite her clear 

indication of disinterest, in order to establish personal interaction, forgery is making of a alse document 

with the intention to cause damage or injury to any person or to commit any fraud, crimes related to 

obscenity are sale, distribution or circulation of any obscene books, pamphlets, drawings, paintings, etc, 

doing of any obscene act or reciting any obscene song in public, and defamation is speaking or writing in 

words or making any signs or visible representations and publishing the same with the intention to cause 

harm to any person’s reputation. Now, let’s consider some scenarios where these crimes are committed 

with the use of internet, computer, mobile phones, computer network or any other electronic device: , 

there has been a use of technology i.e., electronic devices (computer or network or mobile phones) and 

internet (social media, e-commerce websites, fraudulent sites and emails, etc.). There can be many other 

examples of cybercrimes. The term ‘cyber’ covers everything related to computers, computer network, 

computer devices, software, internet, emails, websites, data storage devices and other electronic devices 

(mobile phones, ATM machines, etc.). Therefore, when a crime is committed with the use of or with the 

involvement of a computer, computer network, internet or any other internet service or electronic device, 

it is said to be a cybercrime. 

 

Methodology: Secondary data about internet usage, active and claimed users and various sorts of 

cybercrimes with different heads has been collected, complied and analyzed from the varied sources. 

These sources include statistics on internet users in India - census 2011, IAMAI report on Internet in 

India (I-Cube) - 2011 and National Crime Record Bureau (NCRB). Cybercrime analysis has been made 

for the period of twelve years (2010 to 2020) various research article are used for data theoretical 

framework and clarity . 

Cyber crimes are often understood by considering two categories, defined for the aim of understanding 

as Type I and sort II cyber crime. 

TYPE I CYBER CRIME has the subsequent properties: it's generally one event from the attitude of the 

victim. For example, the victim unknowingly downloads or installs a computer virus which installs a 

keystroke logger on his or her machine. Alternatively, the victim might receive an e-mail containing 

what claims to be a link to a known entity, but actually it's a link to a hostile website. There is large 

number of keylogger software’s are available to commit this crime. Examples of this sort of cybercrime 

include but aren't limited to phishing, theft or manipulation of knowledge or services via hacking or 

viruses, fraud , and bank or e-commerce fraud. 

TYPE II CYBER CRIMES, at the opposite end of the spectrum, includes, but isn't limited to activities 

like computer related frauds, fake antivirus, cyber-stalking and harassment, child predation, extortion, 

travel scam, fake escrow scams, blackmail, stock market manipulation, complex corporate espionage, 

and planning or carrying out terrorist activities. 

Professions Parturition To Cyber Crimes: There are three sorts of professionals within the cyberspace 

1. IT or Tech Professionals: Since Cyber Crime is all about computers and Networks (Internet), many 

types of IT & Technology professionals are quite prominently active in the same, which include but are 

not restricted to: 

• Network Engineers 

• Cyber Security Software Professionals 

• Cyber Forensic Experts 

• IT Governance Professionals 

• Certified Internet Security Auditors 

• Ethical Hackers 
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2. Cyber Law Experts: Cyber Law has become a multidisciplinary approach and hence specialization in 

handling cyber crimes is required. Cyber law experts handle: 

• Patent and Patent Infringements or other Business Cyber crimes 

• Cyber Security for Identity thefts and Credit Cards and other financial transactions 

• General Cyber Law 

• Online Payment Frauds 

• Copyright Infringement of software, music and video. 

3. Cyber Law Implementation Professionals: Many agencies play a task in cyber law implementation, 

which include the e-Governance agencies, law and enforcement agencies, cybercrime research cells and 

cyber forensic labs. Each of these would have a special category of execs . 

The Ministry of Home Affairs operationalised the National Cyber Crime Reporting Portal on August 30, 

2019 to provide a centralized mechanism to the citizens for online reporting of all types of cybercrime 

incidents. A total of over 3.17 lakh cybercrimes and 5,771 FIRs were registered online through a 

centralized portal in the last 18 months -- a sizeable number of them in Maharashtra and Karnataka. As 

per the info maintained, since its inception 3,17,439 cybercrime incidents and 5,771 FIRs are registered 

up to February 28, 2021 within the country which incorporates , 21,562 cybercrime incidents and 87 

FIRs in Karnataka and 50,806 cybercrime incidents 

In a report published by the National Crime Records Bureau report (NCRB 2011), the incidence of cyber 

crimes under the IT Act has increased by 85.4% within the year 2011 as compared to 2010 in India, 

whereas the increase in incidence of the crime under IPC is by 18.5% as compared to the year 2010. 

Visakhapatnam records the maximum number of incidence of cases. Maharashtra has emerged as the 

center of cyber crime with maximum number of incidence of registered cases under cyber crimes. 

Hacking with computer systems and obscene publication were the main cases under IT Act for cyber 

crimes. Maximum offenders arrested for cyber crimes were in the age group 18-30 years. 563 people 

within the age bracket 18-30 years were arrested within the year 2010 which had increased to 883 within 

the year 2011. 

The NCRB's data stated that 4,4546 cases of cyber crimes were registered in 2019 as compared to 28248 

in 2018. Digital India may became a soft target for criminals as country recorded an enormous increase 

of 63.5 percent in cyber crime cases within the year 2019, showed the National Crime Record Bureau 

data. The NCRB's data stated that 4,4546 cases of cyber crimes were registered in 2019 as compared to 

28,248 in 2018. The data showed in 60.4 percent of cases, registered fraud was the motive followed by 

sexual exploitation (5.1%) and causing disrepute (4.2%).Highest number of cyber crime cases were 

registered in Karnataka (12,020) followed by Uttar Pradesh (11,416), Maharashtra (4,967),Telangana 

(2,691) and Assam (2,231). Among the Union Territories, Delhi alone accounted for 78 percent of cyber 

crimes.As per the info , in metropolitan cities, a complete of 18,372 cases were registered, showing a 

rise of 81.9 percent. The data also stated maximum cases (13,814) were registered under computer 

related offenses (section 66 of IT Act ) 

Cyber Crimes (State/UT-wise) – 2017-2019 
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S. 
No 

State/UT 2017 2018 2019 

Percentage 
Share of 
State/UT 

(2019) 

Mid-Year 
Projected 

Population 
(in Lakhs) 

(2019) 

Rate of 
Total 
Cyber 

Crimes 
(2019)+ 

1 2 3 4 5 6 7 8 

STATES:              

1 Andhra Pradesh 931 1207 1886 4.2 523.2 3.6 

2 
Arunachal 
Pradesh 1 7 8 0.0 15.1 0.5 

3 Assam 1120 2022 2231 5.0 344.2 6.5 

4 Bihar 433 374 1050 2.4 1201.1 0.9 

5 Chhattisgarh 171 139 175 0.4 288.5 0.6 

6 Goa 13 29 15 0.0 15.4 1.0 

7 Gujarat 458 702 784 1.8 682.5 1.1 

8 Haryana 504 418 564 1.3 288.1 2.0 

9 Himachal Pradesh 56 69 76 0.2 73.2 1.0 

10 Jammu & Kashmir 63 73 73 0.2 135.3 0.5 

11 Jharkhand 720 930 1095 2.5 375.8 2.9 

12 Karnataka 3174 5839 12020 27.0 659.7 18.2 

13 Kerala 320 340 307 0.7 351.9 0.9 

14 Madhya Pradesh 490 740 602 1.4 826.1 0.7 

15 Maharashtra 3604 3511 4967 11.2 1225.3 4.1 

16 Manipur 74 29 4 0.0 31.1 0.1 

17 Meghalaya 39 74 89 0.2 32.3 2.8 

18 Mizoram 10 6 8 0.0 12.0 0.7 

19 Nagaland 0 2 2 0.0 21.6 0.1 

20 Odisha 824 843 1485 3.3 437.3 3.4 

21 Punjab 176 239 243 0.5 299.4 0.8 

22 Rajasthan 1304 1104 1762 4.0 776.0 2.3 

23 Sikkim 1 1 2 0.0 6.7 0.3 

24 Tamil Nadu 228 295 385 0.9 758.1 0.5 

25 Telangana 1209 1205 2691 6.0 372.8 7.2 

26 Tripura 7 20 20 0.0 40.0 0.5 

27 Uttar Pradesh 4971 6280 11416 25.6 2259.7 5.1 

28 Uttarakhand 124 171 100 0.2 111.8 0.9 

29 West Bengal 568 335 335 0.8 971.1 0.3 

  TOTAL STATE(S)  21593 27004 44395 99.7 13135.2 3.4 

UNION TERRITORIES:              

30 A & N Islands 3 7 2 0.0 4.0 0.5 

31 Chandigarh 32 30 23 0.1 11.8 1.9 

32 D&N Haveli 1 0 0 0.0 5.6 0.0 

33 Daman & Diu 0 0 3 0.0 4.2 0.7 

34 Delhi UT 162 189 115 0.3 199.4 0.6 

35 Lakshadweep 0 4 4 0.0 0.7 5.9 

36 Puducherry 5 14 4 0.0 15.2 0.3 

  TOTAL UT(S)  203 244 151 0.3 240.8 0.6 

  
TOTAL (ALL 
INDIA) 21796 27248 44546 100.0 13376.1 3.3 

(source –NCRB report) 
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‘+' Crime Rate is calculated as Crime Incidence per one lakh of population 

    ● Population Source: Report of Technical group on Population Projections(November, 2019) National Commission on Population, MoHFW 

● As per data provided by States/UTs 
       

● Due to non-receipt of data from West Bengal in time for 2019, Data furnished for 2018 has been used 
   

Analysis of data : 

We have collected statistical data from the National Crime Records Bureau, Ministry of Home Affairs, and 

Government of India. We have analyzed the data and determined the most vulnerable states, cities and four 

metropolitan cities of India in accordance with the cyber crime cases registered and persons arrested under 

both Information Technology Act and Indian Penal Code.  A 77% rise in the number of cyber crime cases 

was observed in 2017 compared to 2016. Uttar Pradesh, Maharashtra and Karnataka registered the maximum 

number of such cases. The map shows the number cyber crime cases reported from different States.  During 

2018, 55.2% of cyber-crime cases registered were for the motive of fraud (15,051 out of 27,248 cases) 

followed by sexual exploitation with 7.5% (2,030 cases) and causing disrepute with 4.4% (1,212 cases). 

Cyber crimes registered a 63.5 % jump over 2018. During 2019, 60.4 % of cyber-crime cases registered were 

for the motive of fraud (26891) out of 44,546 cases ) followed by sexual exploitation with 51. % (2,266 

cased and causing disrepute with 402 % (1874 cases). 

 

Categories of Cyber Crime: Cybercrimes can be basically divided into four major categories: 

1.Cyber crimes against persons: 

Cyber crimes committed against persons include various crimes like transmission of child-pornography, 

cyber porn, harassment of an individual employing a computer like through e-mail, fake escrow scams. 

The trafficking, distribution, posting, and dissemination of obscene material including pornography and 

indecent exposure, constitutes one of the most important Cyber crimes known today. 

2. Cyber crimes against property: 

The second category of Cyber-crimes is that of Cyber crimes against all sorts of property. These crimes 

include computer vandalism (destruction of others' property) and transmission of harmful viruses or 

programs. 

Intellectual Property Crimes: consists of a bunch of rights. Any unlawful act by which the owner is 

deprived completely or partially of his rights is an crime. The most common software piracy, 

infringement of copyright, trademark, patents, designs and service mark violation, theft of computer 

source code, etc. 

Cyber Squatting: It involves two persons claiming for an equivalent name either by claiming that that 

they had registered the name first on by right of using it before the other or using something similar to 

that previously. Cyber Vandalism: Vandalism means deliberately damaging property of another. Thus 

cyber vandalism means destroying or damaging the data or information stored in computer when a 

network service is stopped or disrupted. Hacking Computer System: Hackers attacks those included 

Famous Twitter, blogging platform by unauthorized access/control over the pc . Due to the hacking 

activity there will be loss of data as well as computer system. Transmitting Virus: Viruses are programs 

written by programmers that attach themselves to a computer or a file then circulate themselves to other 

files and to other computers on a network. They mainly affect the info on a computer, either by altering 

or deleting it. Cyber Trespass: It means to access someone’s computer or network without the right 

authorization of the owner and disturb, alter, misuse, or damage data or system by using wireless internet 

connection. 
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3.Cyber crimes against government: 

The third category of Cyber-crimes relates to Cyber crimes against Government. Cyber terrorism is one 

distinct quite crime during this category. The growth of internet has shown that the medium of 

Cyberspace is getting used by individuals and groups to threaten the international governments as also to 

threaten the citizens of a country. This crime manifests itself into terrorism when a private "cracks" into 

a government or military maintained website. The Parliament attack in Delhi and the recent Mumbai 

attack fall under this category. 

4. Cybercrimes Against Society: at large: An unlawful act through with the intention of causing harm 

to the cyberspace will affect sizable amount of persons. These offences include: Child Pornography: 

during this act there's use of computer networks to make , distribute, or access materials that sexually 

exploit underage children. It also includes activities concerning public nudity and obscenity. Cyber 

Trafficking: It involves trafficking in drugs, human beings, arms weapons etc. which affects large 

number of persons. Trafficking in the cybercrime is also a gravest crime. Online Gambling: Online fraud 

and cheating is one among the foremost lucrative businesses that are growing today within the cyber 

space. In India tons of betting and gambling is completed on the name of cricket through computer and 

internet. There are many cases that have come to light are those concerning mastercard crimes, 

contractual crimes, offering jobs, etc. 

Financial Crimes: this sort of offence is common as there's huge growth within the users of networking 

sites and phone networking where culprit will attempt to attack by sending bogus mails or messages 

through internet. Ex: Using credit cards by obtaining password illegally. Forgery: It means to deceive 

sizable amount of persons by sending threatening mails as online business transactions are getting the 

habitual need of today’s life style. 

How to file a cyber crime complaint : 

The cybercrime complaints are often registered with the cybercrime cells. The process of filing the 

complaint is both online and offline, and therefore the victim can choose the procedure consistent with 

his/her convenience. It is not necessary for the victim to register the complaint within the cybercrime cell 

of the town during which he or she is residing or where the crime was committed because the cybercrime 

comes under the purview of worldwide jurisdiction i.e., the cybercrime complaint are often registered 

with any of the cybercrime cells established in India. Cybercrime cells have been established in various 

cities of India to make it convenient for the people to get proper assistance in case of any injury or 

damage arising due to any cybercrime committed against them. These cells have also been generating 

awareness about the cybercrimes and measures to avoid being a victim to such crimes. Cybercrime cells 

maintain reports of cybercrimes and also take care of investigations. In case the victim doesn't have 

access to any of the cybercrime cells, he or she will lodge the FIR at the local police headquarters under 

Section 154 of Code of Criminal Procedure. If the cybercrime committed against the victim may be a 

cognizable offence under Indian legal code , then it might be obligatory for the policeman to lodge the 

FIR. If the police officer refuses to file the complaint of the victim, the victim can make the written 

complaint to the Judicial Magistrate of his/her district who in turn can direct the police officer to 

commence the investigation. The documents required for filing an FIR of a cybercrime depends upon the 

sort of cybercrime committed against the victim 

Conclusion: 

cybercrime are lies in technology and important infrastructure. Number of internet users is continuously 

increasing and with this growth risk of several sorts of crimes is additionally amplified. Cybercrimes are 

varying in its nature thanks to enhancement in technologies. Technology-based crimes are developing 

with the passage of each day and that they got to be solved with utmost priority. These crimes never 
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restricted to computers but other electronic devices are made like financial transaction machines, tale-

communication equipments etc. thanks to diversified nature it's difficult to spot the cyber security 

problems which results in unawareness on security issues. The proliferation in registering the 

cybercrimes under various sections of IT act and IPC shows the severity of such cyber threats however 

most of the cases were still unreported due to various reasons. Considering this scenario security and 

awareness training model towards peace are going to be developed in preliminary phase. In next phase of 

the research a tool are going to be designed with the implementation of multilayer security algorithm. 

thanks to advancement of technology people apply their multiple or multi-label talent to misuse of 

technology and also make it harmful to other point of view. So this type of crime not solved fully by 

establishing different law, The IT Act, 2000 would be crippled without proper means and ways of 

implementing it. to beat the difficulties, necessary amendments must be made to The Code of Criminal 

Procedure, 1973. Moreover, it's important to notice that India at the present doesn't have a correct 

extradition law to affect crimes that are committed over the web . to deal with this issue, India should 

become a signatory to the Convention of cyber crimes treaty and will ratify it lastly it's concluded that 

further research got to be finished unsolving fact. 
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