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ABSTRACT 

A database is a structure or storage area that houses data or information. It is an essential part of every 

computing system. DBMSs typically have control over them (Database Management System). Database security 

essentially works to make sure that only authorized or authenticated users carry out authorized tasks at approved 

times. The term "database security" refers to a variety of tools, controls, and safety measures that are used to 

maintain and uphold the privacy, accessibility, and integrity of databases. There are several attacks and 

matching strategies to counter them on diverse platforms, making it challenging to search for and understand. 

This document summarises the significant, prevalent, and generic attacks and approaches along with database 

security techniques in one place. 
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INTRODUCTION 

Database is a core component in any computing system. These are generally controlled by DBMS (Database 

Management System). Electronic data transmission and storage are made possible by databases, and the volume 

of data that can be kept in these systems is growing exponentially. Therefore, it is essential to protect data's 

integrity and security from unauthorised and unintentional access. In order to safeguard and secure databases, 

database security is needed. It covers a wide range of information security controls. Database security, to put it 

plainly, is the process of preserving the privacy and sensitivity of the data that is kept in a repository. The term 

"database security" refers to a variety of tools, controls, and safeguards that are used to maintain and uphold the 

privacy, accessibility, and integrity of databases. 

Web database security has become an important research issue in the recent years due to the popularity of the 

World Wide Web. Moreover, web data are easily available to all the users as well as applications. Most 

organizations use web to carry out their day-to-day transactions. Due to the competition among business 

organizations, the security of web data is gaining more importance. 
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Security issues for web databases include access control and privacy management of structured data as well as 

unstructured data stored in the databases. 

Fundamentally, database security attempts to ensure that only authenticated or authorised users perform 

legitimate activities at certified times. It includes the system itself, processes, and the procedures that protect a 

database from unintended activities. That is, it deals with making database secure from any form of illegal access 

and/or threat at any level. 

Database security demands in permitting and/or prohibiting user actions on the database and the information it 

contains. Organisations that are running successfully demand the confidentiality of their database and they do 

not allow restricted access to their data/information. And they also demand for the assurance of their data if it is 

protected against any malicious attacks or accidental modification. 

 

Fig 1: Properties of Db Security 

The above figure shows different properties of database security. 

1.Confidentiality 

The protection of data against any type of unauthorised access, theft, unintended disclosure, or illegal use is 

known as data confidentiality. Applications, processes, other systems, and/or people could all be users. A system 

should be designed with sufficient control mechanisms to ensure confidentiality and with rules governing what 

authorised users are allowed and not to do with the data. The level of confidentiality rises with the sensitivity of 

the data. Here are some information security fundamentals to protect the privacy of your data: 

 Encryption 

 Password 

 Two-factor authentication 

 Biometric verification 

 

2.Integrity  

Databases must guarantee the accuracy of the data or table entries. By minimising the modifications caused by 

an unauthorised access, it is perceived as a widespread issue. Pursuing simultaneous data modifications within a 
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database is one of the main threats to integrity. Data must not be altered while in transit, and security measures 

must be made to prevent unauthorised individuals from changing the data. Some security controls designed to 

maintain the integrity of information include: 

 Encryption 

 User access controls 

 Version control 

 Backup and recovery procedures 

 Error detection software 

 

3.Availability 

Availability is an assertion that a computer system or piece of data is accessible to authorised users. This is 

required so that a company can use redundant servers, networks, and software. These can be set up to activate 

when the principal system malfunctions. Redundancy paths and failover mechanisms must be incorporated 

during the design stage in order to prevent availability issues. Intrusion prevention systems must also be present 

in order to monitor network traffic patterns, identify anomalies, and restrict network traffic as appropriate. 

Information security measures for mitigating threats to data availability include: 

 Off-site backups 

 Disaster recovery 

 Redundancy 

 Failover 

 Proper monitoring 

 Environmental controls 

 Virtualization 

 Server clustering 

 Continuity of operations planning 

LITERATURE SURVEY 

The processing of security data sent with SOAP messages in business environments was covered by Yuichi 

Nakamur et al. in 2002. Sirer and Wang have disclosed a SOAP message filter technique in another study (2002). 

This method converts a SOAP invocation into an RMC-based request, enabling local component-based access 

control. It is only a transition from the traditional application paradigm to Web Services because this system is 

built on the original system security architecture. 

P. S. Aidal and P. K. Paul. The usage of virtual resources for data storage for database users was the main subject 

of the review, "Database Security: An Overview and Analysis of Current Trend." Additionally, it provides details 

on the approaches taken to solve issues with database security as well as measures against database attacks and 

privacy risks. Organizations can use a cutting-edge business strategy that requires no upfront expenditure to store 

data and information in databases. Information on database security requirements and resources is also provided. 
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This review article discusses Oracle security database implementation as well as database security breaching 

concerns, malware activities on such data, and how to handle or mitigate those difficulties. 

Suwalka and Kumar “Various database attacks, approaches and countermeasures to database security” discusses 

the security of relational database protection and security frameworks as an example of how internet application 

security for explicit database authorization may be designed and implemented. Because Relational Database 

securities are the most popular target for attackers, protection associations and substance are regarded as 

significant company resources that must be meticulously protected. This research was conducted to identify the 

problems and risks associated with relational database security, as well as the requirements for relational database 

set security and how Database Relations are used at different levels to provide security. 

Ogbonna Nwokoma F.O. and A. Ejem. “Database security issues: A review” have propose an intelligent system 

for hiding sensitive data when statistical searches are combined. To begin with, the framework is helpful for 

sensitive information in order for the admin to make decisions and establish regulations. Second, in the event of 

rule discrimination based on attribute-orientation, the framework investigates the connection between sensitive 

and other characteristics, allowing for the selection of attributes that may be used to drive private data. 

Paul and Aithal in their article discusses the fundamentals of databases, such as their meaning, features, and 

roles, with an emphasis on various database security issues. Furthermore, this article emphasizes the 

fundamentals of security management, as well as relevant technologies. As a result, various aspects of database 

security have been briefly discussed in this article. 

Mousa et al. According to the authors of this study, assaulters would rather attack the database because of the 

data sensitivity and value. Databases compromised in many different ways. The database should be secured 

against different forms of attacks and threats. Most of the assaults identified in this study can be solved. Some 

of the assaults are real and some are not. In this article, they discuss various types of assaults. 

POSSIBLE RISKS ON A DATABASE 

1.Denial-of-service: Denial-of-service attacks are the most frequent ones that have an influence on availability. 

In these attacks, the attacker prevents users from accessing data, systems, devices, or other network resources. 

An internal vehicular network of denial-of-service might render an ECU inoperable or, in the worst-case 

scenario, put the system in a dangerous state by preventing it from accessing the data it needs to function.  

2.Accidental Exposure: Instead of a deliberate attack, a sizable fraction of data breaches are caused by the 

negligent or unintended leaking of sensitive information. Employees routinely mishandle, lose, distribute, or 

enable access to sensitive information, either by accident or because they are not aware of security protocols. 

This major problem can be resolved via employee education as well as other techniques including data loss 

prevention (DLP) technology and improved access controls. 

3.Attacks using social engineering and phishing: Attackers regularly employ social engineering strategies to 

get access to private data. They involve pressuring or misleading someone into disclosing private information or 

allowing access to password-restricted accounts. Phishing is one such social engineering technique. It entails 
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transmitting communications that appear to be sent by a reputable source but are actually transmitted by an 

attacker. When victims comply, such as by disclosing personal information or clicking a malicious link, attackers 

can infect victims' devices or get access to a corporate network. 

4.Insider threats: Employees who unintentionally or purposefully compromise the security of a company's data 

are known as insider threats. Insider dangers come in three different forms: 

 Non-malicious insiders are users who have the potential to harm others by mistake, ignorance, 

or because they are not aware of security protocols. 

 Insiders with malicious intent are those that intentionally try to steal data or hurt the company 

for their own advantage. 

 Insiders who have had their accounts or credentials compromised by an outside attacker are 

known as compromised insiders. The attacker can then engage in malicious behaviour while posing as 

an authorised user. 

5.Ransome: Data in businesses of all sizes is being threatened by ransomware. Malware known as ransomware 

targets business computers and encrypts data, rendering it worthless without the decryption key. Attackers 

typically post a message known as a ransom note demanding money in exchange for releasing the key, however 

in many situations even doing so is useless and the data is lost. 

Numerous ransomware variants have a high rate of dissemination and can attack sizable portions of a corporate 

network. There might be no way to recover if a company doesn't perform regular backups or if the ransomware 

is successful in infecting the backup systems. 

6.SQL Injections:  Attackers frequently employ SQL injection (SQLi) to obtain unauthorised access to 

databases, steal information, and carry out undesirable actions. It operates by inserting harmful code into a 

supposedly innocent database query. By adding special characters to user input that alter the query's context, 

SQLi may edit SQL code. The database starts processing malicious code that furthers the attacker's objectives 

when it is supposed to be processing user input. There could be serious repercussions if it exposes consumer 

information, intellectual property, or grants attackers’ administrative access to a database. Insecure coding 

techniques frequently lead to SQL injection problems. If programmers employ safe ways for accepting user 

inputs, it is comparatively simple to prevent SQL injection. 

 

WAYS OF SECURING A DATABASE 

There are different ways of securing a database in an organisation.  

1.Web Server Authentication: 

Using https, two databases—the main database and the mobile database—can communicate with one other. A 

web-server controls the server-side communication channel. Therefore, it is possible to utilise the common web 

server authentication and also demands that the user authenticate at the level of the internet interface. Due to the 

fact that mobile database agents are implemented on the server side within the web server, this technique is 

essential in order to protect them. Every network user would be able to access and connect to the server-side 

agent easily by utilising the right URLs even in the absence of web server authentication. 
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2.Local Database Encryption: 

In order to prevent unwanted access to the locally stored databases, database encryption is built. Every time a 

user tries to open a mobile database, they are required to input a password because local databases on mobile 

devices are encrypted. It provides an extra degree of security in the event that a mobile device is damaged or 

taken by an attacker and the data contained in the local databases cannot be accessed. Although it contains an 

encryption algorithm, a component of SQL Server Mobile Edition, it is regrettably unable to locate the 

documentation for a particular algorithm. 

3. Secure the Network Connection: 

At specific periods, the two databases (mobile and main) must be synchronised. The system software for mobile 

databases often handles this synchronisation, which is then carried out via the http protocol. 

For instance, in order to communicate wireless data between a mobile device and the Internet connection point, 

a Wi-Fi network must be secured using passwords and strong encryption techniques. Data can be encrypted in 

many different ways. WiFi Protected Access-2 is one of the techniques (WPA2). It is the IEEE 802.11i security 

standard's authorised interoperable implementation.  

4.User Authentication at the Database Server: 

Database replication technique is used to synchronise a short-impression database that is set up on the mobile 

device along with the main database. This is accomplished by publishing a meta data package of data at the 

database server, which consists of the repeated data. These publications are necessary for the mobile databases' 

synchronisation operations. It has the ability to connect to the publishing of the required user account on the 

dataset server. This states that a database server's authentication of an application user is required.  

5.Server-side mobile agent account: 

The mobile database team is in charge of overseeing both endpoints of the connection link for the server-side 

mobile agent account. During a synchronisation phase, agent operations can be carried out on the server side 

using either a dedicated server operating system account or the server's default agent account. It can be used as 

a dedicated operating system account for the execution of the agent service. 

6.Distinct user accounts for the authoring and read-only applications: 

If a user needs to utilise the application as both a writer of announcements and a reader of some announcements, 

an authoring account, a read-only account, or both functionalities can be assigned to a single user account. 

  

CONCLUSION: 

Database security is challenging to search for and understand because there are many different attacks and 

associated procedures to solve them across diverse platforms. Database security techniques in one place. 

Therefore, the important, typical, and generic attacks and strategies are covered in this work.  
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