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Abstract 

In this paper, we examine Blockchain technology's smart contracts feature as a solution to issues 

with bioinformatics and the difficulties of exchanging health data. Sharing genomic data sets 

presents significant challenges because it is different from sharing traditional medical data, it 

reveals information about the data owners', ancestors and relatives, and continues to carry value 

even after the data owner's death and these issues raise serious concerns about data security. 

Therefore, while working with genomic data, strict data ownership and control mechanisms are 

needed. Blockchain technologies present a promising alternative to conventional distribution 

networks in the provision of safe and accountable infrastructure. This is the rationale behind the 

genomics-related Blockchain infrastructure research that is on the rise. We proposed a model that 

would deployed a smart contracts feature of blockchain to enhance data security. 

Keyword; Blockchain, Smart contracts, Genomic data Security, Bioinformatics. 

 1.0 Background 

The quality and amount of genetic data are expanding quickly as a result of recent technological 

advancements. In order to maximize medical resource allocation, clinical decision support, 

medical quality monitoring, precision medicine, and disease risk assessment and prediction, 
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sharing and using genomic data has been crucial [1,2]. Most frequently, exposing this data 

exposes users to dangers related to data security and privacy concerns, data dictatorship, 

inadequate subject autonomy, escalating social injustice, and others [3]. 

1.1  Bioinformatics 

The term "bioinformatics" was initially used in the early 1970s by Paulien Hogeweg and Ben 

Hesper, who described it as "the study of informatics processes in biotic systems"[4]. Big data 

analysis for biological data sets is essentially what bioinformatics is. To derive meaning from 

biological data, computational and statistical analysis are required. The development of methods 

and tools used to comprehend biological data is sometimes referred to as bioinformatics. It is an 

area of study that combines biology, computer science, and statistics. It's crucial to note that 

research into these bioinformatics helps uncover genes that are susceptible to disease. When 

studied appropriately, it will open up the possibility of developing tailored therapy because it will 

reveal the pathogenic pathways implicated in disease. 

1.2 Blockchain Technology  

The original Blockchain was developed to support cryptocurrencies, but it has since received 

much attention for its potential to revolutionize a wide range of industries. Decentralization, 

autonomy, reliability, and transparency of data are also made possible through blockchain. 

Satoshi Nakamoto initially created the Blockchain for the cryptocurrency Bitcoin. Blockchain 

has been adapted as a decentralized append-only ledger for a variety of data management 

applications, including streamlining remittances, improving food traceability, protecting 

electronic health records, guaranteeing the privacy of genomic data, developing artificial 

intelligence, bolstering cyber security, combating climate change, etc. and assisting with clinical 

studies [5-10]. Blockchain technology's append-only architecture can ensure a comprehensive, 

traceable, and essentially tamper-proof record. The Blockchain's technology allows for the 

recording of transactions, continuously keeping them unchanged while providing constant 

updates [11]. The Blockchain is made up of a linked series of blocks containing transactions with 

timestamps that are protected by cryptography. As a result, the database, development platform, 

and virtual network intermediate all play a part in providing the Blockchain [11]. 
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Medical professionals will be able to safely and confidentially create patient health records using 

Blockchain technology, as well as choose the best therapeutic interventions and forecast the 

course of disease. 

1.2.1  Any Blockchain has the following primary characteristics: 

i) Decentralized structure of data storage; a dispersed end-to-end network structure rather 

than a centralized management organization which governs the entire network's data storage [12-

15]. Example: Preservation and authorization of health data. 

ii) Maximum system transparency for users; the supply chain, clinical trials, and biomedical 

research network all have open and transparent transaction records, eliminating information 

asymmetry [13-19]. Examples include clinical trials, supply chains, and biomedical research. 

iii)  The inability to alter previously recorded data. Transaction data is encrypted using 

asymmetric cryptography, and with the aid of a workload proof method, it is ensured that the data 

are practically impossible to alter [13-15,18]. 

iv) Autonomy; [12,13,15,17&18] used consensus-based specifications and protocols to enable 

autonomous data sharing between all nodes in a decentralized setting. For instance, health status 

surveillance and monitoring under medical insurance. 

1.2.2 Data Security  

A database controlled by a single party makes data manipulation much simpler and information 

less secure. In contrast, Blockchain is based on a decentralized approach in which all data is 

spread over the network and encrypted. This guarantees that all data is extremely safe and cannot 

be used against it. The well-known cryptocurrency bitcoin (BTC) is built on this similar type of 

data storage [20]. Blockchain has limited security advantages over conventional network 

structures since it runs on a peer-to-peer network of nodes (tiny computers that function as 

servers). Each block of data must be verified by consensus of the data within the chain in addition 

to being decentralized across nodes in order to be included in the chain. The Blockchain's 

immutability (which keeps track of all data changes) and the requirement for consensus go hand 

in hand with the necessity for security [21]. Companies like Genobank.io, which only do genetic 

testing, save the genetic data of their clients in the blockchain and give them the key so that they 
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are the only ones with access (GenoBank.io: offering a private and safe means to store DNA 

data). This type of data control significantly reduces the possibility of information theft and 

guarantees that a record will exist in the event that a copy is made.   

1.4 Current Concerns Regarding the Security and Exchange of Genomic Data 

In recent years, the fast growing utility of bioinformatics has exposed hitherto unheard-of security 

vulnerabilities. For instance, there have apparently been a lot of instances in the US when patient 

genomic data has been misused and disseminated. Insurance firms and the FBI were given access 

to consumers' genealogy information without their knowledge [22]. In order to gain knowledge 

on the patient's health, bioinformatics was used. Compute-intensive data processing, as well as 

data storage and sharing with consideration for privacy, are additional bioinformatics concerns 

associated with genomics or any other omic topic.  

1.4 Some Common Obstacles to Sharing Genomic Data Using Blockchain Technology 

The following is a summary of the existing issues and restrictions with using Blockchain in 

genomics, according to [23].  

i) Barriers to acceptance: Blockchain platforms are dynamic and necessitate specialist knowledge 

for adoption. Its use is restricted to tech-savvy individuals due to instability and poor user 

interfaces, which are major obstacles to widespread adoption.  

ii) Interoperability: Businesses must connect and integrate blockchain systems with currently 

used non-Blockchain technologies. This problem is made worse by the large variety of 

Blockchain implementations available today, many of which are incompatible with one another. 

The reliance on a single Blockchain platform is decreased via interoperability between 

Blockchains. Most genomics-related solutions currently being proposed rely on a particular 

Blockchain platform. Better scalability and elimination of security threats related to the deployed 

platform would come from a multi-Blockchain approach that is independent of any one 

Blockchain platform. However, the current implementation of this strategy requires difficult 

cross-chain communication. Future multi-Blockchain strategies may be possible as Blockchain 

interoperability research continues to advance [24] 
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iii) Smart Contract Security: In the subsection that follows, we'll go into further detail on smart 

contracts. Here, the Blockchain needs to address rich applications that go beyond financial 

transactions. Additionally, smart contracts' expanded capability exposes the system to more 

potential threats [25]. According to [26], there are more smart contracts vulnerabilities being 

found. Additionally, they are expensive in terms of monetary loss or loss of data privacy. The 

security risk involved with using such smart contracts to manage genuine patient data is one of 

the difficulties. Research on the security of smart contracts is still ongoing, but best practices and 

security audits could help to lower this risk [26].  

iv) Data Privacy: Because users are anonymous, it was necessary to look at several aspects of 

privacy and re-identification using correlation attacks. Re-identification may occasionally be 

necessary in research settings, but it is crucial to avoid disclosing patient information for any 

other reason. Re-identification is necessary, for instance, when further information about the case 

or supplementary materials are requested. Re-identification to reveal patients' personal 

information, however, needs to be prevented. The following are some privacy issues with 

genomic Blockchains:  

(a) Identity and transaction privacy: This calls for the maintenance of the user's private identity 

and dissociation from the transaction. Further study is needed to address the privacy issue of 

correlation attacks, in which a person's genuine identity may be revealed. In a perfect world, it 

shouldn't be able to identify a user based on certain interactions with companies. Zero-knowledge 

proofs (ZKPs) have been the subject of ongoing research [27], which has shown that it is possible 

to do this in financial applications. 

(b) Re-identification risks: According to [23], [28], the process of anonymizing and obtaining 

consent for genomic data is time-consuming and necessitates an honest third party in the scenario 

where Blockchain serves as open access to genomic data for research purposes. Scaling this up is 

challenging when there are many patients. However, as demonstrated in [29], the dangers of re-

identification linked to open data sharing persist even after the whole re-identification procedure. 

There is still a chance that more sophisticated re-identification attacks could appear in the future, 

even though this procedure may adhere to best practices for anonymizing the data [23].  
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v) Validity and reproducibility: duplicable research is very vital since data in a decentralized 

network live in many storage places, this issue must be addressed when Blockchain promotes 

data exchange for scientific studies [23].This issue arises more frequently in off-chain storage-

based systems. 

vi) Verifiability: One of the problems with disclosing data to unknown people is confirming 

the correctness of the results. Outsourcing the same analysis task to numerous analysis nodes, 

where the findings may then be compared to guarantee accuracy, is one potential option [23]. 

However, this strategy can be expensive, especially if the same task is divided among many 

analysis nodes. Therefore, there is still a need for further research into a workable and scalable 

verification approach to confirm that outsourced computation/analysis is truly successfully 

computed by untrusted nodes in a Blockchain network. Verifiable computation has undergone 

major breakthroughs [30], which can be investigated in a Blockchain environment. Verifiable 

findings can be maintained using cryptographic methods such homomorphic encryption [31] and 

zero-knowledge proofs [32]. The constraints of the current work in genomic Blockchains may be 

overcome by using these strategies. 

vii)  Key management: It might be difficult to make sure that patients (data owners) can securely 

maintain their keys and identities, especially when dealing with information on a person's 

personal health [23]. In order to give patients useful knowledge about best data management 

practices, education methods must be put in place once they have complete authority over their 

data [23]. Also necessary are ways for "break glass" access to genomic/healthcare data in 

emergency situations, as well as appropriate key management strategies. 

viii)  Ethical Issues: According to Alghazwi et al. [33,34], the growth of genomic marketplaces 

presents some ethical issues. Informed permission, according to the authors, is dubious when a 

financial incentive is involved and can result in unthinking data sharing. Although it is still 

unknown if these financial incentives will truly succeed in encouraging more people to give their 

private data for research reasons, it may be worthwhile to investigate non-financial alternatives. 

For instance, [35] demonstrated how the usage of digital collectibles might encourage people to 

take part in animal conservation. The writers and CryptoKitties have collaborated to produce a 

non-fungible coin (NFT) and a CryptoKitty with a turtle theme. Then, they offered it for sale on 
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the Blockchain, raising $25,000 for wildlife preservation. The purchaser has an unchangeable, 

one-of-a-kind digital item that symbolizes their support for wildlife. Therefore, more 

investigation into non-financial incentives that promote involvement in genetic research with the 

goal of promoting medical research may prove fruitful. 

2.0  Biological Boolean Logic Gates and Smart Contracts 

When computer engineer Wei Dei posted about anonymous credits in the 1990s, [36] later 

suggested the potential use of smart contracts and the use of cryptographic procedures to increase 

security. From there, the history of smart contracts was established. It would enable the user to 

define who can query and publish data to his Blockchain, as well as when and what data was 

viewed. The user could also provide a set of access rights. In this scenario, only the user would 

be able to modify the access control regulations, which would also be safely kept on a Blockchain. 

This will provide a transparent environment and give the user complete control over what 

information is gathered and how it can be shared. 

Blockchain has become a desirable platform for encoding Boolean logic gates for biological 

systems because to the implementation of Smart contracts characteristics. Smart contracts 

protocols are implemented automatically thanks to this, which was first proposed by Nick Szabo 

and then merged with the Ethereum Blockchain by Vitalik Buterin [37]. The protocols for smart 

contracts automatically execute when specific requirements are met and benefit from all the key 

characteristics of the Blockchain, including decentralization, immutability, and validity. For 

instance, smart contracts on a Blockchain can automatically handle the sale of property through 

an agreement that cannot be lost or fraudulently changed, replacing the need for a real estate 

broker [37]. The fundamentals of conditionality are shared by Boolean logic gates and smart 

contracts. Boolean logic utilizes binary values (true (1) and false (0)) and logic operators like 

conjunction (AND gate), disjunction (OR gate), negation (NOT gate), and exclusivity (XOR 

gate). Smart contracts are created using the procedural programming language Solidity. 

Declarative languages specify the desired outcome, whereas procedural languages describe how 

a procedure is carried out step-by-step. There have been significant efforts to move toward 

declarative programming in order to develop logic-based smart contracts that are less prone to 

mistakes and ambiguity than conventional smart contracts [38,39]  
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2.1 The Benefits of Smart Contracts 

The capacity to prevent single points of failure and maintain an immutable record of data are two 

characteristics that smart contracts inherit from the underlying Blockchains. Contractual 

processes can be automated, reducing the need for parties to engage and cutting down on 

administrative costs. 

2.1.1 Smart Contracts in Medical Studies  

Here, we divide smart contracts into two categories based on the Blockchain platforms they use: 

public smart contracts and permissioned (private) smart contracts. 

 Public Smart Contracts Permissioned Smart Contracts 

Similarities  Immutable record 

Proper encryption on data and pseudonymity Interoperability among 

different platforms Traceable modifications. 

Differences  Easy to deploy 

Accessible for the public 

Faster settlement 

Lower operational cost 

Permissioned access 

 

Table 1: Characteristics of public and permissioned smart contracts. [40] 

2.2 Blockchain technology applications 

The list of uses for Blockchain technology is not exhaustive. 

Supply Chain Management, Capital Markets, Trade Finance, Regulatory Compliance and Audit, 

Money Laundering Protection, Insurance, Peer-to-Peer Transactions, Real Estate, Media, Energy, 

Record Management, Identity Management, Voting, Taxes, Non-Profit Organizations, 

Compliance/Regulatory Oversight, Big Data, Data Storage, and Internet of Things (IoT). 

2.1.2  Healthcare 

In this study, we would concentrate on discussing health statistics. Scalability, access security, 

and data privacy are the three main components that Blockchain for health care would need to 

address technologically. General information like age and gender, as well as potentially more 

fundamental medical history information like immunization records and vital signs, are examples 

of health data that are excellent candidates for Blockchain. Notably, none of the aforementioned 

data can be used to specifically identify any one patient, allowing it to be maintained on a 
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Blockchain and viewed by many people without raising any privacy issues. Many medical 

practitioners view smart contracts and Blockchain technology as a safe means to share and access 

patients' electronic medical records (EMR). Smart contracts, as mentioned in the previous article, 

can include multi-signature approvals between patients and providers to restrict who is allowed 

to view or add to a patient's record. Additionally, they facilitate interoperability through 

cooperative version control to keep the consistency of record. Smart contracts can be used to give 

researchers access to specific personal health data and make it possible for micropayments to be 

automatically given to patients for participation, in addition to helping patients and their 

healthcare providers. Blockchain for health data and its possible use in studies on health and 

medical treatment [41].  

Conclusion 

Decentralized, transparent, and secure health care service improvements are possible using 

Blockchain technology. Blockchain technology has the potential to provide long-term advantages 

in health care data management with the development of smart contracts, these technologies, and 

their interaction with other cutting-edge technologies. Blockchain is a potent instrument that can 

enable people to govern their own health data, enable a flawless health data history, and establish 

medical accountability in addition to being a means to safeguard electronic health information. 

Additionally, the use of Blockchain technology improves privacy and trust while speeding up the 

completion of financial transactions and medical records [42]. 

Future Work 

Having reviewed several works on application of Blockchain in genomic data security, we would 

propose a model where smart contracts would be deployed to enhance genomic data protection 

where unauthorized identification of data owners, alteration or manipulation of data without 

consent and sharing of patients data without consent would be impossible. The model would 

provide maximum security and also aids the care giver with enough data for optimum decision 

making. 
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