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Abstract 

 

Third-party cookies benefit advertisers and marketers in various ways to help them achieve successful 

sales and business. Third-party cookies also help users by providing them with a better experience on the web 

browser. However, despite the benefits of using third-party cookies, Google has made a decision to eradicate 

third-party cookies. This paper carries out a thorough and in-depth analysis of Google’s decision of eradicating 

third-party cookies and identifies whether or not it is a good decision. The first half of this paper will give a brief 

introduction to Cookies in general and their importance, the types of cookies that are being used on web browsers, 

an in-depth explanation of the main purpose of cookies, and the benefits and risks of Cookies. The latter half of 

this paper identifies the reasons for Google’s decision of eradicating third-party cookies whilst evaluating the 

alternatives that have been proposed by the company and detailing the impact of the same on the varying 

stakeholders.  

 

Introduction  

 

Internet web pages use cookies for different purposes, for example, cookies are used in commercial, social 

and scientific areas. Cookies play a significant role in enhancing the internet experience for users i.e., every 

internet user who uses the web has his own individual cookies created automatically for themselves whenever 

they browse the internet. HTTP [Hypertext Transfer Protocol] Cookies are small pieces of data on the internet 

that are sent from one web browser to a user’s web browser (Drake, 2021). They were first introduced by Netscape 

- one of the internet’s first widely used browsers -  in 1994 by one of their engineers named Lou Montulli 

(Singleton, 2000). The main objective of originally introducing cookies was to help e-commerce websites by 

allowing users to store their items in their own individual virtual shopping carts (Singleton, 2000). Regardless of 

Netscape being discontinued as of 2008, many of the current and latest browsers such as Google Chrome, 

Microsoft Edge, Safari, Opera, Mozilla Firefox, etc. are still using the idea of cookies.  
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The literature acknowledges varying types of cookies such as permanent cookies, first-party cookies, 

third-party cookies, session cookies and other cookies (Johnson, 2022). This research paper specifically will be 

looking at first and third-party cookies. First-party cookies are the cookies that are implemented on websites 

which allow website owners to collect analytics data from the users (CookiePro, 2022). Third-party cookies, on 

the other hand, are the cookies on the website that are installed by third parties with the aim of collecting 

information from web users (Johnson, 2022). There are a few differences between first-party cookies and third-

party cookies with the fundamental one being that third-party cookies are the cookies on one domain and then 

distributed to other third-party domains whereas first-party cookies are the cookies that are created on a single 

domain and are not distributed to any other domain (Lane, 2022). 

 

In recent times, the potential privacy threats of cookies, particularly third-party cookies, have come to the 

forefront of the research. In light of this, Google, one of the biggest companies in the web domain, announced 

their decision to eradicate third-party cookies and replace them with a ‘privacy sandbox’ in 2020. This paper, 

therefore, aims to analyse the differences between first-party and third-party cookies whilst acknowledging the 

privacy threats of the same and then evaluating Google’s decision. This will allow for an answer to the research 

question ‘To what extent is Google’s eradication of third-party cookies a good idea?’ 

  

An introduction to HTTP Cookies  

 

As mentioned in the introduction, Netscape was the first company to introduce cookies in their browsers 

to optimise browsing experiences for the users on websites they visit. HTTP Cookies were mainly invented for 

e-commerce websites such as Amazon. For example, with the help of HTTP Cookies in the e-commerce website, 

users were able to create their own virtual shopping carts in which they could store more than one product that 

they wish to purchase - increasing the ease and convenience of online shopping. The aforementioned is evidence 

of one of the purposes of HTTP cookies i.e., session management wherein cookies help in identifying and 

retrieving the user session from the session database of a website that the user visited. If the user leaves the sites 

and comes back, it is likely that they will see the added items in their virtual shopping cart (HCL, n.d.). However, 

since the user is not logged in, this session cookie is temporarily stored in the database which will soon be removed 

after some time. Another purpose of HTTP cookies is personalisation which helps in saving the previous 

preference settings made by the user. For example, when a user visits a website, if they choose a dark theme as 

his/her’s preference, the next time the user re-visits the website, the dark theme will automatically load for them 

(Nilakshi, 2021). 

 

Two main cookies that are used on websites in order to enhance browsing experiences for users are first-

party cookies and third-party cookies. However, first-party cookies and third-party cookies have a few 

differences. First-party cookies remember users’ saved settings on a particular website, and they help carry out 
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other useful functions that provide a good experience for users (Lane, 2022). For example, when you visit an e-

commerce website, the cookies will remember your login details such as email address and password, therefore 

the user won’t have to keep on re-typing it again every time they browse the website. Furthermore, first-party 

cookies help websites collect analytical data on their users. Overall, first-party cookies are most commonly 

viewed as being beneficial to users as their features allow for saved time and more personalised internet visits.  

 

Whilst first-party cookies only work on one domain, third-party cookies are the cookies that are created 

on one domain as per the previous activity of a user and then they are distributed to other domains that use third-

party cookies (Lane, 2022). For example, if one user searches for and checks the pen that is available on Amazon, 

but the user was not ready to buy it yet, the user will then start to see advertisements for pens in other domains 

that use third-party cookies. As time has gone by, many researchers and industry experts have started to show 

increasing concern with regard to the privacy implications of third-party cookies. For example, Lin & Loui (1998) 

went as far as to state that these types of cookies may be considered ‘immoral’ because they enable large marketers 

to essentially take information out of their intended context and put it in a foreign one. This relates back to the 

ability of third-party cookies to facilitate what is known as online behavioural advertising (OBA) - the act of 

adjusting adverts on the basis of the online surfing behaviours of users (Mialki, 2020). OBA is very important for 

marketers as it allows them to generate higher revenues. This also suggests the great importance that the 

enablement of third-party cookies has for these stakeholders.  

The privacy threats of cookies 

 

The previous section makes it clear that cookies can have a harmful side to them. It remains true that there 

are many security issues with cookies. As we know, the data in cookies doesn't change and cookies themselves 

aren't harmful since they do not infect computers with viruses or other malware. However, there can be a risk of 

cyberattacks on cookies. Cyberattacks tend to hijack the cookies that a website has enabling attackers to access 

your browsing sessions which could lead to privacy threats (Kaspersky, 2018). With all the information about the 

threats of using cookies, the main question arises, how can first-party cookies and third-party cookies be 

dangerous for users? 

 

Since the first-party cookies are created directly for a user when they visit a website, it is advised to visit 

websites that are secure and reputable. First-party cookies can get risky and dangerous if a user visits a website 

that creates malicious cookies for users, or if a cyber attacker hijacks a website's cookies, enabling the attacker to 

access users' browsing sessions and their activity. There have been many Google Chrome extensions in the past 

that had malicious cookies installed in them for the users that download them. When a user downloads one of the 

infected Google Chrome extensions for their browser, the cyber criminals would monitor the activities of their 

victim on the internet (Dodt, 2020). This leads to privacy invasion and threat for the users who have these 

extensions downloaded, especially for the users who do online banking on the internet. With the help of the 
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infected extensions installed by the users, the cyber criminals would take the advantage of the users who do online 

banking since they can steal private information such as bank details, passwords, credit card numbers, etc. This 

leads to privacy invasion and threat for the users who have these extensions downloaded, especially for the users 

who do online banking on the internet. 

 

When it comes to third-party cookies, they are more troubling. Third-party cookies are also known as 

tracking cookies that gather information about the users without their authorisation. Therefore, they can present 

a real threat to privacy for the users. Tracking cookies, like third-party cookies, do not exactly enhance your 

experience, instead, they tend to keep track of the user's activity across other websites that use third-party cookies. 

With the use of tracking cookies, the information gathered by the user, that information can be used to create a 

browsing history profile for the user (Cookie-Script, 2020). Therefore, if the user visits any other website that 

uses third-party cookies, he/she may get targeted with specific ads. Ad network tracking is one of the main 

problems of the third-party cookies reported by the users because they store an absurd amount of information 

about the user. The information may include a few sensitive information such as medical information, gender 

identity, bank information etc. of the user that the user does not wish to share on the internet. Therefore, in case 

of a data breach or cyberattack by cyber criminals, the sensitive and private information of the user may get stolen. 

In the past ten years, there have been massive data breaches that have exposed billion of users’ sensitive and 

private information that was collected most of it through the use of cookies without the user’s permission and 

knowledge. 

 

Google's decision to eradicate third-party cookies 

 

Owned by Google - Google Chrome is a cross-platform web browser and at today's date owns around 

65% of the worldwide browser market share (Statcounter, 2022). Dominating both the web browser and digital 

ads market makes the use of cookies, both first and third-party, essential for the company for user preferences 

and authentication, and advertising respectively (Parizo, 2022). However, in January 2020, Google made an 

announcement that they wanted to commit to building a “more private web” (Morrison and Molla, 2020). Since 

third-party cookies are considered intrusive, the company made the decision to completely eradicate the third-

party cookies that their users come across during their day-to-day internet usage within 2 years.   

 

At a first glance, it is important to analyse the implications of Google’s decision of eradicating third-party 

cookies. Many users on the internet that use web platforms are unaware of the implications of cookies. Whenever 

a user enters a website that contains cookies, he/she is usually prompted with a pop-up of “accept all cookies” in 

order to proceed in accessing the website, however, due to the lack of awareness about the implications of cookies, 

the users blindly accept all cookies on the website (Segev, 2020). It is when these cookies collect highly 

personalised data and start to share them with ad companies that users may never have even heard of that the 
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users start to become susceptible to privacy attacks. Therefore, by eradicating third-party cookies, privacy threats 

can be reduced.  

 

However, as has been established before, the stakeholders that will be most adversely impacted by 

Google’s eradication of third-party cookies are the marketers. Since a lot of online advertisements’ infrastructure 

is based on the use of cookies, the eradication of third-party cookies may impact the line of sales for the companies 

because they would not be able to collect data on consumers by tracking them to find out the interests of the 

consumers in order to do deliver a successful advertisement (Bump, 2021). Acknowledging this, Google had 

given businesses and marketers a two-year heads up when they made their original announcement. A part of this 

heads-up was for companies to become acquainted with what Google had initially intended as the replacement 

for third-party cookies i.e., Federated Learning of cohorts (FLoC).  

 

FLoC was a technology part of Google’s Privacy Sandbox - an initiative launched by Google in 2019 to 

access user information and create web standards without compromising privacy. Essentially, as per Google, 

FLoC “proposes a new way for businesses to reach people with relevant content and ads by clustering large groups 

of people with similar interests. This approach effectively hides individuals in the crowd and uses on-device 

processing to keep a person’s web history private on the browser” (Bindra, 2021). So, Google would still be able 

to keep track of a user's browsing habits across the web but since they will be placed into cohorts on the basis of 

these habits, advertisers would no longer be able to target ads at individuals - arguably protecting the privacy of 

individual users as they will be more anonymous (Morrison, 2021). In fact, Google’s own team has reportedly 

tested the effectiveness of FLoC as an alternative for third-party cookies. The results suggested the following: 

FLoC is able to provide an effective replacement signal for third-party cookies with regard to generating interest-

based audiences, and advertisers can also expect to see a minimum of 95% of the conversions per dollar spent 

when compared to cookie-based advertising (Bindra, 2021).  

 

FLoC presented an array of advantages with one of the biggest being the better privacy protection it would 

have allowed for users. Unlike third-party cookies, FLoC does not collect all sorts of data from the user that 

expose the identity and the interests of the user which was used by the advertisers for individual targeting. FLoC 

assigns web users to a particular cohort. Therefore, the advertisers can target the cohort instead. Secondly, within 

FLoC, browsers would conduct the profiling of the users instead of third-party trackers. This implied the 

possibility of data being collected being more private and safer (Cyphers, 2021). Lastly, with the use of FLoC, it 

would have been possible to deliver targeted advertisements based on individual interests without using third-

party tracking cookies. The cohorts that Google is planning to build would have served as a guide for advertisers 

in targeting specific audiences. 

Even though the results seemed promising, and Google was quite convinced they would be able to achieve 

their target of blocking third-party cookies within the announced timeline, the world was notified of a further 
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delay by the company via a blog post in January 2022. In a surprising twist of events, Google decided to scrap 

the idea of using FLoC as a substitute for third-party cookies and instead have most recently decided to replace 

them with Topics instead. The reasons for scrapping FLoC may be based on some of the drawbacks that the 

system presented. For instance, new privacy concerns pertaining to FLoC had come to light wherein there was a 

possibility that the web user that gets placed in particular cohorts could expose his/her gender, health and possible 

point of entry for a fingerprinting device that could also lead to an exposure of the identity of a user. Furthermore, 

many other browser developers simply refused to implement FLoC. With Google Chrome being the most popular 

web browser in the world, it was and remind impossible for Google to establish any new web tracking solution 

to be set as one of the standards for other browsers when the majority of the users in the industry refuse to 

implement and adopt this feature. Lastly, it was suggested that FLoC may create anti-trust and anti-competition 

issues. Government regulators, including those in the EU and the UK’s Competition and Markets Authority 

(CMA), were concerned that the introduction of FLoC by Google represented one of the company’s attempts to 

control the web and advertisement industry (Burgess, 2022). 

 

So, what is the most recent proposed replacement for third-party cookies? Topics is a new system which 

is also a part of the company’s privacy sandbox. Topics analyse the browsing history of users to decipher what 

they are interested in and then place it in a category. As one moves around the web, Chrome will note the 

categories recorded most and then each week, five of the most popular ones will be gathered up along with a sixth 

random category and shared with the websites being visited and used for the ads targeting the user. The data is 

then deleted after three weeks. The decision to scrap FLoC and replace third-party cookies with Topics instead 

was justified by Vinny Goel (2022), Google’s product director, who said that  “Topics was informed by our 

learning and widespread community feedback from our earlier FLoC trials” (Goel, 2022). But is the new system 

actually any better than FLoC?  With Topics, the Google Chrome browser will get to know about users’ interests 

as they surf the web. Acknowledging the privacy concerns with FLoC, Google has said that the users will find 

Topics easier to understand and give them greater control over their activities. Users will have the ability to review 

and remove Topics from their lists if they want. The worry most users had with FLoC was in regard to the 

grouping in ‘cohorts’. Cohort would have had pieces of information that could extend to allow the identification 

of individuals. However, this problem is removed in Topics. In Topics, the number of data shared would be 

limited. 

 

Conclusion  

 

So, Is Google’s eradication of third-party cookies a good idea?  

 

Over recent years, many users have complained about third-party cookies having control over their 

personal information and they wanted more privacy. Third-party cookies have gained a sufficient amount of 
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private information of the users through their tracking ability against the users. Tracking cookies, like third-party 

cookies, do not exactly enhance your experience, instead, they tend to keep track of the user's activity across other 

websites that use third-party cookies. In the past ten years, there have been massive data breaches that have 

exposed billion of users’ sensitive and private information that was collected most of it through the use of cookies 

without the user’s permission and knowledge. Therefore, the decision to eradicate third-party cookies is a good 

idea to a great extent as they pose significant data security risks and infringe on user privacy rights.  

 

It is, however, important to acknowledge that the stakeholders that will be most adversely impacted by 

Google’s eradication of third-party cookies are the marketers because the advertisement infrastructure is based 

on the use of third-party cookies. It may impact the line of sale because, without third-party cookies, the marketers 

will not be able to track their consumers and find out their interests in order to deliver a successful advertisement. 

However, Google came up with many alternatives to third-party cookies in order to prevent any harm to 

marketers. Such alternatives suggested by Google was their own technology called FLoC. However, FLoC didn’t 

turn out too well because it contained many possible privacy risks that were reported by the users. Therefore, 

Google came up with another better alternative than FLoC called Topics. Topics is found to be one of the best 

alternatives for third-party cookies and it seems to be a better alternative option than FLoC.  

 

Overall, I believe that the eradication of third-party cookies and their alternatives will not conflict much 

harm. Though stakeholders such as marketers will require some time in adapting to the new alternatives of third-

party cookies, they will not be severely harmed.  
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