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ABSTRACT  

Cyber forensics, also known as computer forensics, is a subfield of digital forensic science that deals 

with the detection of evidence in digital storage media and computers. The forensically sound 

examination of digital media is the goal of cyber forensics, which aims to: analyze, present, and preserve 

facts and opinions; pertaining to digital data. Computer forensics can be utilized in civil proceedings 

as well, despite the fact that it is typically associated with the investigation of cyber-based crimes. Cyber 

forensic analysis evidence typically undergoes similar procedures and serves as additional digital 

evidence. With these advancements, it was hoped that cyber forensics would safeguard users and 

continue to focus on citizens. Additionally, it demonstrates the need for additional research to 

comprehend the implications of cyber forensic research for enhancing cybercrime detection. 
 

 

Index Terms - Digital evidence, forensically sound investigation, and cyber forensics. 
 
 

 

 

INTRODUCTION 

We are getting closer and closer to taking advantage of both new and existing online opportunities as Internet 

technologies spread into everyday life. Cyber forensics, a one-of-a-kind method of legally acceptable 

identification, preservation, analysis, and presentation of digital evidence, is one such opportunity. Forensics 

is defined as "relating to the use of science or technology in the investigation and establishment of facts or 

evidence in a court of law" by the American Heritage Dictionary. Digital legal sciences include the 

distinguishing proof, documentation, and translation of PC media for involving them as proof as well as to 

remake the wrongdoing situation. The process of identifying, collecting, preserving, analyzing, and presenting 

computer-related evidence in a manner that is legally acceptable by a court is referred to as computer forensics. 

Digital forensics, data forensics, system forensics, network forensics, email forensics, cyber forensics, 

forensics analysis, enterprise forensics, proactive forensics, and other subfields of computer forensics have all 

emerged in recent years. Digital legal sciences are the examination of what occurred and how. System 

forensics is carried out on individual computers. In order to identify the sources of security attacks, network 

forensics involves collecting and analyzing network events. Web forensics is another name for the same 

procedure that is used online. The analysis of both volatile and nonvolatile data is the focus of the data 

forensics major. It is possible to actively and regularly collect potential evidence on an ongoing basis in 

proactive forensics, which is ongoing forensics. In a forensic investigation, email forensics deals with one or 

more emails as evidence.  
 

(A) Research methodology 

1. The research will be conducted using a straightforward analytical and doctrinal approach. In order to study and prepare the current 

work, a variety of reports, articles, legal provisions, and case laws will be utilized. This paper will use data from both primary and 

secondary sources. The primary sources of information include various national constitutions, laws, judicial decisions, and 
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international conventions. Secondary data sources used by the researchers include books, various national and international journals, 

online materials, and articles.  

2. Research Question: 

• Whether the investigation officer's acquisition of cyber forensics constitutes a violation of the right to privacy? Whether there are 

international legal frameworks for cyber forensics? Whether there are any potential solutions or recommendations for enhancing 

India's cyber forensics department? 

3. Hypothesis:  

• The current trend and pattern of cyber forensics and cyber security in India in order to prevent cybercrime.  

 • The rules and laws made for cyber forensics and cyber security by the parliament, police, and judicial system of India. 

4. Aims and goals:  

• To learn about cyber forensics;  

• To find loopholes in the cyber forensics and cyber security laws made by the Indian parliament, police, and judicial systems. 

• To learn about the current pattern and trend in India's digital forensics and cyber security. 

 
(B) The History of Cyber Forensics : 

Prior to the late 1990s, the field that is now known as cyber forensics was referred to as "computer forensics." Law enforcement 

officers who also had a passion for computers were the first technicians who worked in cyber forensics. In 1984, the FBI Computer 

Analysis and Response Team (CART) began work. Under John Austen's direction, the Metropolitan Police in the United Kingdom 

established a computer crime unit within the Fraud Squad a year later. 

At the beginning of the 1990s, there was a significant shift. Cyber forensics, like other fields, required standard techniques, 

protocols, and procedures, according to investigators and technical support staff from UK law enforcement agencies and outside 

experts. These formalisms did not exist, although they urgently required development, with the exception of informal guidelines. 

The modern British cyber forensic methodology was established during a series of conferences held at the Police Staff College at 

Bram shill in 1994 and 1995, initially organized by the Serious Fraud Office and the Inland Revenue. 

 
(C) An Overview of Cyber Forensics  

Cyber forensics is used to identify direct evidence of a computer-assisted crime or to assist in the investigation of cybercrime. Cyber 

forensics originated in the late 1990s and early 2000s. The legitimate calling, policing, producers, the business local area, schooling, 

and government all have a personal stake in CF. Cyber forensics is frequently utilized in private investigation and criminal law. It 

has been generally connected with criminal regulation. In order to stand up to cross-examination in court, it must adhere to stringent 

standards. Human expert witnesses are important because courts will not recognize software tools like Encase, Pasco, and Ethereal 

as expert witnesses. As a result, it is becoming a source of investigation. Many professionals, including those in the military, the 

private sector, academia, and law, can benefit from cyber forensics. Data protection, data acquisition, imaging, extraction, 

interrogation, normalization, analysis, and reporting are just a few of the many requirements in these areas. All professionals in the 

developing field of cyber forensics must possess a functional and a working glossary of terms like "bookmarks," "cookies," and 

"web hit," that are used consistently across the profession and industry. The cyber forensics field manual focuses on international 

guidelines, key terms, and tools that are related to cyber forensics. 

The target of Digital criminology is to recognize computerized proof for an examination with the 

Logical technique to make inferences. Child pornography, illegal computer use, and cyber terrorism are all examples of 

investigations that use cyber forensics. Due to the following factors, cyber forensics has emerged as a prominent area of research: 

1. The administrator is able to identify mistakes thanks to forensics systems. Cybercrime prevention relies on intrusion detection 

systems. Proactive forensics can be used to detect changes 

  
(D) Cybercrime  

We can define "Cyber Crime" as any criminal activity involving electronic communications or information systems, such as any 

device or the Internet, or both or more of them. 

In 1995, Sussman and Heuston first proposed the term "Cyber Crime." It is best to think of cybercrime as a collection of acts or 

conducts11, rather than a single definition. These acts are based on a material offence object that affects computer data or systems. 

These are illegal activities in which a computer or other information system serves as a weapon, a target, or both. Electronic crimes, 

computer-related crimes, e-crime, high technology crimes, information age crimes, and other names are also used to describe 

cybercrime. In basic terms, we can depict "Digital Wrongdoing" are the offences or violations that happen over electronic 

interchanges or data systems. These kinds of violations are essentially unlawful exercises in which a PC and an organization are 

involved. Because the criminal no longer needs to be physically present in order to commit a crime, the volume of cybercrime 

activities is also rising as a result of the development of the internet. Cybercrime stands out for the fact that the perpetrator and the 

victim may never meet in person. In order to reduce their chances of being caught and prosecuted, cybercriminals frequently choose 

to operate from nations that do not have any cybercrime laws or have weak ones. There is a legend among those who believe that 

cybercrimes can only be committed via the internet or cyberspace. 

Recent fads in PC wrongdoing and cybercrime kept on being found in the 21st 100 years. 

The first decade of the new millennium was dominated by new, highly sophisticated methods of committing crimes, such as 

"phishing" and "botnet attacks," as well as the emergence of technology that is more challenging for law enforcement to handle and 

investigate, such as "voiceover-IP (VoIP) communication" and "cloud computing." The number of offences increased as criminals 

were able to automate attacks. Cybercrime has been given a high priority as countries, and regional and international organizations 

have responded to the growing challenges. 

 
II. Sorts Of Digital Wrongdoing 

Some significant sorts of digital wrongdoings are as per the following: 
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(A) Illegal Access (Hacking, Cracking)  

The term "hacking" typically refers to illegal access to a computer system, which is one of the oldest computer-related crimes. 

Hacking crimes include breaking the password of password-protected websites and circumventing password protection on a 

computer system. However, acts related to the term "hacking" also include preparatory acts such as the use of faulty hardware or 

software implementation to illegally access a computer system. install hardware and software-based keylogging methods (such as 

"key loggers") that record every keystroke – and as a result, any passwords used on the computer and/or device – and obtain a 

password to enter a computer system by setting up "spoofing" websites to force users to disclose their passwords23 and obtaining 

a password to enter the system. 

 

(B) Cyberstalking  

In general, the term "stalking" refers to persistent acts of victim-centred harassment such as following the victim, making harassing 

phone calls, vandalizing the victim's property, and leaving written messages or objects. Serious acts of violence, such as physical 

harm to the victim, may follow stalking. Cyberstalking is when a cybercriminal repeatedly harasses or threatens a victim through 

the use of online services. Stalkers acquire the victim's name, family history, telephone numbers, and other personal information. 

A stalker may be a stranger to the victim or one of their acquaintances. He has easy access to this information if he is acquainted 

with the victim. If he is a complete stranger to the victim, he will collect the information from various profiles that the victim may 

have filled out when opening a chat or email account or when signing up for an account with a website. He will then harass the 

victim through calls, emails, and other means. 

 

(C) Procedures for Conducting a Cybercrime Investigation  

In the digital India of today, numerous technological advancements and inventions are still in the making. Technology-related 

crimes are also on the rise as technology advances. Numerous cases have been filed under the IT Act of 2008, which was also 

amended in 2010. Data theft, hacking, unauthorized access, pornography, intellectual property theft, cyber terrorism, viruses, and 

many other crimes are among the reported cases. Cybercrime poses a significant threat to business, public safety, and everyday life.  

The methodology for conducting a cybercrime investigation is as follows: 
 

2. Gathering Data 

By checking web cameras, wiretaps and so forth., Additionally, the hacker's computers are sometimes used to gather evidence. 

 

3. Computer forensic 

Computer forensics is the process of gathering evidence using e forensic tools after the questioning and information-gathering 

process. Because they must be presented in court, the collected evidence needs to be carefully maintained. Cybercrime investigation 

methods: 

A computer forensic investigator should follow some of the investigation methodologies in order to uncover the truth: 

 • Searching for who is; 

 • Tracking IP address; 

 • Tracking email account; 

 • Attempting to recover evidence that has been deleted; 

 • Attempting to crack the password; 

 • Attempting to uncover hidden data. 

To discover the truth, they must adhere to certain procedures. The evidence should be gathered without affecting the evidence's 

chain of custody. When the proof is assembled, one ought to keep up with the first information securely and ought to chip away at 

the copy information. The forensic investigator should keep the data's integrity. When looking into cyber forensic cases, forensic 

investigators should follow the following steps. The investigation process should not damage both the investigator's and the 

organization's reputations. 

 
III. CYBER FORENSICS IN CYBER-CRIME INVESTIGATIONS  

Because cybercrime is on the rise, there is a strong demand for cyber forensic specialists across all business models, especially 

among law enforcement agencies that rely on cyber forensics to locate cybercriminals. 

Using a variety of software and tools, cyber forensic investigators are experts in investigating encrypted data. Depending on the 

type of cybercrime they are investigating, investigators employ a variety of new methods. Recovery of deleted files, cracking 

passwords, locating the source of the security breach, and other tasks are among the responsibilities of cyber investigators. After 

being gathered, the evidence is stored and translated so that it can be presented to a court or the police for further investigation. 

Cyber forensics aims to preserve evidence in its most original form so that an organized investigation can be carried out to rehash 

past events. 

 

 

IV. Right to Privacy in Cyber Forensics and Cyber Security  

There is not a single codified law in India that addresses this aspect of forensics when it comes to the growth of cyber forensics. 

This could be because technology law in India is still in its infancy. There are no guidelines which are overseeing Digital 

criminology, so if somebody has any desire to turn into a digital criminological master, he/she basically needs to get done with an 

ensured seminar on digital legal sciences in the wake of completing his graduation. In India, there is no professional organization 

that oversees the field of cyber forensics. The essential utilization of digital criminology in India is to convey equity and address 

the convoluted cases, so it turns out to be very important to create an administrative body which can check in the event that 

individuals in this calling are as a matter of fact qualified to the point of playing out this undertaking. The majority of the time, the 

data and evidence gathered during an investigation of digital media must be relied upon by the court. This is because the majority 

of people now have access to the internet, which is also increasing the number of digital media-related crimes. For instance, if a girl 
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is being blackmailed on a messenger app, giving evidence, which typically takes the form of digital documents in such cases, will 

be the only and most effective method of proving it in court. 

The Indian constitution's Article 19 guarantees the right to privacy as a fundamental right. When a forensic science analyst receives 

data in electronic form, there is a risk of privacy violations. It makes sense to think that forensic investigators should be able to 

access anything they need to find the accused so that the victim can get justice. However, the majority of the time, the investigator 

collects not only the necessary information but also all confidential information that is irrelevant to the case or of no use to it. They 

use it for other reasons. As a result, in any cyber forensics investigation, there is always the possibility of exploiting privacy. 

This may be comparable to the contentious Aadhar Card case, in which the UDIAI collected all information from Indian citizens 

on behalf of the government. Therefore, if the forensic science analyst gives an unauthorized individual access to the PIN, password, 

username, or any other required information, it will not be difficult for them to manipulate the account and use it for illegal purposes. 

So, in a way, we can say that it should be considered a violation of the right to privacy if forensic investigators gain access to 

confidential information that is not necessary for the case at hand. In India, a regulatory body that will establish a code of conduct 

and issue certifications to forensic investigators is required. This code of conduct may also include provisions for violating the 

privacy rights of individuals whose lives could be impacted by a leak of confidential information. 

There are as of now settled worldwide associations which are managing digital legal sciences. 

The code of conduct of those organizations can be adopted by the Indian government and the forensic science department. It will 

facilitate a more rapid investigation process. The "International Society of Forensic Computer Examiners" (ISFCE) is one such 

organization that the Indian forensic department ought to join. In the field of cyber forensics, it is one of the most well-known 

organizations. 

One must pass the exam and receive a certificate from the organization to become a qualified forensic investigator. The majority of 

countries and regions recognize their certification. 

The national treaty of the Council of Europe's convention on crime also comprehensively addresses cybercrime. It's a global 

settlement which has resolved the issue of cybercrime alongside the break of the Right to Protection. In addition, it has attempted 

to harmonize and balance the steps involved in gathering cyber forensic evidence in cybercrime and has established stringent codes 

and regulations to safeguard individuals' privacy rights. The signatory countries accommodate the shared conviction of regulations, 

standards and techniques alongside supporting global collaboration in the examination of Worldwide digital violations. The primary 

objective of the treaty is to safeguard information technology and to establish criminal penalties for the following offences: 

 • Using or accessing a computer without authorization 

• Blocking data without permission;  

• Interfering with data without permission; 

 • Interfering with a system without permission or authority;  

• Misusing devices 

In addition to the aforementioned treaty, individuals' rights in cyber forensics are safeguarded by other bilateral treaties. Additionally 

the system of the US-India Digital Connections give itemized agreeable, analytical and security standards which is steady with 

different public and global obligations as well. 

 

V. CHALLENGES FACED BY CYBER FORENSICS 

Regardless of how viable any innovation or framework might be. The same has always had a disadvantage. Similarly, the court 

benefits from the preservation of data or information for use as evidence; however, there may be human and technical obstacles to 

this collection of information. The following are some limitations: 

• Some browser features for saving WWW pages to disk are imperfect because they may only save the text and not the images 

associated with those texts. 

• There may be discrepancies between what is displayed on the screen and what is saved to the disk. 

• It's possible that the method used to save a particular file does not include specific information about when and where it was 

obtained. It is simple to alter or forge these files. 

• The majority of the time, it becomes challenging for the system to locate the acquired page. It becomes even more challenging to 

distinguish between the later and earlier books in a series. 

• In order to speed up the delivery of popular web pages, many ISPs use proxy servers. As a result, the user might not be aware of 

what his ISP has delivered to that particular website. 

 

VI. Conclusion:  

Computers will play a significant role in the coming years. We won't be able to do any work in our day-to-day lives if we don't have 

a computer. As a result, there will be more crime as technology is used more. To determine the truth, the cybercrime case must be 

handled with extreme caution. It is crucial to provide judicial and police officers with training. India must significantly improve its 

response to cybercrime cases. 

 

VII. Suggestions  

In order to combat computer-based crime on a front-line basis, it is necessary to secure procedures and human resources for their 

prosecution. It should be gotten of that the framework accommodates severe discipline of PC wrongdoing and PC crooks with the 

goal that similar demonstrations as a strategy to forestall wrongdoing for other people. The majority of violations of the Information 

Technology Act can now be punished with a bail of up to three years. This punishment ought to be increased to a term that would 

change a computer criminal's mind about committing similar offences in the future. In order to efficiently and quickly follow and 

record computer cases, a separate bench needs to be constructed. With the constitution of digitally appointed authorities, the police 

division can demonstrate its ability in cybercrime cases. 

 
The following are recommended recommendations: 

• Encryption technology and intrusion detection systems should be used.  

• Cyber forensic labs should be set up in all police stations.  
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• Cyber courts should be set up to handle cases involving cybercrime. 

• Informing the general public about cases involving cybercrimes; 

 • Inspiring victims of cybercrimes to file complaints with law enforcement agencies. 
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