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  Abstract 
Since the onset of the 21 century, there has been a 

constant focus on integrating technology with the 

traditional power infrastructure, aiming at making the 

power infrastructure more efficient, resilient and 

intelligent. This resulted in the development of the 

Cyber-Physical Power System (CPPS). These systems 

used advanced technologies to eliminate major 

problems existing in the previous  model and hence 

provided better observability of the whole system. They 

ultimately resulted in better efficiency compared to the 

traditional system. But this reliance on modern systems 

on digital technologies also makes it  prone to cyber 

attacks: offensive maneuvers to breach the information 

infrastructure. As the system's reliance on computers 

and digital components grew, the system became 

progressively vulnerable to these attacks. In this paper, 

we aim to predict these attacks beforehand.One such 

attack is the DDOS attack. DDOS is a malicious attempt 

to disrupt the normal traffic of a targeted  server, 

service, or network by overwhelming the target or its 

surrounding infrastructure with a flood of internet 

traffic. These attacks breach the security of the power 

system and cause detrimental damage to the system and 

also disturb the normal working of activities dependent 

on the system.  

 

  1. Introduction 

 

The smart grid is a digital technology that allows for two-

way communication between utilities and their customers. 

Just like the Internet, a Smart Grid will consist of software, 

controls, computers, automation, and equipment that work 

together to respond digitally to our swiftly changing electric 

demand. The self-healing capabilities of a Smart Grid will 

allow it to automatically detect and respond to outages. 

 

As smart grids are made up of many vital components, 

vulnerabilities of these components render a smart grid  

prone to different attacks.  Paper [1] discusses cyber 

security in the cyber-physical power system. ICS, SCADA, 

RTU, communication networks, Smart devices, etc are the 

most vulnerable parts of a cyber-physical power system to 

cyber-attacks.Hence, self-healing capabilities in smart grid 

enable it to automatically detect and respond to grid 

problems and to ensure fast recovery after disturbance. 

Supervisory Control and Data Acquisition (SCADA) 

System is one such component that forms an integral part of 

a smart grid. SCADA system is used indispensably in 

almost all industries, be it control of machinery in power 

plants or mass transit systems. Because the SCADA system 

plays such an important role in various critical operations, 

an unaddressed weakness could cause grave real-world 

consequences. A SCADA system contains supervisory 

computers, smart meters, Programmable Logic Controllers 

(PLC), Remote Transmission Units (RTUs), and many 

other devices and sensors which also are prone to different 

kinds of attack. These vulnerabilities in SCADA allow 

attackers to execute malicious code, perform Denial of 

Service (DOS) attacks or steal information. The impact of 

such attacks on SCADA systems could range from outage 

issues, production delays, downtime, cascading effects 

down the supply chain, damage to equipment, and 

economic loss, to critical human safety hazards. attacks can 

render a power system unoperational and cause huge 

economic loss. Hence having security measures in hand to 

fend off such attacks is not an option but is a necessity. In 

this paper, we have focussed on various cyber 

vulnerabilities of a SCADA and tried to predict various 

attacks beforehand. We have used machine learning models 

and major machine learning techniques to predict the 

malicious HTTP requests in the early stage and deny them 

access hence preventing DDOS. 

 

The major focus in this paper is on Autoencoder and 

Incremental Learning.Although a lot of work has already 

been done in the past using Supervised Machine Learning 

techniques, it is aimed to improve the performance of these 

models in this paper. Finally, we have also suggested the 

future prospects in this study. 
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The paper has been organized into 6 sections. 

Section 2 deals with the work done in the past in this field. 

In section 3 of this paper, we have discussed the dataset used 

by us. Section 4 deals with Supervised and Unsupervised 

Machine Learning Techniques and data featuring Section 5 

deals with results for various machine learning and 

Incremental Learning Models.Section 6 deals with the 

conclusion and future prospects of this work. 

 

 

Fig 1. Smart Grid Architecture 

2. Related Work 

A lot of research has been carried out in the field of cyber 

security of power systems over the past two decades from 

different perspectives. [2] dis- cusses types of cyber attacks 

that threaten a power system and probable solutions for 

making power systems cyber resilient. Denial of service 

attacks (DOS), Distributed Denial of Service Attacks 

(DDOS), False Data  Injection,  SQL  injection,  and Man 

in The Middle Attack are the most common attack types 

on  the system. These attacks make use of system 

vulnerabilities like compromised networks or poorly coded 

software with a bug. Attackers use these  

vulnerabilities to intrude into the system. Implementation 

of a Virtual Private Network (VPN), machine learning for 

attack detection beforehand, and usage of Public Key 

Infrastructure (PKI) for network privacy protection is 

suggested. analyses some of the major cyber threats to the 

power system. 

In [3], the impact of cyber attacks on different power 

systems is reviewed; parameter manipulation leading to 

equipment damage, false data injection causing system 

instability„ attack on voltage control leading to a power 

outage, economic loss,  operational inefficiency, privacy 

violation by leakage of data are some of the major 

implications these attacks have. [4]Analyses various 

vulnerabilities present in a SCADA system and explores 

the impact on the operation by modeling an attack on the 

RTU and assessing it. It also explains how DDOS attacks 

are executed by flooding the targeted systems.[5] discusses 

the prevention of DOS and DDOS using machine learning 

for real-time analysis of system network traffic and 

distinguishing normal traffic from malicious ones. This 

paper proposes a machine learning framework, exploring 

the possibility of utilizing a machine learning classifier to 

detect DDoS attacks. An outline of the execution of 

applying machine learning is discussed. In [6],  the dataset 

was tested on major supervised machine learning 

algorithms such as KNN, SVM, decision trees, random 

forest, Naive Bayes, and neural networks. For improving 

the accuracy of the model, feature selection was also 

applied during data preprocessing This resulted in above 

97% accuracy. [7] Proposes a principal component 

analysis-based machine learning framework for 

dimensionality reduction which results in a lightweight 

model that can detect malicious HTTP requests in the early 

stages. 

 

Along with supervised learning, for improvising the 

accuracy of the models, ensemble learning can also be used 

for intrusion detection which has been discussed in [8]. 

Models are trained against a baseline model which does not 

use any labeled traffic data and draws on multiple models 

developed in parallel, providing improved accuracy and 

reduced incidence of false alarms. Ensemble learning 

makes use of multiple models, having the pros of both, to 

predict DDOS attacks. 

 

 

 

 

 3. Scada Dataset 

 

With the advent of newer technologies and sophisticated 

machines the communication parameters between the control 

rooms and SCADA keep changing and so do the factors 

responsible for cyber attacks. 

One of the oldest datasets for network intrusion detection, the 

KDD-99 dataset had merely 6 columns(factors) the attack 

depended on.Since then the factors affecting the attacks have 

changed drastically and so the datasets have evolved over 

time. We chose the CSE-CIC-IDS2018 dataset for our 

project. 

The University of New Brunswick originally created the 

dataset for analyzing DDoS attacks.The dataset is based  on 

logs of the university’s servers, which found various DoS 

attacks throughout the publicly available period. 

 

In total, there were 80 columns within this dataset, each    of 

which corresponds to an entry in the IDS logging system that 

the University of New Brunswick has in place. Since their 

system classifies traffic as both forward and backward, there 

are columns for both. The most important columns within this 

dataset are listed below. 

 

Dst Port (Destination port)ProtocolFlow DurationTotal Fwd 

Pkts (Total forward packets)Total Bwd Pkts (Total backward 

packets)Label (Label) 

 

The Label column is arguably the most important portion  of 

data, as it determines if the packets sent are malicious or not. 

It encompasses 11 different attacks as shown in the figure  

 

 

Fig 2 Pie chart depicting the classification of different            

cyber attacks in dataset  
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4. Machine Learning Techniques: 

Initially,  the size of  the  dataset  was reduced using  data  type 

casting and filtering out the useless columns.The dataset after 

this was highly imbalanced with Benign, Bot,  and DDos 

covering the majority of labels.The dataset was then balanced 

using SMOTE and the last 3 attacks were dropped from the 

dataset as they were less than 100 in count and training of the 

model on such a small count becomes ambiguous.While most 

of the prior work in this section was done on supervised 

algorithms,it was aimed to improve the earlier gained 

accuracy and precision. 

 

The dataset contained 80 different features and training a 

model on such large  features takes longer time and memory 

and may not be feasible in real time where it is needed to act 

accordingly in that reference of time to decide the nature of 

attack and prevention measures. 

So the model was optimized by training on the best 20  

features as listed below through feature selection and 

ensemble packages of Keras. 

 

 
 Fig 3 Identification of best twenty features using feature 

selection 

After filtering the top 20 features from the dataset the values 

were standardized using StandardScalar .70 % of the dataset 

was used for training the models  and  the rest 30% was used 

for testing. A total of 7 different supervised machine 

learning models were applied and ROC,precision-recall, 

AUC, confusion matrix, and accuracy were improved and 

models were optimized after every iteration. 

a) Random Forest: 

Random forest is a supervised Machine Learning Algorithm 

that is widely used for Classification and Regression 

problem sets.It works on the principle of building different 

decision trees on various samples and then conducts 

majority voting to decide the final result. 

Among the most attractive features of Random Forest 

Algorithm is its ability to handle data sets consisting of 

continuous variables as well as categorical variable.

 

Fig. 4 Working diagram of Random Forest 

Initially n number of records are taken from k records and 

individual decision trees are constructed for each 

sample.After getting output from all such decision trees a 

Majority Voting is conducted which gives the final result. 

(b)Decision Tree: 

 

A decision tree is mostly used for classifier problems. Here a 

tree-structured classifier is generated, We train the model on 

the test dataset and when an unknown data point comes into 

the model it uses the decision tree algorithm in the classifier 

and assigns a suitable class as per the result. 

It basically consists of two nodes - root and leaf. 

Initially, the root node is given the entire dataset. Depending 

on the test result being Yes/No the dataset is further splitted. 

These trees slice input into regions, refining the level of detail 

at each iteration /level  

 

(c) SVM Classifier: 

A Support Vector Machine (SVM) is used for both 

classification and regression challenges. It aims at separating 

two different sets of data points by a hyperplane.Apart from 

the hyperplane it also creates two margins that separate two 

sets of points from the hyperplane. 

There could be multiple hyperplanes possible but a 

hyperplane is selected such that the marginal distance 

between two sets of points is maximum. 

 
Fig. 5 Hyperplane separating two data points 
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Here a hyperplane can be seen separating the two sets of 

data points.The goal is finding a hyperplane with the 

maximum margin (the margin is basically a protected space 

around the hyperplane equation) and the algorithm tries to 

have the maximum margin with the closest points (known as 

support vectors). 

the distance of a hyperplane equation: wTΦ(x) + b = 0 from 

a given point vector Φ(x0) can be easily written as: 

 
here ||w||2 is the Euclidean norm for the length of w given by 

: 

 
So our required function becomes: 

 
(d) Xg-Boost: 

 
XGBoost is an ensemble learning technique that combines the 

result of multiple predictive models to reach to a conclusion 

The resultant is a single model which gives the aggregated 

output from several other models. 

XgBoost has its application in the Incremental Learning 

Model which further ensures greater efficiency. 

 

(e) Ensemble Learning: 

 

Ensemble Learning employs multiple models to yield better 

results. By combining random models together a stronger 

ensemble model is prepared that has the best prediction and 

accuracy score. 

Although there are an unlimited number of ensembles that can 

be developed  for  predictive modeling, there are three 

methods that dominate the field of ensemble learning which 

are bagging, stacking, and boosting. 

 

 

Bagging involves fitting a number of  decision trees on 

different samples of the same dataset and taking an average of 

the predictions.Stacking involves fitting different models  on 

the same data set and combining the predictions. Boosting 

involves adding ensemble members sequentially that correct 

previous predictions and output a weighted average of the 

predictions. 

 

(f) LSTM 

 

Traditional RNNs have short-term memory while LSTM has 

both short time memory and long-term memory. It  is a type 

of recurrent neural network that is capable of learning the 

dependence in order for sequence prediction problems. LSTM 

is used in speech recognition and machine translation. 

 

 
Fig. 6 Flow diagram of LSTM 

 

It consists of 4 gates namely memory cell, forget gate, Input 

gate, and output gate  

Memory cell is basically used for remembering and forgetting 

based on the context of the input. 

In LSTM tanh is used as an activation function 

(g)KNN: 

 

The K Nearest Neighbour algorithm falls under the 

Supervised Learning Technique, and K Nearest Neighbour is 

used for classification and regression. As the name (K Nearest 

Neighbour) implies, K Nearest Neighbours are considered in 

order only) for data points. 

The algorithm’s learning is 

1. Instance-based learning: Here we use entire training 

instances to predict output for unseen data. 

2. Lazy Learning: The Model does not learn from prior 

training data rather it learns at instant prediction is requested 

on the new instance. 

 

\It is a distance-based approach that locates all the nearest 

neighbors around the unknown data point, then by using the 

distance from the centroid of each cluster it is allotted a class. 

 

 
 

       Fig. 7 Working of KNN  

 

Here the distance of the green data point from the centroid of 

two clusters blue and orange is measured and here as it lies 

close to the blue cluster so it will be assigned the blue 

group.This is the basic principle of the operation of KNN.  
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(h) Autoencoder: 

 

Autoencoders are neural networks that can operate 

unsupervised by creating a compressed representation of its 

input data. The input and output layers have the same 

dimensions while the hidden layer is a lower  dimensional. 

It comprises an encoder and a decoder. 

 

The encoder generates a compressed representation from the 

original high dimensional data, whereas the decoder uses the 

compressed representation and expands it to the same higher 

dimensional data as the original, and then the reconstruction 

error is calculated with respect to the input given [8] 

 

 
 

Fig. 8 Flow diagram of autoencoder 

 
Here the autoencoder is trained in one of the two binary 

classifications. When an output is received from the decoder, 

it is compared with the original input, and reconstruction error 

is calculated. 

 

 

Using this principle the Autoencoder was trained entirely on 

the normal dataset and when the attack dataset was passed 

along normally to test the model, then they got separated out 

as the reconstruction error for the attack dataset was way more 

than the normal dataset’s reconstruction error. 

 

(i) Incremental Learning: 

 

An incremental learning algorithm is a family of scalable 

algorithms that can be used to update a model from live 

streaming data. 

In normal models, the entire dataset is available to us for 

training our model, while in incremental learning the data set 

is updated in a live stream of data. The model must be capable 

of having prior memory. Basically here instead of training the 

model right from start, the already trained model is retained 

on a new dataset, this not only saves training time but 

iteratively makes the model more efficient. 

 

The advantage of Incremental Learning is that it can adapt to 

concept drift. Concept drift means that the graphical 

properties of the target variable, which the model is trying to 

predict, change over time and hence affect the data 

distribution in the plotted plane. This causes problems 

because the predictions become less accurate as time passes 

and the model is rendered useless as time passes. 

 

 

 
 
    Fig. 9 Data points plotted in two different time frames 

 
Here we see Regisme A and Regime B have a hyperplane that 

distinctively separates the two sets of data points. 

Regimes A and B are the representation of the same dataset 

plotted on a plane at a two-time extent.We can see in the 

figure there is a shift of hyperplane with the passage of time. 

This shift in hyperplane is termed concept drift. The 

Incremental Learning model handles it efficiently and quickly 

adapts to the data points and so eventually becomes more 

efficient in the long run. 

It is also able to process an infinite data stream with finite 

resources (time and memory).  
 
 
 
 
 
 
 

  

5. Result and Discussion 

A total of 7 supervised algorithms were applied on the 

dataset containing a total of 7 different attacks 

Table 1 Performance of various applied supervised machine 

learning algorithms. 

 

MODEL ACCURACY PRECISION 

Random Forest- 95.66% 99 

Decision Tree 92.84% 99 

SVM Classifier 98.23% 98 

Xg Boost 88.60% 91 

Ensemble 

Learning 

85.60% 98 

 LSTM 99.82% 99 

KNN 99.92% 99.9 

 

KNN gave the best accuracy and precision score among all 

For the K- nearest neighbour model the number of nearest 

neighbours was kept as 7 which yielded the best results 

overall , the same is visible from the confusion matrix 

below. 
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               Fig 10 Confusion Matrix of  KNN 

 

The confusion matrix depicts the 7 different classes of attack 

and how precisely they were predicted. 

 

Next, it was aimed to devise an unsupervised machine 

learning algorithm with the focus to create an autoencoder 

that could readily classify the two attacks distinctively 

without any prior labels. 

Autoencoder was fit on the binary dataset having two values 

normal and attack. The autoencoder was trained solely on the 

normal dataset and then was tested on the combination of the 

two. The reconstruction error in the attack dataset was large 

and so plotting them on a single plane clearly filtered out the 

anomalies.We used 2 encoders and 2 decoders with the outer 

having 14 nodes and the inner having 7 nodes each and we 

got an accuracy of 97.22% on our model. 

 

Fig 11 Model loss of train and test model 

 

Here it is important  to have higher precision than accuracy. 

As it is not affordable to classify an attack dataset as normal 

but the other way around is acceptable as after verification 

the model's predictions could be corrected without any harm 

to the system. 

The model was trained entirely on normal dataset and then 

the attack dataset was passed through the autoencoder. The 

reconstruction error for the attack dataset was much larger 

than the normal dataset error which led to the separation of 

two classes. 

 

 
           Fig 12: ROC-AUC Curve for Autoencoder 

 

In the graph below we can clearly see the distinction between 

the Normal and Attack datasets given by a threshold line in 

orange as identified by the autoencoder(Fig. 5) 

 

 

 

           Fig   13: Classification of normal and fraud dataset  

                                  by autoencoder 

 

 

Incremental Learning refers to a model that can learn to 

sequentially update models from an infinite data stream.It is 

adaptable to concept drift (changing of data with respect to 

time) . It learns from the previously wrongly predicted data 

and improves thereby. 

 

 
             Fig 14. Working chart of incremental learning 

 

The Xg-boost model was used as an incremental learning 

model. Three different models were made and the current 

dataset was split into two halves. The first model was trained 

on the entire dataset, the second was trained on half of the 

Xtest and the third model was trained on the other half of the 

dataset but the 2nd model was passed as input to the 3rd and 

the root mean squared error  was calculated for each model. 
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Here the third model is the incrementally trained Xg-boost 

model. The bar plot for RMSE  for all the models was plotted 

and is as below. Here it can be seen that the incremental 

Learning Xg-boost model gave the least RMSE 

             Model-1                           Model-2                       Model-3 

 

      Fig 15: Comparison of Incremental learning XG boost  

                           model with previous models 

 

In the long run when the size of data is expected to 

exponentially increase training the model on the entire 

dataset every time would be too time-consuming and 

would effectively reduce the efficiency of the model. So 

incremental learning can come in real handy. Here we 

applied incremental learning on the Xg-boost model to 

improve its accuracy and lower the RMSE. 

 

 

5. Conclusion and Future Work: 

 

The paper provides a comprehensive study of the 

application of machine learning models to predict attacks on 

SCADA  beforehand. Our main focus was to devise an 

Autoencoder and incremental learning models to handle 

newer and dynamically changing data points. 

In the future, the incremental learning Xg-boost model 

could further be enhanced to reduce rmse, while the 

autoencoder could further be improved to filter out the 

attacks beforehand. 

Unsupervised Learning Algorithms would find great use in 

the near future. Presently Indian grid system is quite 

traditional and when the advancement would take place, 

labeled data would not be abundant enough to train 

supervised machine learning models so Autoencoders could 

come into use efficiently. 
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