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ABSTRACT: 
The use of information and communications technology (ICT) in healthcare systems has been increasing in 

recent years. With healthcare systems adopting healthcare information systems, the healthcare industry has 

become more susceptible to cyberattacks. The role of pharmacists in healthcare is changing to a greater degree, 

as pharmacists can play a key role in the healthcare delivery system. Pharmacists have traditionally focused on 

health outcomes and medication therapy management and were responsible for the storage, use, and distribution 

of medications, while pharmacy technicians were responsible for dispensing medications. In addition, the use of 

mobile technology and the Internet for health care purposes has contributed to increased opportunities for the 

sharing of personal information. Despite some progress, much remains to be done to protect and promote the 

privacy and security of health information. Pharmacists are a natural group to take the lead in protecting the 

privacy of health information as their role is deeply intertwined with health and health care. Additionally, as 

health information technology advances, pharmacists will be in a unique position to promote privacy and 

security as a fundamental right for health care. 
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INTRODUCTION: 

Cybersecurity is quickly becoming a vital component to every pharmacy practice and it can be a challenging 

job. Pharmacists are considered some of the highest risk individuals for hackers to infiltrate and this is not the 

case for a large portion of the population. Cybersecurity is the act of securing the network or data that is stored 

in electronic form. The pharmacist has the opportunity to play a large part in securing the pharmacy’s computer 

network, the pharmacy’s internet presence, and each patient’s data that is stored on the pharmacy’s server. As a 

pharmacist, the job as an information security professional is to manage the security of the pharmacy’s data. 

The information being managed here would be patient data, prescription data, patient education and marketing 

materials and the list goes on and on. The primary goal of information security is to protect patient’s data from 

accidental or intentional misuse by the pharmacy’s staff. To protect the safety of the pharmacy’s data, it is 

important to have a plan for how the security system is set up. 

 

It is getting harder to keep up with it all. As part of the pharmacist’s continuing education (CE) requirement, 

it is important to be aware of these challenges and know the fundamentals of what makes up a Cybersecurity 

threat and how to prepare for them. As pharmacists in charge of patient data and drug information systems 

(DIS), pharmacist must be aware of the many ways patients’ data could be breached and how hackers could 

gain unauthorized access. Pharmacist have to be familiar with the different types of computer and mobile 

devices a patient may use, to ensure that their data is kept private and secure. Pharmacist must work closely 
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with Cybersecurity experts to ensure to take all necessary precautions. Today’s pharmacists face increased risk 

in the form of potential exposure to Cybersecurity threats through information exchange and transactions. 

Pharmacy is an extremely popular target for cyber attacks. Cyber attackers target vulnerable business systems 

and seek a route to cause loss of valuable assets, or to obtain personal information. They can steal intellectual 

property, fraudulently bill consumers, or sell their access to customer health information[1]. 

 

Pharmacy’s role in healthcare is unique. Pharmacists can help protect patients from adverse effects of 

medications by identifying drug interactions. By helping patients identify, select, and take the right medication 

at the right time. Additionally, pharmacist is a key position to protect the public from the dangers of certain 

controlled substances like heroin and methamphetamines. But they are not prepared to meet the threats that are 

becoming a greater concern to pharmacists every day. Pharmacists are not immune to the digital threats that are 

constantly growing and expanding. Pharmacy is considered one of the first high-risk industries to be affected by 

cyber security threats. Cybersecurity is a complex process of both prevention and response that can occur at any 

time. Pharmacy needs to stay ahead of the game to prevent cyber attacks from occurring or to counter attack 

strategies. The most fundamental requirement to safeguard pharmacy from security threats is Cybersecurity 

training. Security training can be obtained in two different ways: online or through a classroom experience. A 

combination of both training approaches can also be combined to make training more effective.  

 

To prevent this cyber attack it is necessary to educate the Pharmacist. The objective of Cybersecurity training 

is to educate pharmacists about how Cybersecurity works, why it’s so important to understand it, and how it 

relates to the pharmacy business and workflow. Training also helps pharmacists determine what Cybersecurity 

solutions can help reduce the possibility of an attack or mitigate against an attack in the first place. When 

pharmacists are educated about Cybersecurity and what solutions exist, they can create an appropriate plan of 

defense against cyber threats. The best defense is a strong offense. Pharmacists should educate the entire 

pharmacy team, including management and patients. Pharmacy is often on the front line when it comes to 

Cybersecurity threats. Pharmacists should be prepared to answer questions and address any concerns about 

Cybersecurity. Pharmacists should create a plan to mitigate the threats and attacks that are growing with 

unprecedented speed. 

 

Education can be achieved in both an online and classroom setting. Online courses are convenient, 

affordable, and the ability to take them on the go is also great. However, the downside of an online education is 

the lack of one-on-one interaction between the student and instructor. In classroom settings, pharmacists will 

have more opportunity to ask questions, ask for help, and be part of the discussion. Both types of training can be 

effective when the content is effective and the training is personalized for the learner. There are many topics 

that need to be addressed when it comes to training pharmacists on Cybersecurity. All pharmacies should be 

familiar with the major areas of Cybersecurity threats that pharmacists. Pharmacy is one of the first high-risk 

industries to be affected by cyber security threats. Cyber attacks against the healthcare industry are on the rise. 

There are many reasons why pharmacists need to be prepared to address Cybersecurity issues. The rapid 

expansion of the Internet of Things (IoT) has increased the number of Cybersecurity vulnerabilities. The 

exponential growth in Cybersecurity threats and their complexity will continue to increase. It is imperative that 

pharmacists understand how Cybersecurity works and how it affects pharmacy workflow[2].  

 

 

RISK FACTORS FOR CYBER ATTACKS IN HEALTHCARE: 

Cyber security has become a prominent issue in the healthcare industry in the recent times. To deal with the 

cyber threats, Cybersecurity measures, such as secure network design, vulnerability assessment, security 

incident response and cyber defense have been taken by many enterprises. An effective risk analysis will enable 

the enterprises to identify potential threats and to reduce risks. A cyberattacks can disrupt IT services and lead 

to financial losses, which are especially detrimental to a hospital or healthcare facilities. A similar number of 

attacks hit hospitals around the world in the same year. The threat of cyber attacks to health care industry 

becomes more severe and urgent. The healthcare sector has the highest volume of data, which makes it easier 

for hackers to exploit. In the past, the industry has underestimated the threat to patient care and security[3]. 

 

In an attempt to mitigate the risk of cyber attacks in healthcare, pharmacist have conducted a risk analysis for 

three different scenarios in healthcare industry. Pharmacist have identified various security risks and evaluated 

cyber risk in hospitals. Pharmacists have used the risk analysis results to perform cyber risk management for 
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healthcare industry. The risk analysis results of three scenarios can provide a foundation for the analysis of a 

hospital risk, which is needed in risk-based service planning. The rise in cyber attacks is being blamed on the 

proliferation of malware and ransomware, a type of malicious software that aims to hold information, money or 

both, ransom, for example for the so called WannaCry virus. The rise in cyber attacks could also have an impact 

on patient care within the NHS and other organisations that provide care to patients. By developing malware, 

cyber attackers seek to access a healthcare organisation’s IT network and obtain sensitive patient information 

such as electronic health records. Ransomware is also a problem for healthcare organisations as it has the ability 

to encrypt files and lock users out of their system until a ransom is paid. In terms of patient care, cyber attacks 

can have a big impact as they may delay or even prevent patients receiving vital treatment. Ransomware can be 

used to attack multiple healthcare organisations at the same time, leading to disruption to services and 

impacting patients care. Ransomware as a technique is growing, becoming more sophisticated and therefore 

harder to prevent and deal with[4]. 

 

1.1. User accounts with simple passwords: 

Password should be easy to remember, contains special characters and numbers, and is unique to an 

individual. Most often password is the weakest link to protect data of an individual and its misuse can open the 

gateway for hacking attacks. A password needs to be unique. So in order to store information and use, the 

system needs to authenticate the user with that unique password. A password is the most important aspect of 

user authentication. A user password is a sequence of characters which can be entered into the system by the 

user and it is the only way by which a user can access the system to perform their work. The password is one of 

the basic factors for authentication, which is generally comprised of a secret identification number (ID) and a 

password. The first four-digit ID could be a sequence of randomly generated characters (such as alphanumeric); 

that should be changed on every new user creation. The following four to six digit ID or password, which is 

more than four digits, is generally considered as a password. Both the ID and password need to be changed 

frequently to avoid security vulnerabilities. Many systems offer a simple ID, a password and a PIN as the means 

of authentication[5]. 

Password strength has become a hot topic with the introduction of stronger password authentication 

mechanisms. Password length and length constraints have become the most important component of the 

standard security approach of a given authentication system. As the complexity and length of passwords have 

increased, the number of potential passwords has also increased exponentially. In order to reduce the 

vulnerability of a password, a password needs to meet at least one of the following conditions: Password should 

be easy to remember, Password should be strong, Password should be unique, Password should be different 

from all other passwords, Password needs to be changed after being used & Password should be different from 

its original form. 

 

1.2. Unrestricted remove access: 

The Healthcare sector can be considered as one of the most attacked sectors in the world due to the high 

volume of data generated by the patients and their related treatments. The patients often want to protect 

themselves through the protection and control of their data. So, the patients request for an access control to be 

performed in their electronic records to protect their data. The patients want to maintain an up to date and secure 

Electronic Records (EHRs) at all times. This can be achieved by granting an access to the users that are allowed 

to have access to certain electronic records. The EHRs are considered to be a valuable data in the patient’s life. 

They will need to store their data in the data centers to protect their data from the threats. If this is not possible, 

they can take a backup of their data in the EHR’s cloud services. As these electronic records are considered as a 
high risk in the healthcare sector, it is important that the healthcare sectors comply with the security standards 

and perform security best practices. In order to protect the EHRs and the patients’ data from the threats, it is 

important to perform a risk analysis and a risk assessment[6]. 

 

The first step is to perform a risk analysis to identify the risks related to the electronic records. This is usually 

achieved through the use of a risk analysis matrix. The matrix can be used to determine the risks that may occur 

due to the potential exposure to data breaches and risks that are associated with certain use cases. The exposure 

may occur as a result of a hack, an unauthorized access, a lost device or unauthorized disclosure of information 

etc. Critical assets are usually the assets that are considered to be a high risk in case of a data breach or a data 

theft. For example, the patients’ health information and data records are considered to be critical assets as the 

information could be used by unauthorized parties to steal the patient’s identity. These are the processes that are 
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being performed in an organization. It is usually considered as high risk if the data that is collected during the 

performance of the processes is unencrypted and stored[7]. 

 

1.3. Outdated or Unsupported software’s: 

The cyber risk factor is quite common for the Hospitals and other healthcare providers. It is due to lack of 

robust security, vulnerable networks and poorly implemented network monitoring and firewalls. Lack of robust 

security is the main risk factor. To provide the quality health services to its consumers, it needs to have robust 

security. The security is an enabler, which is an essential for organizations, to achieve its financial and 

operational goals[6]. So the healthcare providers should have robust and flexible security that can identify threats 

before they cause any damage. It is the only security layer that can provide comprehensive defense from all 

cyber-attacks. It has been estimated that the cyber security incident costs can range from 2.5% to 5% of the 

organization’s annual budget. And this expense is the main risk factor, to cyber risk in the healthcare industry. 

In some organizations the security costs can be much higher, that may reach up to 11% of the organization’s 

annual budget[8]. To deal with this kind of security threat, healthcare organizations are moving towards the use 

of digital health records, e-prescribing, electronic health records (EHR), online medical records, telemedicine, 

tele-monitoring etc. 

 

For a smooth operation, the security monitoring and the network firewalls are essential. If they are not 

properly configured and managed, they can increase the risk and cause the loss of data. For instance, the 

hackers can hack the patient data that leads to an identity theft. Due to its misuse, the healthcare organizations 

spend a huge amount of money for the IT services to maintain its safety. Moreover, this expenditure also 

increases the cyber risk, due to the improper implementation of cyber-security. To deal with this issue, the use 

of new technologies for monitoring and firewalls is also essential. For instance, it is suggested to combine the 

cloud-based security with the traditional security for an efficient monitoring and security solution. With the 

cloud-based security, it can provide real-time security monitoring. It will have a better visibility and faster 

reaction to any cyber-attack. And the cloud-based security can be easily managed by the help of its application 

management tools. Moreover, it has the flexibility to work as per the requirement[9]. 

 

1.4. Outdated anti-virus software’s: 

The healthcare industry has been the target of cyber attacks for a long time. Nowadays, the number of cyber-

attacks in the healthcare sector has increased dramatically. The industry that is the most affected by these cyber-

attacks is the healthcare services, where the personal data and information are highly confidential. Every 

healthcare system is the most complex system to handle the attacks, the hackers are looking to gain access to the 

system to perform cyber-attacks with the help of outdated anti-virus. Healthcare is an expensive area for the IT 

managers and the administrators. With the increasing number of online activities, cyber-attacks on the 

Healthcare have increased with the number of healthcare users. The Healthcare is vulnerable to cyber-attack, as 

the data in the healthcare centers are stored on unsecured endpoints. There is hundreds of patient information on 

unsecured databases. The hacker can easily access these databases through the cyber attack. The hackers can 

compromise the security of the system with the help of outdated anti-virus software. The healthcare data in the 

unsecured systems is easily accessed by the hackers. All the patient data is stored on multiple servers, 

unpatched or vulnerable servers are also making the healthcare system vulnerable to the cyber-attack[10]. 

 

The healthcare data is stored on end-points of the healthcare systems. As these end-points are not protected 

with the Anti-virus, the hackers can easily attack the endpoint through the data theft. The healthcare systems are 
stored with the unpatched or unsecured servers, and the hackers can easily attack these servers with the help of 

cyber-attack tools. The endpoint has the open ports, the hackers can easily attack the system. The outdated anti-

virus software is one of the risk factors for cyber-attacks in healthcare. The outdated anti-virus software can 

easily capture the data from the system, and the hackers can easily attack the system with the help of 

information obtained. The IT system in the healthcare can be a potential target for cyber-attack. The IT system 

in the healthcare is vulnerable to attacks. This is because the healthcare IT system has more vulnerability due to 

the security lapses or errors in the healthcare systems. There are more risks and threats for the IT system in the 

healthcare. As the IT system in the healthcare is open to all the attackers, the IT system in the healthcare is a 

risk area for hackers. The healthcare systems are open to all the attacks, and the IT systems in the healthcare are 

a good target for hackers. The healthcare IT systems have more risks due to its openness and access, the hackers 

can easily attack the system with the help of exploits, by the help of an exploit kit, and the hacker can easily 

attack the system. 
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BEST PRACTICES TO PREVENT CYBERATTACKS: 

Cybersecurity is one of the biggest concerns of health systems and healthcare IT. Most healthcare 

organizations and medical facilities are already well aware of the threats to their IT infrastructure, but they still 

lack a comprehensive and integrated strategy to prevent cyberattacks. Cybersecurity is not a new issue but have 

a lot of challenges associated with it. Healthcare organizations and health IT vendors are focusing on how to 

effectively secure their data in order to avoid getting hacked. Healthcare organizations, including hospitals and 

health systems are being targeted to access patients’ sensitive data. While organizations have started to address 

these risks, a lack of security expertise and the inability to effectively address the risks have hindered their 

ability to prevent and effectively mitigate the threat. Healthcare organizations are being attacked and it is no 

longer only high-end healthcare organizations, but also medium and low-tier ones. Healthcare organizations 

need to be aware of the threats and the potential dangers associated with it, especially with data. Healthcare 

organizations are spending a lot of money and resources to mitigate the risks of threats and hackers. However, a 

lot of them still believe that they can avoid a lot of potential risks. It is important to understand that hacking, a 

data breach, frauds and unauthorized data access is always possible[11]. 

 

2.1. Eliminate Local & Generic users: 

Many users from different organizations can use the same username and passwords for different web 

applications on the organization's website. For example, a local user from accounting department can use the 

same username and password to access the company's stock database. The same username and password can be 

reused by a malware or ransomware to attack the stock database. Generic user accounts (like admin and user) 

can be created on user databases for all applications on the company's website. The generic user accounts are a 

common way for attackers to login to the company's systems with the same credentials to access all the 

company's systems. Criminals and hackers use these kinds of tricks to steal data from their victims, the local 

and generic usernames and passwords they use for authentication to their networks should not be the same as 

their personal or commercial usernames and passwords. The purpose of using generic users is not only to 

prevent hackers from stealing data from the network, but to prevent healthcare business owners from 

committing fraud[12]. 

 

The healthcare organizations have some of the most critical applications they need to protect, ranging from 

Electronic Health Records, Electronic Imaging, Electronic Prescription, Electronic Claims, and more. Many of 

them are running on legacy operating systems with no or limited security, using only default configurations of 

the operating system or software. They are also the most vulnerable to DDoS attacks. Due to the nature of their 

applications and the way healthcare is organized, healthcare organizations are considered to be very high-risk 

targets. Healthcare's security infrastructure is not built to deal with DDoS and IoT attacks, and the security 

teams usually find it difficult to cope with the complexity of these situations, as they require the cooperation of 

many different specialists to understand the potential impact of these attacks and to take immediate actions[13,14]. 

The good news is that as healthcare organizations adopt new technologies and the right security tools, they are 

now able to reduce the impact of such attacks on their services, as well as the financial, medical, legal and 

personal data in their systems. Also, they will be able to provide the best possible healthcare to their patients. As 

healthcare organizations have to make the most of their network bandwidth and staff resources in order to 

guarantee a reliable quality of service, they need to choose the appropriate tools that will allow them to protect 

themselves from DDoS attacks and other cyber threats[15]. 

 

2.2. Conduct Account risk assessment: 

It is an overview of the business and operations of a company; risk identification, risk assessment and the 

business impact analysis. It involves identification of threats, risks, vulnerabilities, controls, compliance and 

compliance management. Cyber attacks are increasing exponentially and have emerged as an important trend in 

the cybersecurity industry. Healthcare is not free of the onslaught of such attacks. Simply put, a Conduct Risk 

Assessment (CRA) is an assessment of the behavior and culture of an individual, group, company, or 

organization to identify if they may pose a security threat to the organization. A Conduct Risk Assessment helps 

identify potential security threats, identify and mitigate the security risk of an organization, and develop a 

remediation plan. Medical records, personally identifiable information (PII), and proprietary patient data are 

often stored in areas that may be easily accessible to malicious actors. This may be when a laptop is left 

unattended in a hospital or clinic waiting room, or when a medical device, such as a digital scale, printer, or 

electronic medical record is left on in an office[16,17]. 
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A security breach may occur during the initial planning, design, and installation of a network, through a 

malicious insider, outside actor, or through a system glitch. A security breach can often occur before, during, or 

after a hospital project has been completed. While you may have planned out the right security measures to 

mitigate the risk of a security breach, hackers may still be able to breach your network with relative ease. Even 

with robust security measures and a secure operating system, there is always a risk of a security breach.  By 

assessing the business model, identify the types of risks that are generated during the workflow of a healthcare 

organization. For example, an on-site laboratory is facing risks from data loss in case of unavailability of its IT 

network[18]. 

 

2.3. Use active directory based user authentication: 

Active directory is an implementation of a Windows Server system, which keeps information about users, 

computers, and networks in a central place called Active Directory server. As the number of computers and 

users increase, so does the number of Active Directory related issues. The idea of being able to centrally 

manage a user accounts on Windows or Mac is awesome and this is the only way a clinician should be 

managing those accounts. However, it requires a little bit of effort on your part. With the emergence of the 

internet of things (IoT), the technology of cloud computing, and the increasing use of mobile devices such as 

tablets and smartphones, more than 90% of enterprises face the challenge of dealing with the security of their 

network systems[19]. In addition to protecting against computer viruses and ransomware, one of the most serious 

cyber threats that healthcare organizations must face are security incidents that compromise their network and 

the integrity of the data stored there[20]. 

 

Since a typical healthcare facility includes thousands of networked systems such as electronic medical 

records, imaging devices, patient monitoring devices, and so on, the healthcare data are vulnerable to data 

breaches that hackers may use for identity theft, financial fraud, and other illegal activities[18]. According to a 

research conducted by Trend Micro, the top three data breaches that healthcare organizations are facing are data 

breaches from employee error, theft, and fraud. In healthcare, the primary sources of security incidents are 

stolen credentials, insider threats, and improper access to the network systems. In a hospital, an average of 1 in 

5 medical professionals or employees have been the source of a data breach that led to the exposure of 

unencrypted and private data, such as full patient records, that are vulnerable to cyberattacks[21,22].  

 

2.4. Catalogue the pharmacy’s Automated & clinical systems: 

For several years the market has been offering new solutions for the secure communication among healthcare 

providers, but to be successful they must go through some essential steps: an effective infrastructure, a good 

relationship with the customers, a good strategy to reach their goals, etc. The success of an EHR depends on its 

technical features, functionalities and security. First, there are a lot of risks associated with the use of traditional 

means of transmission, even if the software is protected with the best methods. In fact, there is a greater risk of 

attack when a patient sends data to a physician that is a risk. For example, many cybercriminals create viruses 

that transmit from USB drives, or send personal information using emails with an attachment. In addition, it is 

possible that an attacker uses the security of a company to steal data[23]. Next, security breaches are frequent in 

electronic data. Even when it is stored and transmitted in an encrypted form, because there are various ways to 

bypass encryption algorithms. For example, an attacker can use software to automatically change the password 

used by a user to open the software. Or even if the data is transmitted using a virtual network (such as the 

Internet), there are risks associated with the implementation of the virtual network, as with other types of 
attacks. An EHR is the information record for every medical activity, thus, if a security breach occurs, the 

consequences can be significant. This is why it is imperative to invest in security for EHR software[24]. 

 

DISCUSSION: 

As technology becomes more ubiquitous, it is inevitable that attacks targeting the healthcare system will 

grow in scale and complexity. As the healthcare community is often the first line of defense for a wide variety 

of health threats, it is critical that all practitioners, from doctors to pharmacists, understand Cybersecurity and 

how it pertains to health and the health care system[25]. With the ever-increasing number of Internet of Things 

devices, Cybersecurity has become a critical component of the field. The purpose of this primer is to provide a 

general understanding of the concept of cyber risk, and, in particular, how cyber risk (including security, 

privacy, and data integrity) applies to the practice of pharmacy[26]. Information about cyber security at the 

pharmacy is also addressed. The purpose of this primer is to provide a general understanding of the concept of 
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cyber risk, and, in particular, how cyber risk (including security, privacy, and data integrity) applies to the 

practice of pharmacy. Information about cyber security at the pharmacy is also addressed. The world is getting 

increasingly connected and there are several advantages that come with that, but these are also some 

downsides[27]. Some users and systems might be insecure and in that way the risk can also come to the victim of 

the attack. A hacker who wants to break into a system has to do it in a certain way. First of all, he has to find a 

way of getting access to it, that’s why he uses a computer. Another thing that will make this possible is the 

software that is used for it[28].  

 

The software is also used to get access to other computers that he has to use to get what he wants. He will 

then be able to read the computer of the victim, take and change any information that he needs and use it against 

the victim. There is an increasing need for healthcare organizations to make their facilities and IT systems more 

secure, to protect patients, clinicians and the company[29]. In this case, IT security has come to be an essential 

part of the work of the Health-IT security, and therefore IT has also gained credibility among the medical 

community. The most significant role of the IT security within the healthcare sector has been to protect the 

patients, and also the companies. IT security plays a crucial role in making sure that the data is safe and is also 

used securely. As healthcare is evolving, more organizations are realizing the need to protect themselves from 

cyber-attacks and hacking. They do not want to be taken advantage of. The cyber-attackers can use the 

healthcare organizations’ information to perform financial fraud, or even worse, identity theft. This has led to 

the creation of a new job category, the IT security manager[30].  
 

The need for Cybersecurity in healthcares industry has been widely identified by industry, academia and 

security researchers. However, the extent of the problems and needs of healthcares remain unknown and unmet, 

and also there is lack of a common definition of Cybersecurity in the industry. The field of healthcares has been 

facing many threats from hackers with malicious intention. These attacks are aimed to steal health data of 

patients, to manipulate data, destroy devices and services, and to use such health data and manipulated data to 

threaten patients’ health. Such malicious activities of hackers can occur via internal and external mechanisms. 

Internal attacks are often done through network exploits, data breaches and insider threats[31,32]. Meanwhile, 

external attacks are carried out on many occasions via cyber-attacks and Internet-based attacks. Healthcare 

professionals or researchers have defined Cybersecurity in healthcares as "the study of protecting patients' 

privacy, health information, and healthcare from hacking and cyberattacks”. The definition of Cybersecurity in 

healthcares is widely accepted by industry, academia, and government agencies, and also many of them are 

trying to develop Cybersecurity solutions for healthcares industry[33]. 

 

CONCLUSION: 

The healthcare IT Security landscape has been changing since last decade. At the beginning of this decade, 

the cyber security professionals were tasked with the role of security management of the IT Infrastructure (both 

networks and data centers). A well-designed Cybersecurity policy within healthcare is not only essential for the 

safety of patients and carers, but it can also help to improve the quality of the services provided. However, to 

fully implement such a policy there needs to be a balance between privacy, data protection, trust and security in 

healthcare. The key to ensuring the right balance is to look at the security challenges facing healthcare and the 

technologies that are available to respond. As healthcare systems are increasingly reliant on computer 

technology, and are also increasingly complex and integrated, the nature of Cybersecurity risk for the industry 

has changed significantly. It is a multidisciplinary problem, and requires significant multi-jurisdictional 

collaboration. 
 

Cybersecurity risks need to be identified and addressed, and the main security technologies have the ability 

to help with this. But there is always more to be learned, and it’s important to understand how to address 

Cybersecurity risks. As technology within healthcare systems is developing, and becoming increasingly 

important, there is a need to implement policies and procedures to protect against such vulnerabilities. Within 

healthcare, there are a range of different stakeholders and technologies that can help to protect patient safety. In 

healthcare, trust is the cornerstone. Trust in healthcare systems and trust in technologies are needed to make 

certain processes work as intended. When developing a Cybersecurity policy for healthcare, a balance needs to 

be struck between protecting and maintaining this trust, and also addressing the new risks which are emerging 

and will become more prominent in the future. 
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