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 Abstract— After Amazon launched the first cloud service of its 

sort in 2006, cloud computing matured. Due to the staggering 

volumes of data that are handled here every day across many 

industries, Hong Kong is a particularly good fit, and despite a 

modest start in the early years, there are indicators that local 

enterprises' usage of cloud services may soon soar to 

unprecedented heights. Because of its extensive suggestion in 

many computing sectors, notably big data, which without cloud 

computing is at the great notion, cloud computing today easily 

leads to any schedule of issues in computer science. 

The lifelong ambition of computing as a utility, cloud computing, 

has the power to transform a significant portion of the IT sector, 

increasing the appeal of software as a service and influencing the 

development and selection of IT hardware. New hardware 

investments and labor costs for operating Internet services are no 

longer necessary for developers of innovative new innovation 

concepts. They don't have to worry about over- or under-

provisioning for a service whose demand turns out to be much 

higher or lower than expected, squandering expensive resources 

and maybe losing out on consumers and income. Furthermore, 

since operating 1,000 servers for one hour costs the same as using 

one server for 1,000 hours, businesses with large batch-oriented 

operations may obtain results as quickly as their programs. This 

flexibility of resources, which does not require paying a premium 

for enormous size, is unheard of in the history of IT.  

Keywords— Cloud Computing, Types of clouds, Utility 

Computing,  Privacy Regulations, Privacy Issues, Security Issues, 

Secure Cloud Architecture, Web service, Virtualization, Iaas, 

SaaS, PaaS, XaaS, FaaS, Load balancing, Streaming, Media cloud, 

mobility, Controlled cloud, clouders, Data Integrity. 

I. INTRODUCTION  

Joseph Carl Robnett Licklider in the 1960s developed Cloud 
Computing with his work on ARPSNET to interact with people 

and data from in any place at any time. CompuServe offered its 
members a small amount of disc space in 1983, which they 
could use to store whatever files they wanted to submit. 

The distribution of computing services, including servers, 
databases, networking, storage, software, analytics, and 
intelligence via the Internet (the "Cloud") in order to provide 
quicker discovery, flexible resources, and economies of scale, 
is known as cloud computing. Cloud computing is the supply 
of computing services via the Internet, including servers, 
storage, databases, networking, software, analytics, and 
intelligence (Internet). The cloud offers an alternative to the on-
premises data center[1][3][11]. 

A novel paradigm known as "cloud computing" enables rapid 
internet connectivity to a suitable amount of computing 
resources that may be offered and released with minimal effort 
and service provider reciprocity. Network servers, software, 
platforms, infrastructure components, and services are 
examples of resources[1][2][4]. Applications for cloud 
computing offer versatility for various types of educational 
colleges, schools, and organisations. For their dynamic 
demands, institutions' campuses' cloud platforms provide 
efficient deployment models and infrastructure. With the use of 
cloud computing, educational institutions may overcome some 
of the most frequent problems, including cost-cutting, rapid and 
effective communication, security, privacy, flexibility, and 
accessibility. 

II. LITERATURE REVIEW 

A.  Types of Clouds 

1) Public Cloud:  

Many businesses can use a public cloud environment through 

the internet on a pay-per-use basis. It is handled by an 

independent cloud provider. Businesses that wish to reduce 

http://www.ijnrd.org/
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their IT operations expenses can use this distribution model to 

get services and organization, but the cloud provider is in 

charge of creating and protecting the resources[3][5][11][12]. 

Public clouds are designed for small to medium-sized 

organizations with limited budgets that need a rapid and simple 

platform to deploy IT resources. Advantages of public clouds 

easily scalable No boundaries based on location Effective from 

a financial standpoint. High reliability Simple to control One of 

a public's virtues is Not looking into the most secure choice for 

important information[4][3][6]. 

2)  Private Cloud:  

This cloud distribution model is a modified infrastructure 

maintained by a single business. It offers a precise environment 

in which contact to IT resources is additionally centralized 

within the business. The present exemplary perhaps visibly 

introduced either obtainable handled internal. Even though 

secluded cloud introducing obtainable valuable, as largest 

productions it could be action a developed equal of safety and 

extra self-sufficiency to modify the storing, interacting and 

calculate mechanisms toward ensemble their IT 

necessities[3][4][11][13]. 

3) Hybrid Clouds:   

By merging the resources of the public cloud with the private 

cloud, a hybrid cloud is created, which is a heterogeneous 

distributed system. They are also known as heterogeneous 

clouds because of this. The inability of private installations to 

grow on demand and effectively handle peak loads is a 

significant disadvantage. Public clouds are required here. As a 

result, a hybrid cloud utilizes both public and private clouds 
[3][4][11][13]. 

4) Isolated Clouds:  

Even if both virtual networks were formed by the same 

customer, virtual machines (VMs) in one virtual network 

cannot directly connect with VMs in another virtual network. 

A crucial characteristic of a virtual network is isolation, which 

guarantees that customer VMs and communication stay 

private[3][4][11][13]. 

5) Multi-clouds:  

Multicloud deployment of the same type (public or private), 

acquired from various providers, is referred to as multi-cloud. 

Multiple deployment types, whether public or private, that have 

some sort of integration or orchestration between them are 

referred to as hybrid clouds[3][4][11][13][14]. 

 

 managed by owner of 

infrasttructure 

dedicated hardware 

public cloud service provider cloud service provider No 

private, 

external 

cloud service provider cloud service provider Yes 

private, 

internal 

Internal Organization Internal Organization Yes 

hybrid Mixed Mixed Depends on contract 

with the CSP 

Table 2.1. Cloud Type Classification 

 

B. Utility Computing:  

The Computer Utility often termed as utility computing, is a 

service provisioning model where a service provider makes 

computing resources and infrastructure management accessible 

to customers as needed and bills them based on actual 

consumption as opposed to a set cost. Similar to other forms of 

on-demand computing (such grid computing), the utility model 

aims at maximizing resource efficiency and/or reduce related 

expenses. System resources like computing, storage, and 

services are packaged as utilities and provided as metered 

services. The benefit of this arrangement is that purchasing 

computer resources has little to no initial cost; instead, 

resources are practically rented[5][6][8][12]. 

The transition to "on demand" computing, software as a service, 

and cloud computing models, which furthered the notion of 

computing, application, and network as a service, were all 

based on the repackaging of computing services. About such a 

big change, there was some initial doubt.  However, the novel 

computer approach took off and finally gained popularity 
[3][4][11][13][12]. 

Early leaders in the emerging field of utility computing were 

IBM, HP, and Microsoft, whose business units and researchers 

worked on the design, financing, and development issues of the 

new computing paradigm. In 2008, when their own utility 

services for computing, storage, and apps were built, Google, 

Amazon, and other companies began to seize the lead 
[3][4][11][13][7]. 

Grid computing, which is characterized by very massive 

calculations or unexpected peaks in demand supported by a 

huge number of computers, can be supported by utility 

computing. 

C. Advantages and Disadvantages of Cloud Computing 

Advantages of Cloud Computing 

1)  Back up and Restore Data 

Once the data is in the cloud, listing the cloud to back up and 

recover the data is simpler. 

2)  Improved Collaboration 

i. Through shared storage in the cloud, cloud apps enable teams 

to more simply and quickly exchange information. 

3)  Excellent Accessibility 

ii. Using the cloud and an internet connection, we may swiftly and 

easily access information stored anywhere, at any time, in the 

whole world. 

iii.  By guaranteeing that our data is constantly available, an 

internet cloud architecture improves organizational 

productivity and efficiency. 

4)  Low Maintenance Cost 

iv.Organizations that use cloud computing spend less on 

maintaining their infrastructure and software. 

5)  Mobility 

Cloud computing allows us to easily access all cloud data via 

mobile. 

6) Data Security 
v. Data is processed and kept safe thanks to the cloud's various 

cutting-edge security measures. 
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Disadvantages of Cloud Computing 

1)  Internet Connectivity 

vi.You probably already know that in cloud computing, all data 

(including images, music, and video) is stored on the cloud and 

accessed over the internet. You cannot access this data if your 

internet connection is poor. We do not, however, have any other 

means of gaining access to cloud-based data. 

2) Vendor lock-in 

vii. The main drawback of cloud computing is vendor lock-in. 

Transferring an organization's services from one vendor to 

another might provide challenges. Moving from one cloud to 

another might be challenging since different providers offer 

various platforms. 

3) Limited Control 

viii. Since cloud customers have less influence over how the 

services inside a cloud infrastructure operate and are delivered, 

it is important to note that cloud infrastructure is entirely 

owned, controlled, and monitored by the service provider. 

4) Security 

Although the best security measures are used by cloud service 

providers to store sensitive data. But before implementing 

cloud technology, you should be aware that you will be giving 

a cloud computing service provider access to all of your 

company's critical data. There's a danger that hackers will steal 

the data from your company while it's being sent via the cloud. 

II. CLOUD ARCHIETECTURE  

The term "cloud security architecture" refers to all the hardware 

and software used in cloud platforms to safeguard data, 

workloads, and systems. When creating blueprints and designs 

for cloud platforms, a strategy for cloud security architecture 

should be developed and incorporated from the ground 

up[7][8][9]. 

 

 

Fig3.1. Cloud Architecture 

 

A. SOME TECHNICAL ASPECTS OF CLOUD 

SECURITY ISSUES 

●
 Attacks against external targets, such as Cloud-based 

botnets or bot clouds, could be launched from within the Cloud. 

Distributed Denial of Service attacks on two bot clouds. 

●
 Click Fraud Attack and (DDoS) Attack. These two 

strikes, which cost around 100 euros each and took less than a 

day to plan and carry out, both, achieved their intended targets. 

Furthermore, neither assault was discovered by the Cloud 

Service Providers, who also did not stop it. 

●
 The majority of criminals that are willing to undertake 

botnet assaults will most likely steal identities. The cost of the 

service becomes irrelevant when opening an account for Cloud 

services using a fake identity and payment card data that has 

been stolen. 

●
 A thief might start a dozen botclouds with a dozen 

stolen payment cards, maybe on several CSPs. After one Cloud 

is ultimately discovered and stopped, another is launched, and 

so on, creating a continuing, significant offensive. Currently, 

CSPs lack a compelling reason to keep track of every client 

from the moment they begin utilizing cloud services. The 

current approach is to wait until attack victims get in touch with 

the accountable CSP before taking any action to stop the 

assault. Therefore, it is essential that CSPs establish a thorough 

botcloud detection and removal policy and process; otherwise, 

botmasters will keep moving their nefarious operations into the 

Cloud, fueling the growth of botclouds. To address this, the 

CSPs must be proactive[7][8][9][11][13]. 

 

III. RELEVANT ISSUES IN CLOUD COMPUTING 

An old idea has a new name: cloud computing. the provision of 

computer services from a distance. When pooled resources, 

software, and information are made available to computers and 

other devices on demand over the cloud, it is referred to as 

Internet-based computing. 

A. These are major issues in Cloud Computing 

1) Privacy: 

The host corporation has access to the user data with or without 

the user's consent. The data stored in the cloud is always 

accessible to the service provider. They could unintentionally, 

purposefully, or even maliciously erase material. 

2) Compliance: 

In many areas, there exist laws governing data and hosting. The 

user may be forced to employ pricey deployment techniques in 

order to adhere to requirements (such as the Federal 

Information Security Management Act and the Health 

Insurance Portability and Accountability Act). 

3) Security: 

Third parties provide storage and security for cloud-based 

services. When using a cloud-based company's services for a 

very cheap or no cost, can one believe that their data would be 

protected and secure? They could divulge user data to third 

parties. A significant concern to the cloud is security. 

4) Abuse: 

It is crucial to ensure that clients aren't using cloud computing 

for illegal purposes before offering cloud services. In 2009, a 

banking Trojan utilised the well-known Amazon service 

unlawfully as a command and control route to distribute 

malicious software upgrades to victim PCs. 

5) Sustainability: 

This concern is with reducing the environmental impact of 

cloud computing. According to the server's effects on the 

environmental effects of cloud computing, countries with 

favourable conditions, such as Finland, Sweden, and 

Switzerland are attempting to lure cloud computing data centres 

to areas where climate favours natural cooling and renewable 

electricity is easily available. 

6) Higher Cost: 

If you want to use cloud services continuously, you'll need a 

strong network with more bandwidth than typical internet 

networks. Additionally, a regular cloud service subscription 

won't work for you if your business is large and varied. It needs 

different enabling subscriptions to use. This is a significant 

issue for small businesses, preventing them from utilising cloud 

technology for their operations. 
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IV. CLOUD SERVICES 

A. Types of Services Provided by Cloud Computing 

1) Infrastructure as a Service:  

This is the approach of cloud addition that provides the most 

basic community service. Infrastructure system that consists, of 

operating systems, and data storage discs for virtual servers.  

It allows for the scalability, flexibility, and dependability that 

many organizations want from the cloud and also does away 

with the requirement for office hardware. Because of this, it 

functions as an example for little and average-sized structures 

watching for a fee virtual IT explanation to provide 

professional development. IaaS is a fully outsourced fee-for-

service facility that may be used by a group, an individual, or a 

combination of organisations[5][11][12]. 

2) Software as a Service:  

            This explanation of cloud services describes the 

distribution of software through the internet to several 

productions that are paid through donations or a pay-per-use 

basis. It's an important tool for CRM and for requests that 

require a lot of online or mobile power, like mobile sales 

organisation software. SaaS, which serves as a role model for 

short-term strategies, is carried out from a dominant position so 

that traders don't have to worry about sustaining it 

themselves[5][11][12]. 

3) Platform as a Service:  

           Platform as a Service (PaaS), Application Platform as 

a Service (aPaaS), or Platform-Based Service (PBS) is a class 

of cloud computing services that enables users to provision, 

instantiate, run, and manage a modular bundle consisting of a 

computing platform and one or more applications, without the 

complexity of building and maintaining the infrastructure 

typically associated with developing and launching the 

application(s); and to enable developers to create, develop, and 

maintain applications[5][11][12]. 

4) Function as a Service:  

           A subcategory of cloud computing services called 

"function as a service" gives users a platform to create, run, and 

manage application functions without having to handle a lot of 

creating and maintaining the infrastructure that is generally 

needed to create and launch an app[5][11][12]. 

B. LOAD BALANCING:  

An operating system and any applications running on it can be 

isolated from the hardware using a virtual machine. A 

Datacenter element is used in the simulator to represent the 

inside hardware infrastructure services connected to the Clouds 

and responsible for processing service requests. These requests 

concern application components that are sandboxed inside of 

virtual machines and require a portion of the host components 

in the datacenter's processing power[9][13].  

The DataCenter object handles user requests delivered by users 

through the Internet to the VMs as well as data centre 

administration tasks like VM creation and deletion. A 

VmLoadBalancer is used by the Data Center Controller to 

decide which VM should be given the upcoming request to 

execute[8][9][13]. 

The most popular VM load balancing strategies are throttled 

and active monitoring. When a request for the allocation of a 

virtual machine comes in, the throttled load balancer keeps 

track of each virtual machine's condition (busy/ideal). The 

balancer notifies the data Centre controller of the ideal Virtual 

Machine's ID, and the data Centre controller assigns the ideal 

Virtual Machine. Active Load Monitoring The balancer keeps 

track of each VM's details and the quantity of requests that are 

currently assigned to each VM. The least loaded VM is found 

when a request to allocate a new VM comes in. If more than 

one, the first one detected is chosen[8][9][13]. 

 

C. PROPOSED VM LOAD BALANCING METHOD: 

The process of optimizing virtual machine load involves 

reassigning the overall load to the various virtual machines in 

order to maximize resource usage and speed up task response. 

Dynamic load balancing algorithms rely on the system's current 

behavior and do not take into account the system's prior state or 

behavior.[10][13]  

When creating such an algorithm, it is crucial to take into 

account factors like load comparison, load estimate, virtual 

machine performance, the type of work that has to be 

transferred, virtual machine selection, and many others. This 

burden may be measured in terms of CPU usage, memory 

consumption, latency, or network load[8][9][10][13]. 

A task takes a very long time to complete inside one procedure. 

The work is therefore broken down into a number of smaller 

tasks, and each of those tasks is assigned its own job. Two 

phases make up the proposed load balancing algorithm. a two-

level work scheduling system built on load balancing to handle 

changing user needs and maximize resource consumption. By 

first assigning tasks to virtual machines and then virtual 

machines to host resources, it provides load balancing, 

enhancing task response time, resource usage, and overall cloud 

computing environment performance. Find the needed CPU 

and memory for each instance as well as the available CPU and 

RAM for each VM in the first phase[8][9][10][13]. 

In the second step, the needed and available resources are 

compared. If the resources are available, the instance is added; 

if not, it is discarded. The instance is then returned to the user 

with its status. A unique storage engine created specifically for 

time series data is the CloudWatch monitoring service. Clients 

can execute queries against the monitoring store to retrieve data 

from it on one end, and data is periodically gathered from 

servers and other services and pushed into it. 

 

D. DETAILED DESIGN 

The load balancing service is made to deal directly with DNS 

and handle the failure of an availability zone as a first step of 

load distribution over a number of instances. Customers' AWS-

based apps and AWS Cloud resources are monitored via 

Amazon CloudWatch. It may be used by programmers and 

system administrators to gather and monitor metrics, acquire 

insight, and take fast action to keep their applications and 

organisations operating successfully.       

 In addition to tracking specific metrics produced by a 

customer's apps and services, Amazon CloudWatch keeps an 

eye on AWS resources including Amazon EC2 and Amazon 

RDS DB instances. You get system-wide insight into resource 

use, application performance, and operational health with 

Amazon CloudWatch[8][9][10]. 

 

E. THE FUNCTIONS OF OUR PROPOSED SYSTEM 

ARE: 

●
 Bucket creation- In all areas that Amazon S3 supports, 

S3 Browser makes it simple to create Amazon S3 buckets. Once 

a new bucket has been created, a user may organize data into 

virtual folders, upload and download files to and from Amazon 

S3, and more. 
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●
 Uploading Instance- VM Import/Export enables to 

easily import Virtual Machine images from existing 

environment to Amazon EC2 instances and export them back 

to on-premise environment. This offering allows leveraging 

existing investments in the Virtual Machines that who built to 

meet IT security, configuration management, and compliance 

requirements by seamlessly bringing those Virtual Machines 

into Amazon EC2 as ready-to-use instances. One who can 

easily export imported instances back to your on-premise 

virtualization infrastructure, allowing you to deploy workloads 

across your IT infrastructure. 

 

●
 Monitoring Instance- A dependable, scalable, and 

adaptable monitoring solution is offered by Amazon 

CloudWatch and may be used right now. No longer need to set 

up, administer, or grow individual monitoring infrastructure 

and systems. utilising Amazon CloudWatch, which is easy able 

to monitor as much or as little metric data as you want. You can 

create alerts, see graphs, and get monitoring data 

programmatically using Amazon CloudWatch to assist with 

troubleshooting, identifying patterns, and automating actions 

depending on the condition of the cloud environment.Real-time 

monitoring of AWS resources, such as Amazon EC2 instances, 

Amazon EBS volumes, Elastic Load Balancers, and Amazon 

RDS DB instances, is made possible through Amazon 

CloudWatch. 

 

●
 For certain AWS services, metrics like CPU usage, 

latency, and request counts are automatically delivered. 

Additionally, one may provide their own unique custom 

application and system metrics, such as memory use, 

transaction volumes, or error rates, and Amazon CloudWatch 

will also keep track of them[8][9][10]. 

 

F.   FLOWCHART RELATED TO LOAD BALANCING 

ALGORITHM 

 

Figure 4 is a general frame diagram of the load balancing 

algorithm. When the load is tilted, the load distribution plan is 

executed, the optimal load node is selected to process the 

request, and finally the data transfer and metadata change is 

performed 

Fig4.1. Load Balancing Algorithm Flowchart  

 

●
 Algorithm 1: To describe add/remove instance. 

 

Desc_add/remove_inst() 

 {  

Find Instance Id ‘inst_id’ from ec2InstanceRequest; 

Find required cpu utilization ‘reqcpuUtil’ From 

ins_size*60*60*24;  

Find VM Id ‘VmId’ from ec2AvailabilityZones;  

Print availcpuUtil; 

      If ‘availcpuUtil’ result in a loop then  

Add instance to controller  

else  

discard Instance from user request;  

end 

 } 

 

●
 Algorithm 2: Add instance to controller. 

 

Add_inst()  

{  

Find availability zones ‘Avail’ from 

ec2AvailabilityZones;  

Find Key pair ‘key’ from ec2KeyPairs; 

Describe user Instances ‘Inst’ from ec2DescribeInstance;  

Create new key pair ‘newKey’ from ec2KeyPair; 

Assign ‘Instance’ to VM;  

Find instance ststus ‘InstStat’ from RunInstanceRequest;  

Print InstStat;  

} 

 
We are utilizing the WebCrawler programme to evaluate our 

algorithm in order to better optimize the load on each Virtual 

Machine. A computer application known as a web crawler 

searches the World Wide Web methodically, automatically, or 

in a structured way. Spidering, often known as web crawling, 

is this procedure. Spidering is a technique used by many 

websites, especially search engines, to provide up-to-date 

information. In order for search engines to index the 

downloaded pages and offer quick results, web crawlers are 

primarily utilized to make copies of all the viewed sites. 

Crawlers may also be used to automate maintenance procedures 

on a website, including evaluating HTML code or checking 

links. Crawlers can also be used to harvest certain sorts of data 

from Web pages, such as email addresses (often for spamming) 
[8][9][10]. 

 

V. CONCLUSION 

In the data and communication technology field, the emergence 

of cloud computing heralds the beginning of a new phase since 

it introduces a paradigm shift in computing's approach to 

development. Users are still learning about this technology, and 

a gradual transition from conformist subtracting to cloud 

computing will take place. Because of this technology, 

programmers with innovative ideas for internet services won't 

have to shell out a lot of money to organize their tools and 

applications. 
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