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Abstract: Online banking, sometimes known as e-banking, is a banking service provided using information 

and communication technology. Traditionally, even to withdraw money or conduct other ancillary duties, a 

client had to stand in a long line. Banking services are now available 24 hours a day, seven days a week via 

ATMs (Automated Teller Machines), online banking, NEFT and RTGS transfers, and so on, bridging the gap 

between the bank and the consumer. E-banking is more than just providing financial services through 

computerised means. With the increased use of smart phones in the current day, e-banking now includes 

mobile banking as well. Because of liberalisation, privatisation, and globalisation, banks were forced to begin 

offering e-banking services.  
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1. Introduction  

The economy is one of the foundations that characterise a country's success and growth. The banking industry 

is regarded as the economic backbone. We enter into monetary transactions in the form of cash payments, 

checks, or demand draughts for our day-to-day transactions. However, this tendency has cleared the way for a 

new payment system based on the swiping of debit or credit cards.2 

The Indian banking business is ancient, and numerous changes have occurred since liberalisation. The banking 

system is tightly controlled and monitored; it involves moral behaviour, financial distress, and corporate 

governance. The call for development has given this unit huge chances, and banks are now among the finest 

beneficiaries of the IT insurgence. The rise of online exchanges based on innovations such as NEFT (National 

Electronic Store Exchange), RTGS (Constant Gross Settlement), ECS (Electronic Clearing Administration), 

and portable exchanges has aided in cash and fund issues. 

As a result of the advancement of computers and internet technology, new types of general offences known as 

'Digital Wrongdoings' have emerged within the scene. The nature and example of Digital Wrongdoing events 

have become increasingly trendy and difficult throughout the years. Banks and fund-related foundations 

continue to be the primary targets of digital criminals in the most recent decade. Clearly, financial gain is the 

primary motivation driving most cybercriminal activities, and there is no sign of this changing anytime soon. 

 

2. Meaning Of E- Banking-  

Banks provide administrations or bank services to attract clients, including advances, the issuance of debit and 

credit cards, computerised monetary services, and, unexpectedly, human services or administrations. 

Nonetheless, many commercial banks provide some key modern services. Web-based banking, e-banking, 

virtual banking, or web banking, and online banking are all terms used to describe electronic banking. It is 

simply the use of telecommunications and computer networks to deliver various financial services and goods. 

E-banking allows a customer to access his account and handle multiple transactions from his phone or 

computer.3 Cyber banking, home banking, and virtual banking are other terms for e-banking. Internet banking, 

mobile banking, RTGS, ATMs, credit cards, debit cards, and smart cards are all examples of e-banking. The 

following are some examples of E-banking: 

                                                           
1 Student at New Law College, PUNE. 
2 https://www.legalserviceindia.com/legal/article-3073-cyber-frauds-in-the-indian-banking-industry.html  
3 https: /commerce/e-banking/ 

http://www.ijnrd.org/


© 2023 IJNRD | Volume 8, Issue 2 February 2023 | ISSN: 2456-4184 | IJNRD.ORG 

IJNRD2302014 International Journal of Novel Research and Development (www.ijnrd.org)  
 

a132 

 

             2.1  Internet banking: Web-based banking is a service provided by banks that allows account holders 

to access their account information over the web or the internet. Web-based banking, often known as Internet 

banking, is sometimes known as "Web banking" or "Online banking." Clients can use Internet banking through 

traditional banks to do any conventional transaction, for example, bill payments, balance requests, stop-

payment requests, and balance enquiries. Some banks even provide credit card and loan applications online. 

Account data may be accessed at any time of day or night and from any location. 

             2.2 Mobile Banking: Mobile banking (also known as M-banking) is a term used to describe the 

process of performing account exchanges or transactions, bill payments, credit applications, balance checks, 

and other financial transactions using a mobile phone such as a Personal Digital Assistant (PDA) or cell phone. 

             2.3 RTGS: In banking, RTGS stands for Real Time Gross Settlement. This is a payment method that 

is typically used for high-value transactions between banks. A minimum sum of 2 lakhs or more is required to 

begin an RTGS transfer. In banking words, the RTGS complete form reveals the precise nature of this 

capability. The phrase 'real time' means that the fund transfer instructions are handled as soon as they are 

received. This provides you with the advantage of rapid and ongoing fund transmission.4 The term "gross 

settlement" refers to the fact that each transaction is evaluated individually rather than the net of debits and 

credits at the end of the day. Because the RTGS payment system is monitored by the RBI, payments cannot be 

cancelled or cancelled once they are initiated. 

             2.4 ATMs: ATMs stands for Automated Teller Machine and is a self-service banking facility. You 

may make a withdrawal, check your balance, or even transfer funds. You can withdraw money from any of 

these ATMs regardless of whether you have an account with the same bank.5 Depending on the bank, 

transactions are either free or incur a small fee. Typically, banks do not charge for the first 3-5 transactions in a 

month. If you exceed your free transaction limit, you may be charged a small fee. Furthermore, some banks 

impose fees if you withdraw money from an ATM of a bank with which you do not have an account. 

         2.5 Credit Cards And Debit Card: When you use a debit card, the money for the amount of your 

purchase are practically instantaneously deducted from your checking account. When you use a credit card, the 

amount is charged to your credit line, which means you will pay the bill at a later date, giving you more time to 

pay. It might be difficult to determine when each card should be used.6 Consider utilising your debit card for 

everyday transactions because the money will be deducted from your checking account immediately. You may 

use your credit card for larger purchases, such as a rental vehicle or a hotel room, to save money by the time 

you have to pay. 

           2.6 Electronic Data Interchange (EDI): EDI is a technology used only for commercial transactions. It 

is used to increase operational efficiency and lower transaction costs across a supply chain that includes 

manufacturers, suppliers, logistics providers, retailers, and wholesalers, among others. EDI has succeeded in 

making commercial transactions paperless and smooth. 

         2.7 Electronic Fund Transfer (EFT): An EFT is used to transfer money electronically from one bank 

account to another. National Electronic Funds Transfer (NEFT), Immediate Payment Service (IMPS), and 

Real-Time Gross Settlement are some instances of EFT (RTGS). As a result, E-banking encompasses a variety 

of various online transaction media. 

 

3. Cyber Crime: Its Impact On Banking Sector 

Cybercrime is any illegal conduct that takes place on a computer or through the internet. In other words, 

cybercrime refers to digital misbehaviour in which the criminal engages in a variety of wrongdoings such as 

money transfers and withdrawals through unauthorised access to a computer or any other electronic device and 

the internet. The global banking sector is in a tough and thought-provoking scenario as a result of geopolitical 

and global macroeconomic factors. The banking sector is being compelled to evaluate its present policies in 

order to better analyse and reduce risks. 

 Technology-driven approaches to risk management have been employed. Financial services have been more 

accessible to the general public as a consequence of advancements in information and technology (IT), as well 

as the widespread use of mobile networks. However, technological innovation has made banking services more 

accessible and inexpensive, but it has also increased the risk of becoming a target of cyber-attacks.7 Cyber 

                                                           
4 https://www.bajajfinservmarkets.in/banking/what-is-rtgs.html  
5 https://paytm.com/blog/atm/what-is-atm-full-form-definition-uses/ 
6 https://www.huntington.com/learn/checking-basics/difference-between-credit-debit 
7 https://www.legalserviceindia.com/legal/article-7694-an-overview-of-cyber-crimes-in-banking-sector.html 
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criminals have devised sophisticated means for not only stealing money, but also spying on businesses and 

gaining access to crucial business information, which has an indirect impact on the bank's profitability. To 

tackle such cybercrimes, the banking industry must collaborate with national authorities and watchdog 

organisations to develop a control paradigm.  

The primary examples have been found as a result of the dramatic increase in cell phones with internet access. 

Mobile phones are used for a variety of internet services such as web saving money, paying service fees, web 

based shopping, and is used by criminals to get a   access to criminal data. In circumstances where the hackers 

are unable to obtain sufficient data, they ruin the bank's website as a deterrent to their efforts. 

4.Reasons for cyber crime 

 

4.1 Easy data access:  Once a cyber attacker has access to a computer system, they may have access to 

personal data, including sensitive financial papers from clients, which may be copied or downloaded onto a 

tiny portable device. Because information technology fuels the operations of banks, people, enterprises, 

government agencies, and other organisations, the unsecured storage of personal data and information 

processed on their systems poses a severe risk. 

4.2 Negligence on the part of the user: All authorities who utilise computer systems must use extreme 

caution in order to protect their sensitive data and information kept in the computers. They can block 

access by using Passwords and Personal Identification Numbers (PIN). Any lapse on their part will provide 

thieves easy access to specific devices and documents. 

5.Cyber Crimes In Banking Sector 

 The various cyber crimes under banking sector are as follows: 

               5.1 Hacking: Hacking is a type of cybercrime in which someone gains unauthorised           access to a 

system or attempts to defeat security features by hacking into consumers' accounts or financial sites. '' A 

hacker, on the other hand, can be punished under Sections 379 and 406, as well as Section 43(a) read in 

conjunction with Section 66 of the Information Technology (Amendment) Act, 2008. "If the crime of hacking 

is established, the guilty may face three years in prison, a fine of up to five lakh rupees, or both under the IT 

Act. 

                5.2 Key logging: Key loggers are designed to track keystrokes – that is, to record whatever you enter 

on a computer or mobile keyboard. These are used to monitor your computer activities discreetly as you use 

your gadgets normally.8 Key loggers are used for legal objectives such as providing input for software 

development, but they may also be used to steal personal data by criminals.  

                 5.3 Viruses: It is a self-replicating software that inserts copies of itself into executable code or 

documents to infect them. A virus is a piece of software that infects an executable file and causes it to act 

improperly after infection. It spreads by connecting to executable files like programme files and operating 

systems. Loading the executable file may result in the creation of new copies of the virus. Worms, on the other 

hand, are programmes that can duplicate and transfer copies of themselves to other computers from the victim's 

computer.9 Worms do not alter or delete data; instead, they proliferate and replicate themselves on other 

systems. 

                  5.4 Spyware: Spyware is harmful software that infiltrates a user's computer, collects data from the 

device and the user, and distributes it to third parties without their knowledge. A frequently recognised 

definition of spyware is a type of malware that is meant to access and harm a device without the user's 

permission. Spyware gathers personal and sensitive information and sells it to advertising, data gathering 

organisations, or dangerous actors.10 Attackers use it to track, steal, and sell user data such as internet activity, 

credit card and bank account information, or to steal user credentials in order to impersonate them. Spyware is 

one of the most common cyber attack methods that can be difficult for users and businesses to detect and can 

cause serious network damage. It also exposes organisations to data breaches and data exploitation, has a 

negative impact on device and network performance, and hinders user engagement. 

                  5.5 Phishing: Phishing is a type of fraud in which an attacker poses as a legitimate entity or person 

via email or other means of contact. Phishing attacks frequently use social networking strategies applied to 

email or other forms of electronic communication. Direct messages delivered through social networks and 

                                                           
8 https://www.kaspersky.co.in/resource-center/definitions/keylogger 
9 https://www.legalserviceindia.com/legal/article-7694-an-overview-of-cyber-crimes-in-banking-sector.html 
10 https://www.fortinet.com/resources/cyberglossary/spyware 
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SMS text messages are two examples of techniques. Phishers can obtain background information on the 

victim's personal and work history, interests, and activities by using public sources of information.11 Typically, 

through social media platforms such as LinkedIn, Face book, and Twitter. These sources are typically utilised 

to discover information such as potential victims' names, work titles, and email addresses. This information 

may then be utilised to create a convincing email. 

                  5.6 ATM theft and point-of-sale fraud: Installing a skimming device atop the machine keypad to 

look as a genuine keypad or a device designed to be attached to the card reader to appear as a component of the 

machine is a method of hacking ATM machines or POS systems. Malware that steals credit card information 

may also be installed on these devices. Skimmers successfully placed in ATMs collect personal identification 

number (PIN) codes and card numbers, which are subsequently duplicated to conduct fraudulent transactions. 

                   5.7 Malware Based Attacks: Malware-based assaults are among the most dangerous cyber threats 

to electronic financial systems. A harmful code is written in such assaults. The amount of malware assaults in 

the banking industry is on the rise these days. Carbep, Tinba, Spy eye, Zeus, and KINS are some of the most 

well-known banking malware. Zeus is the most senior of these viruses. It was discovered in July 2007, when 

information from the United States Department of Transportation was lost and stolen. Other malwares have 

been found in prior years as being capable of large-scale bank fraud. 

                    5.8 DNS Cache Poisoning: DNS servers are used in a company’s network to improve resolution 

response times by caching previously received query results. DNS poisoning attacks are carried out by 

exploiting a weakness in DNS software. As a result, the server incorrectly verifies DNS answers to guarantee 

that they are from an authoritative source. The server will cache incorrect items locally and serve them to all 

users that make the same request. Bank clients may be sent to a criminal-controlled server, which may be used 

to deliver malware or fool bank customers into entering their credentials to a fake of a legal website. An 

attacker can hijack clients by faking an IP address; DNS records for a bank website on a certain DNS server 

and replacing them with the IP address of a server under their control.  

6. Suggestions For Preventing Cyber Crime 

There have been shockingly more crimes in the banking sector, which has led to substantial financial losses. 

As the most significant economic pillar in our society, banks must be protected against cyber attacks. Banks 

and consumers should be made aware of the danger involved as well as the safety precautions to thwart the 

cyber-attack.  

Purview is one of the main problems associated with digital misconduct. Digital crime may be committed 

anywhere on the planet, having an impact everywhere. No matter what country they are in, every person 

should be able to recognize and report cybercrimes from anywhere. The current frameworks in place in India 

for exposing digital-related crimes involve enlisting disagreements with the local police department or 

cybercrime units.  

A definition of cybercrime and a list of situations in which the IT Act would have extraterritorial power should 

be added to the current version of the law. The legal framework for cyber regulation in India should be 

included in the scope of the IT Act. The roles of the intermediates are unclear, but this has to be made clear. 

The IT Act should be updated as necessary to define cybercrime and to specify the circumstances in which the 

Demonstration will have expanded regional authority. The scope of the IT Demonstration should be expanded 

to include legal framework consistent with Indian digital laws. The responsibility of the middle class must be 

made clearer and more explicit over time since it is now ambiguous.  

              6.1  Client Instruction: The customer must be informed of various bank frauds, and steps should be 

done to educate them on security components so that they do not become victims of cybercrime. If a customer 

is aware and reports a specific cybercrime in a timely manner, the rate of cybercrime can be reduced. A 

customer should be made aware of the laws and regulations governing E-Account Management. Customers 

can be made aware of this through posting on the bank's website, distributing printed materials, sending 

messages, training, and so on. If a bank introduces a new strategy or other advancements that are needed to be 

followed by all banks in accordance with the RBI, the bank must educate the client over the phone. The 

mindfulness material should be regularly updated to reflect changes in Reserve Bank of India legislation and 

policies. 

 

                                                           
11 https://www.techtarget.com/searchsecurity/definition/phishing 
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               6.2 Bank Employee Training: Banks must coordinate training programmes for their employees. 

Staff must be made aware of misrepresenting counteraction methods. It may be done more effectively by 

distributing pamphlets and periodicals. Center saving money The programming includes a discussion of the 

factors that contribute to cybercrime and the steps necessary to prevent it. 

7. Conclusion  

No form of criminality should be accepted, in my opinion. An individual’s security and privacy should be 

protected. No matter if they are online or off, everyone has the right to live in a safe environment. I now 

understand the motivation of the cybercriminals after conducting some research on this subject. I can kind of 

understand why some people want to stage their political or religious rallies online. Protesters are likely to be 

apprehended, yet online demonstrations receive the necessary attention and support.  

However, because it affects millions of online users at once, I consider cybercrime to be a more serious offence 

than traditional crimes. In reality, it only causes harm to a small number of people. Customers and businesses 

face serious issues when internet business operations are hindered. Cybercrime has no place in our modern 

lifestyle, given how important technology is to it. For instance, the Federal Bureau of Investigation has 

obtained search warrants to arrest the offenders after cyber attacks on Sony. It is a huge piece of news in my 

opinion because it shows a stronger commitment to stopping these crooks.  
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