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Abstract : 
In any democratic country, Voting is a fundamental right of any citizen that enables them to choose the 

leaders of tomorrow. It gives individuals in a community the facility to voice their opinion. In recent times, the 
fashionability of blockchain technology has increased due to its decentralized and secure nature. In the election 
process, blockchain technology has the implicit to offer a secure, transparent, and effective  volition to traditional 
voting  styles. They also protect the integrity of your vote by preventing voters from being able to vote multiple 

times.The  end of this  exploration paper is to study the feasibility of online voting systems grounded on blockchain 
technology and to explore the implicit benefits and challenges that they may face.  The blockchain is an emerging, 

decentralized, and distributed technology with strong cryptographic foundations that promises to improve different 

aspects of many industries. Expanding e-voting into blockchain technology could be the solution to alleviate the 

present concerns in e-voting. Here we propose a blockchain-based voting system that will limit the voting fraud and 

make the voting process simple, secure and efficient.  
 

Introduction : 
The world is moving toward digitalization, and online voting systems are  getting a more common  system 

of conducting  elections. Online voting has several advantages over traditional voting  styles,  similar as increased 
availability, convenience, and faster results. still, online voting also faces  colorful security  pitfalls,  similar as 
hacking, tampering, and data breaches. Blockchain technology, on the other hand, provides a secure and 
decentralized platform for conducting online deals.   

  
EXISTING SYSTEM  
The Existing System of Election is running manually. The Voter has to Visit to Booths to Vote a Candidate so there 

is wastage of Time. Due to this many people don’t go out to cast their vote which is one of the most important and 

Worrying factor. In democracy Each and every vote is important. This Traditional system can be replaced by a new 

online system which will limit the voting frauds and make the voting as well as counting more efficient and 

transparent.  

 

Limitations of Existing system: 
 Anonymous vote-casting: Each vote may or may not contain any choice per candidate, should be anonymous 

to everyone including the system administrators, after the vote is submitted through the system. 

• Individualized ballot processes: How a vote are depicted within the involving net applications or databases 

continues to be AN open discussion. whereas a transparent text message is that the worst plan, a hashed token is 

wont to offer obscurity and integrity. Meanwhile, the vote ought to be non-reputable, that can’t be bonded by the 

token resolution. 

• Ballot casting verifiability by (and only by) the voter: The elector ought to be ready to see and verify his/her 

own vote, when he/she submitted the vote. this is often vital to realize so as to forestall, or a minimum of to note, any 

potential malicious activity. This counter live, except for providing suggests that of non-repudiation, can sure boost 

the sensation of trust of the voters. These issues area unit partly self-addressed in some recent applications. Yet, 

suggests that of e-voting is presently in use in many countries together with Brazil, uk, Japan, and Republic of 

Estonia. Republic of Estonia ought to be evaluated otherwise than the others, since they supply a full e-voting 

resolution that’s, said to be, equivalent of ancient paper-based elections. 
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• High initial setup costs: Though sustaining and maintaining on-line selection systems is way cheaper than ancient 

elections, initial deployments could be pricy, particularly for businesses. 

• Increasing security problems: Cyber attacks cause an excellent threat to the general public polls. Nobody would 

settle for the responsibility if associate degreey\hacking try succeeds throughout an election. The DDoS attacks ar 

documented and largely not the case within the elections. The citizen integrity commission of the u.s. gave an 

affidavit concerning the state of the elections within the North American country recently. Accordingly; Ronald 

Rivest explicit that “hackers have myriad ways in which of assaultive pick machines”. 

 

 

PROPOSED SYSTEM:  
The current voting system requires some improvement in it because of the issues mentioned above. This can be 

achieved by replacing the existing system by the new system which will limit the voting frauds and make the voting 

as well as counting more efficient.  

Online Election System would have user registration, user login and admin login.  

This Online Voting System will manage the Voter’s information by which voter can login and use his voting 

rights.  

At the time of registration voter will be asked for this: Full name, age, Aadhaar card no, mobile no. email id and 

after being verified will be given the access.  

At the time of requesting vote, voter will be asked to enter his Aadhaar id. Then voter will be authenticated, and 

he can give vote from one of the candidate from the list .Voters can vote for a Candidate only once per Election. 

 

The software system allows the user to login in to their profiles and upload all their details including their 
previous milestone onto the system. The admin can check each Candidate details.  

The software system also allows Voters to view a list of Candidates in their area. The admin has overall rights 

over the system and can moderate and delete any details not pertaining to Election Rules  

 
Blockchain Technology : 

Blockchain technology is a decentralized and distributed tally system that records deals in a secure and 
transparent manner. The deals are  vindicated and stored in blocks, which are linked to each other chronologically 
in a chain. This chain is stored on multiple computers in a network, making it nearly  insolvable to tamper with the 
data. Blockchain technology is considered to be secure because it uses cryptography to  insure the integrity of the 
data, and deals are  vindicated and approved by multiple  users in the network. 
 
Etherium Blockchain : 

Ethereum is considered the best blockchain for decentralized voting applications due to its versatility and 
flexibility. The Ethereum network provides a platform for the development of decentralized applications, also 
known as dApps, through its use of smart contracts. Smart contracts are self-executing contracts that can be 
programmed to enforce the rules and regulations of a decentralized voting system. This allows for a transparent 
and secure voting process, as the rules and results of the election can be transparently recorded on the Ethereum 
blockchain. In addition, Ethereum has a large and active developer community, which provides a wide range of 
tools and resources for building decentralized applications. With its ability to execute smart contracts, a large and 
active developer community, and its decentralized nature, Ethereum is well-suited for decentralized voting 
applications. 

 
Benefits of Online Voting on Blockchain Technology    
1. Security:  Blockchain technology provides a secure platform for online voting. Deals are translated and stored on 
multiple computers, making it  delicate for hackers to tamper with the data.   
2. Transparency:  The use of blockchain technology makes the election process more transparent. All deals are 
recorded on the tally, and  druggies can view the election results in real- time.   
3. Efficiency :  Online voting systems grounded on blockchain technology can be more effective than traditional 
voting  styles. The process is  hastily and results can be  attained  briskly.    
4. Accessibility :  Online voting systems can increase availability for voters who may not be  suitable to physically 
attend polling stations.    
 
Challenges of Online Voting on Blockchain Technology   
1. Technical Challenges: Implementing an online voting system based on blockchain technology may be challenging 
for some countries. The technical infrastructure required for Blockchain technology may be expensive, and there 
may be a lack of technical expertise in the field. 
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2. User Adoption: The adoption of online voting systems based on blockchain technology may be slow because of a 
lack of awareness and trust in the technology. 
3. Regulation: There may be legal and regulatory challenges in implementing online voting systems based on 
blockchain technology. Governments may need to change their existing laws and regulations to accommodate the 
use of blockchain technology in the election process. 
 
 

LITERATURE SURVEY : 
 
Survey Existing system 
1. Adida, B., Helios (2008).“Web-based open-audit voting.”, in Proceedings of the 17th Conference on Security 
Symposium, ser. SS’08. Berkeley, CA, USA: USENIX Association, 2008. 
This paper proposes associated justify an adequate security model and criteria to judge comprehensibility. It 
additionally describe a web ballot theme, Pretty graspable Democracy, show that it satisfies the adequate security 
model which it’s a lot of graspable than Pretty smart Democracy, presently the sole theme that additionally 
satisfies the planned security model. 
 
2. Dalia, K., Ben, R. , Peter Y. A, and Feng, H. (2012). “A fair and robust voting system by broadcast.”,5th 
International Conference on E-voting, 2012. 
This paper proposes a recovery round to enable the election result to be announced if voters abort and also added 
a commitment round to ensure fairness. In addition, it also provided a computational security proof of ballot 
secrecy 
 
3. Chaum, D., Essex, A., Carback, R., Clark, J., Popoveniuc, S., Sherman, A. and Vora, P. (2008).“Scantegrity: End-to-
end voter-veriable optical- scan voting.", IEEE Security Privacy, vol. 6, no. 3, pp. 40-46, May 2008. This paper 
describes Scantegrity that minimally impacts election procedures and is the first independent E2E verification 
mechanism that preserves optical scan as the underlying voting system and doesn’t interfere with a manual 
recount. 
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ADMIN FLOWCHART DIAGRAM : 
 

 
 
 
 
RESEARCH METHODOLOGY : 
 

 
  
 

Conclusion : 
 
 In this project, we introduced a blockchain-based electronic voting system that utilizes smart contracts to enable 

secure and cost-efficient election while guaranteeing voters privacy. Online voting systems grounded on blockchain 
technology have the  eventuality to  give a secure, transparent, and effective  volition to traditional voting  styles. 
still, there are also several challenges that need to be addressed,  similar as specialized difficulties,  stoner 
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relinquishment, and nonsupervisory challenges further  exploration and development are  demanded to overcome 
these challenges and to make online voting systems grounded on blockchain technology a reality.Blockchain 

technology offers a new possibility to overcome the limitations and adoption barriers of electronic voting systems 

which ensures the election security and integrity and lays the ground for transparency.Using an Ethereum private 

blockchain, it is possible to send hundreds of transactions per second onto the blockchain, utilizing every aspect of 

the smart contract to ease the load on the blockchain.   
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