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Abstract: Today, there are many forms of   

blockchain technology. Some blockchains have 

been designed to meet the needs of a finite group of 

participants, where access to the network is 

restricted. These are examples of private, or 

permissioned blockchains. A blockchain is 

essentially a distributed database of records or 

public ledger of all transactions or digital events 

that have been executed and shared among 

participating parties. Each transaction in the 

public ledger is verified by consensus of a majority 

of the participants in the system. And, once entered, 

information can never be erased. The blockchain 

contains a certain and verifiable record of every 

single transaction ever made. Bitcoin, the 

decentralized peertopeer digital currency. The 

digital currency bitcoin itself is highly 

controversial but the underlying blockchain 

technology has worked flawlessly and found wide 

range of applications.  
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I. INTRODUCTION 

 
 

 

 

 

 

 

 

 

 

 

 

Fig. 1. Satoshi Nakamoto 

Blockchain is type of decentralised database that is 

distributed public ledger for maintaining permanent 

and temper proof records of transactions. 

Blockchain was first described in 1990's when the 

research began but was actually implemented in 

October 2008 by an anonymous Developer named 

Satoshi Nakamoto. The words block and chain were 

separately used in Satoshi Nakamoto's original paper 

but were eventually popularized as a single word, the 

Blockchain by 2016. Blockchain offers security, 

traceability, and transparency across a distributed 

network. Blockchain is a record of transactions 

where every single record is a single block and each 

block is linked together. The initial block in the 

block chain is referred to as Genesis block which is 

responsible for recording first transaction.  

The block contains some information  

1. Cryptographic hash of the previous block.  

2. Timestamp 

3. Transaction data.  

These blocks are secured with cryptographic method 

called the hash function; Hash is a string of symbols 

determined through a hashing algorithm. 

The hash of the block (the block header) is formed 

from the six elements that make up a block 

[1] The version of the block.  

[2] The hash of the previous block in the chain.  

[3] A code generator from transaction data.  

[4] A timestamp of when the block was created.  

[5] The difficulty target that adjust the difficulty of 

mining. 

[6] A random string of characters called the nonce.  
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Since each block contains information about the 

previous block, they effectively form a chain. 

II.  HOW DOES A BLOCKCHAIN 

TECHNOLOGY WORK? 

Before blockchain technology the transactions used 

to take place according to the “One after the other 

nature.”  

 

 

 

 

 

 

 

 

 
Fig. 2.1 One after the other centralised   

                        architecture 

 

For e.g., suppose there are Person A and Person B, 

while person A is manipulating with a Microsoft 

excel sheet by updating his/her contribution in the 

report. After the completion of this transaction then 

the person B adds his contribution into the same 

excel sheet, however this goes on in a “One after the 

other nature.” Both person A and B cannot temper 

with the data in the report simultaneously which 

takes a lot of valuable time. This type of 

communication is also known as centralised form of 

communication. To overcome this blockchain came 

into existence.  

Blockchain works in a decentralised manner. The 

scenario here is different 

 

     

 

 

 

 

 

 

 

 
Fig. 2.2 Decentralised architecture  

 

Person A and Person B both are connected to each 

other through a peer-to-peer network. Both A and B 

each holds the local copy of a report, consider 

initially it is empty. Person A is updating his 

contribution in his local copy and while person A is 

doing so, the network takes care of updating that 

respective portion to all the other participants which 

are connected to this respective network, which 

means the updation made by person A in the local 

copy will also reflect in the local copy of the person 

B.    
    
 
 
 
 
 
 
 
 
 
 

Fig. 2.3 Working of blockchain technology 

 

Blockchain works on three parameters transparency, 

authentication and auditing. It consists of multiple 

blocks are connected with each other through a chain 

system, the transition of information can be seen by 

everyone. Every time there is a new transaction done 

every computer database starts competing with all 

other computer database to create a new block with 

all details, which ever database solves the 

mathematical coding and makes the block wins. This 

block is authenticated and audited by the other block 

and once transaction is verified by all the block then 

the information gets stored permanently in database 

in encrypted but transparent form. Thus, every single 

block is automatically accompanied by 

authentication and auditing process. Blocks are 

linked to each other in a proper linear, chronological 

order with every block containing a hash of the 

previous block. Even if the original block of 

transaction gets deleted or hacked, it does not mean 

you lost the transaction history it’s still present in 

another block. This generates the trust level of 

blockchain that every detail gets stored permanently. 

 

III. FEATURES OF BLOCKCHAIN 

TECHNOLOGY 

 

1. Immutability         
 

         

 

 

 

 

 

 

 

Fig. 3.1 Immutability 

 

Immutability means something that can’t be 

changed or altered. This is one of the top blockchain 

features that help to ensure that the technology will 

remain as it is. Every node on the system has a copy 

of the digital ledger. To add a transaction every node 
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needs to check its validity. If the majority thinks it’s 

valid, then it’s added to the ledger. This promotes 

transparency and makes it corruption proof.  

 

Blockchain is an immutable database, and you 

cannot manipulate data that’s already in the 

blockchain. Hash value is a unique value, identifying 

one block. It depends on the block’s content, so each 

block has its unique hash value, and it’s identifying 

this block only.  

2. Decentralized  
                

 

 

 

 

 

 

 

 

 

Fig. 3.2 Decentralized  
 

The network is decentralized meaning it doesn’t 

have any governing authority or a single person 

looking after the framework. Rather a group of 

nodes maintains the network making it 

decentralized. As the system doesn’t require any 

governing authority, we can directly access it from 

the web and store our assets there. One can store 

anything starting from important documents, 

contracts or other valuable 

digital assets.  

 

3. Enhanced Security 
 

 
         Fig. 3.3 Enhanced Security 

 

As it gets rid of the need for a central authority, no 

one can just simply change any characteristics of the 

network for their benefit. Using encryption ensures 

another layer of security for the system. Added with 

decentralization, cryptography lays another layer of 

protection for users. Cryptography is a rather 

complex mathematical algorithm that acts as a 

firewall for attacks. Every information on the 

blockchain is hashed cryptographically. In simple 

terms, the information on the network hides the true 

nature of the data.  

 

4. Distributed Ledgers  
   

 

 

 

 

 

 

 

 

 
Fig. 3.4 Distributed Ledger Technology 

 

A public ledger provides every information about a 

transaction and the participant. It’s all out in the 

open, the ledger on the network is maintained by all 

other users on the system. This is the reason it’s 

considered one of the essential feature. Distributed 

ledger responds to any suspicious activity or tamper. 

Here, the nodes act as a verifier of the ledger. If the 

user wants to add a new block other would have to 

verify the transaction.  

 

 

IV.  DIFFERENT TYPES OF BLOCKCHAIN 

 

Why do we need different types of blockchain?  

 

To carry out transactions or data transfers across a 

secure network. The way people use Blockchain and 

distributed ledger technologies or networks, on the 

other hand, differs from context to situation. For 

example, Bitcoin is a 

digital cryptocurrency transacted using Blockchain 

and DLT technology. Because anyone from 

anywhere in the world can become a node, verify 

other nodes, and exchange bitcoins, this form of a 

blockchain network is a public network. Assume a 

bank, on the other hand, is using a private blockchain 

network. The network, which will be password-

protected, will be accessible only to those the bank 

has approved. As a result, bank data is accessible 

only within the local network. Similar to these 

instances, the blockchain network can be set up in 

various ways based on usage and requirements. 

 

1. Public Blockchain  
 

 

 

 

 

 

 

Fig. 4.1 Public Blockchain 

 

It is a permissionless distributed ledger on which 

anybody can join and conduct transactions. It is a 
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non-restrictive form of the ledger in which each peer 

has a copy. This also means that anyone with an 

internet connection can access the public 

Blockchain. This user has access to historical and 

contemporary records and the ability to perform 

mining operations. These complex computations 

must be performed to verify transactions and add 

them to the ledger. On the blockchain network, no 

valid record or transaction may be altered. Because 

the source code is usually open, anybody can check 

the transactions, uncover problems, and suggest 

fixes. 

 

Advantages of public blockchain: -  

 

Trustable: Public Blockchain nodes do not need to 

know or trust each other because the proof-of-work 

procedure ensures no fraudulent transactions. 

Secure: A public network can have as many 

participants or nodes as it wants, making it a secure 

network. The higher the network's size, the more 

records are distributed, and the more difficult it is for 

hackers to hack the entire network. 

Open and Transparent: The data on a public 

blockchain is transparent to all member nodes. Every 

authorized node has a copy of the blockchain records 

or digital ledger. 

 

Disadvantages of public blockchain: - 

 

Lower TPS: The number of transactions per second 

in a public blockchain is extremely low. This is 

because it is a large network with many nodes which 

take time to verify a transaction and do proof-of-

work. 

Scalability Issues: Its transactions are processed and 

completed slowly. This harms scalability. Because 

the more we try to expand the network's size, the 

slower it will become. 

High Energy Consumption: The proof-of-work 

device is expensive and requires lots of energy. 

Technology will undoubtedly need to develop 

energy-efficient consensus methods. 

 

Uses of public blockchain: -  

 

Voting: Governments can use a public blockchain to 

vote, ensuring openness and trust. 

Fundraising: Businesses or initiatives can use the 

public Blockchain to improve transparency and 

trust. 

 

 

 

 

 

 

2. Private Blockchain 

 

 
                Fig. 4.2 Private Blockchain 

 

A blockchain network operates in a private context, 

such as a restricted network, or is controlled by a 

single identity.  

While it has a similar peer-to-peer connection and 

decentralization to a public blockchain network, this 

Blockchain is far smaller. 

They are often run on a small network within a firm 

or organization rather than open to anybody who 

wants to contribute processing power.  

Permissioned blockchains and business blockchains 

are two more terms for them. 

 

Advantages of private blockchain: -  

 

Speed: Private Blockchain transactions are faster. 

This is because a private network has a smaller 

number of nodes, which shortens the time it takes to 

verify a transaction. 

Scalability: You can tailor the size of your private 

Blockchain to meet your specific requirements. This 

makes private blockchains particularly scalable 

since they allow companies to easily raise or 

decrease their network size. 

 

Disadvantages of private blockchain: -  

 

Trust Building: In a private network, there are fewer 

participants than in a private network. 

Lower Security: A private blockchain network has 

fewer nodes or members, so it is more vulnerable to 

a security compromise. 

Centralization: Private blockchains are limited in 

that they require a central Identity and Access 

Management (IAM) system to function. This system 

provides full administrative and monitoring 

capabilities. 

 

Uses of private blockchain 

 

Supply Chain Management: A private blockchain 

can be used to manage a company's supply chain. 

Asset Ownership: A private blockchain can be used 

to track and verify assets. 

Internal Voting: Internal voting is also possible with 

a private blockchain. 
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3. Hybrid Blockchain 

 

Fig. 4.3 Hybrid Blockchain 

Organizations who expect the best of both worlds 

use a hybrid blockchain, which combines the 

features of both private and public blockchains.  

It enables enterprises to construct a private, 

permission-based system alongside a public, 

permissionless system, allowing them to choose who 

has access to certain Blockchain data and what data 

is made public. 

In a hybrid blockchain, transactions and records are 

typically not made public, but they can be validated, 

if necessary, by granting access via a smart contract. 

 

Advantages of hybrid blockchain: -  

 

Secure: Hybrid Blockchain operates within a closed 

environment, preventing outside hackers from 

launching a 51 percent attack on the network. 

Cost-Effective: It also safeguards privacy while 

allowing third-party contact. Transactions are 

inexpensive and quick and scale better than a public 

blockchain network. 

 

Disadvantages of hybrid blockchain: - 

 

Lack of Transparency: Because information can be 

hidden, this type of blockchain isn't completely 

transparent. 

Less Incentive: Upgrading can be difficult, and users 

have no incentive to participate in or contribute to 

the network. 

 

Uses of hybrid blockchain: -  

 

Real Estate: Real-estate companies can use hybrid 

networks to run their systems and offer information 

to the public. 

Retail: The hybrid network can also help retailers 

streamline their processes. 

Highly Regulated Markets: Hybrid blockchains are 

also well-suited to highly regulated areas like the 

banking sector. 

A consortium is a group made up of two or more 

individuals, companies, or governments that work 

together to achieving a common objective. 

4. Consortium Blockchain 

 

 
         Fig. 4.4 Consortium Blockchain  

 

In the same way that a hybrid blockchain has both 

private and public blockchain features, a Consortium 

blockchain, also known as a federated blockchain, 

does. 

However, it differs because it involves various 

organizational members working together on a 

decentralized network. 

Predetermined nodes control the consensus methods 

in a consortium blockchain.  

It has a validator node responsible for initiating, 

receiving, and validating transactions. Transactions 

can be initiated or received by member nodes. 

 

Advantages of consortium blockchain: -  

 

Secure: A consortium blockchain is more secure, 

scalable, and efficient than a public blockchain 

network. It, like private and mixed blockchains, has 

access controls. 

 

Disadvantages of consortium blockchain:  

 

Lack of Transparency: The consortium blockchain 

has a lower degree of transparency. If a member 

node is infiltrated, it can still be hacked, and the 

Blockchain's rules can render the network 

inoperable. 

 

 

Uses of consortium blockchain: -  

 

Banking and Payments: A consortium can be formed 

by a group of banks working together. They have 

control over which nodes will validate transactions. 

Research: A consortium blockchain can be 

employed to share research data and outcomes. 

Food Tracking: It is also apt for food tracking. 
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V.  APPLICATIONS  OF BLOCKCHAIN  

TECHNOLOGY  

 

1. Financial exchanges  

 

Many companies have popped up over the past few 

years offering decentralized cryptocurrency 

exchanges. using blockchain for exchanges allows 

for faster and less expensive transactions. moreover, 

a decentralized exchange doesn't require investors to 

deposit their assets with the centralized authority, 

which means they maintain greater control and 

security. While blockchain-based exchanges 

primarily deal in cryptocurrency, the concept could 

be applied to more traditional investments as well.  

 

2.  Internet of Things  

 
Internet of things is a network of interconnected 

devices that can interact with others and collect data 

that can be used for gaining useful insights. Any 

system of “things” becomes IoT once it is 

connected. The most common example of IoT is 

perhaps the Smart Home where all the home 

appliances such as lights, thermostat, air 

conditioner, smoke alarm, etc. can be connected 

together on a single platform. But where does 

Blockchain come into this? Well, Blockchain is 

needed for providing security for this massively 

distributed system. In IoT, the security of the 

system is only as good as the least secured device 

which is the weak link. Here Blockchain can ensure 

that the data obtained by the IoT devices are secure 

and only visible to trusted parties. 

 

3. Healthcare  

 

Blockchain can have a big impact on healthcare 

using smart contracts. These smart contacts mean 

that a contract is made between 2 parties without 

needing any intermediary. All the parties involved 

in the contract know the contract details and the 

contract is implemented automatically when the 

contract conditions are met. This can be very useful 

in healthcare wearing personal health records can 

be encoded via Blockchain so they are only 

accessible to primary healthcare providers with a 

key. They also help in upholding the HIPAA 

Privacy Rule which ensures that patient 

information is confidential and not accessible to 

everyone. 

 

 

 

 

 

 

4. Cryptocurrency  
 

Perhaps one of the most popular applications of 

Blockchain is in Cryptocurrency. Who hasn’t heard 

about bitcoin and its insane popularity. One of the 

many advantages of cryptocurrency using 

blockchain as it has no geographical limitations. So 

crypto coins can be used for transactions all over 

the world. The only important thing to keep in mind 

is exchange rates and that people may lose some 

money in this process. However, this option is 

much better than regional payment apps such as 

paytm in India that are only relevant in a particular 

country or geographical region and cannot be used 

to pay money to people in other countries. 

 

5. Asset Management  

 

Blockchain plays a big part in the financial world 

and it is no different in asset management. In 

general terms, asset management involves the 

handling and exchange of different assets that an 

individual may own such as fixed income, real 

estate, equity, mutual funds, commodities, and 

other alternative investments. Normal trading 

processes in asset management can be very 

expensive, especially if the trading involves 

multiple countries and cross border payments. In 

such situations, Blockchain can be a big help as it 

removes the needs for any intermediaries such as 

the brokers, custodians, etc.      

 

VI. CONCLUSION  

 

After having a look about the working mechanism 

and features of Blockchains, it can be analysed that 

this technology can surely prove to be a boon for the 

society. Their recommendable features are 

consensus, security, transparency, etc. Due to 

consensus, blockchains are very secure. Security is 

the major concern these days and blockchain 

guarantees it to the full extent. To hack a blockchain 

network one has to hack thousands of computers 

which are interlinked and it is practically impossible 

to do it. The features of blockchain also have many 

benefits for the society. Since blockchain is 

transparent hence this can help the society to get rid 

of many curses such as corruption. Due to the 

property of transparency no single party can make 

changes in the transaction history as if it attempted 

to do so, then it will be reflected on all the systems 

of the blockchain. It can also be used in those 

situations where it is required to determine the 

ownership histories etc. Blockchain is a relatively 

new technology that is still not widespread in all 

industries but it is slowly gaining more momentum. 

Once Blockchain becomes more widespread, it 
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could become a powerful tool for the 

democratization of data that will encourage 

transparency and ethical business tactics. And the 

applications of Blockchain in the world are only 

increasing with the result of faster transactions, 

more transparency, and security as well as reduced 

costs.  
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