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Abstract : In recent years, a number of puzzle-based defense mechanisms have been proposed against flooding denial-
of-service (DoS) attacks in networks. These mechanisms have not been designed through formal approaches and thereby some
important design issues such as effectiveness and optimality have remained unresolved. This project utilizes game theory to
propose a series of optimal puzzle-based strategies for handling increasingly sophisticated flooding attack scenarios. This study
culminates in a strategy for handling distributed attacks from an unknown number of sources.

This project utilizes game theory to propose a number of puzzle-based defenses against flooding attacks. It is shown
that the interactions between an attacker who launches a flooding attack and a defender who counters the attack using a puzzle-
based defense can be modeled as an infinitely repeated game of discounted payoffs.

Reason for using game theory in designing flooding prevention mechanisms is that the underlying assumptions of game
theory hold in a network. The main assumption is that the players are rational, i.e., their planned actions at any situation and
point in time must actually be optimal at that time and in that situation given their beliefs. This assumption holds in a network,
where players are the active entities created and controlled by human beings. Therefore, a defense mechanism that implements
the defender’s strategy obtained game-theoretic approach assures its designer that the best possible sequence of actions is
performed against a rational attacker.

. INTRODUCTION

A DosS attack is characterized by a malicious behavior, which prevents the legitimate users of a network service from using that
service. There are two principal classes of these attacks: flooding attacks and logic attacks. In recent years; some researchers have
utilized game based approaches to describe but not to design puzzle-based defense mechanisms. In general, reactive mechanisms
suffer from the scalability problem and difficulty of attack traffic identification.

The solution concepts of this type of games are deployed to find the solutions, i.e., the best strategy a rational defender can adopt
in the face of a rational attacker. In this way, the optimal puzzle-based defense strategies are developed. More specifically, four
defense mechanisms are proposed. PDML1 is derived from the open-loop solution concept in which the defender chooses his actions
regardless of what happened in the game history.. PDM2 resolves this by using the closed-loop solution concepts, but it can only
defeat a single-source attack. PDM3 extends PDM2 and deals with distributed attacks. This defense is based on the assumption that
the defender knows the size of the attack coalition. Finally, in PDM4, the ultimate defense mechanism is proposed in which the size
of the attack coalition is assumed unknown

NEED OF THE STUDY.

In recent years, a number of puzzle-based defense mechanisms have been proposed against flooding denial-of-service (DoS) attacks
in networks. These mechanisms have not been designed through formal approaches and thereby some important design issues such
as effectiveness and optimality have remained unresolved. This project utilizes game theory to propose a series of optimal puzzle-
based strategies for handling increasingly sophisticated flooding attack scenarios. This study culminates in a strategy for handling
distributed attacks from an unknown number of sources.

This project utilizes game theory to propose a number of puzzle-based defenses against flooding attacks. It is shown that the
interactions between an attacker who launches a flooding attack and a defender who counters the attack using a puzzle-based defense
can be modeled as an infinitely repeated game of discounted payoffs.

Reason for using game theory in designing flooding prevention mechanisms is that the underlying assumptions of game theory hold
in a network. The main assumption is that the players are rational, i.e., their planned actions at any situation and point in time must
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actually be optimal at that time and in that situation given their beliefs. This assumption holds in a network, where players are the
active entities created and controlled by human beings. Therefore, a defense mechanism that implements the defender’s strategy
obtained game-theoretic approach assures its designer that the best possible sequence of actions is performed against a rational
attacker.

3. MODULE DESCRIPTION

LIST OF MODULES:
Defender

Puzzle approach
Rational attacker
Unknown sources
Requested Count

3.1 DEFENDER:

The defender takes his part in the solution as an optimum defense against rational attackers. The defender treats incoming requests
similarly and need not differentiate between the attack and legitimate requests. Upon receiving a request, the defender produces a
puzzle and sends it to the requester.

If it is answered by a correct solution, the corresponding resources are then allocated. As solving a puzzle is resource consuming,
the attacker who intends to use up the defender’s resources by his repeated requests is deterred from perpetrating the attack. An
attacker who knows the defender’s possible actions and their corresponding costs may rationally adopt his own actions to defeat a
puzzle-based defense mechanism.

For example, if the defender produces difficult puzzles, the attacker responds them at random and with incorrect solutions. In this
way, he may be able to exhaust the defender’s resources engaged in solution verification. If the defender produces simple puzzles,
the mechanism is not effective in the sense that the attacker solves the puzzles and performs an intense attack.

3.2 PUZZLE APPROACH:

A number of puzzle-based defense mechanisms have been proposed against flooding denial-of-service (DoS) attacks in networks.
Nonetheless, these mechanisms have not been designed through formal approaches and thereby some important design issues such
as effectiveness and optimality have remained unresolved.

This paper utilizes game theory to propose a series of optimal puzzle-based strategies for handling increasingly sophisticated
flooding attack scenarios. A method for limiting resource consumption is the use of client puzzles.

It is shown that the interactions between the attacker who perpetrates a flooding attack and the defender who counters the attack
using a puzzle-based defense mechanism can be modeled as a two-player infinitely repeated game with discounting.

In this concept of perfect Nash equilibrium is then applied to the game. This leads to the description of players’ optimal strategies.

3.3 RATIONAL ATTACKER:
There are two principal classes of these attacks: flooding attacks and logic attacks. A flooding attack sends an overwhelming number
of requests for a service offered by the victim.

These requests deplete some key resources at the victim so that the legitimate users’ requests for the same are denied. A resource
may be the capacity of a buffer, CPU time to process requests, the available bandwidth of a communication channel, etc.

3.4 UNKNOWN SOURCES:
This study culminates in a strategy for handling distributed attacks from an unknown number of sources. The ultimate defense
mechanism is proposed in which the size of the attack coalition is assumed unknown.

This notion is applied to a series of increasingly sophisticated flooding attack scenarios, culminating in a strategy for handling a
distributed attack from an unknown number of sources.

This reflects those attack-defense circumstances in which the player involved in the defense mechanism knows his opponent’s
payoff function as well as the actions chosen by his opponent at previous periods. It is worth noting that the puzzles can be designed
in such a way that the amounts of resources a machine uses to solve a puzzle are independent of the machine’s processing power.

Therefore, except for flooding attacks from an unknown number of sources, it is reasonable to assume that the defender knows the
attacker’s payoff function.

3.5 REQUESTED COUNT:
In the client-puzzle approach, the defender engages two types of resources, one for producing puzzles and verifying solutions, and
the other for providing the requested service.
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The defender who counters the attack using a puzzle-based defense mechanism can be modeled as a two-player infinitely repeated
game with discounting.

The interactions between an attacker who perpetrates a flooding attack and a defender who counters the attack using a puzzle-based
defense is modeled as a two-player infinitely repeated game of imperfect information.

4 RESULTS AND DISCUSSION

This paper utilizes game theory to propose a number of puzzle-based defenses against flooding attacks. It is shown that the
interactions between an attacker who launches a flooding attack and a defender who counters the attack using a puzzle-based defense
can be modeled as an infinitely repeated game of discounted payoffs. Then, the solution concepts of this type of games are deployed
to find the solutions, i.e., the best strategy a rational defender can adopt in the face of a rational attacker.
A complete flooding attack solution is likely to require some kind of defense during the attack traffic identification. The mechanisms
of this paper can provide such defenses the mechanisms.

My project “A PUZZLE-BASED GAME THEORY IN ADVANCED NETWORKS”, Using front end ASP.NET and back
end C# has been completed successfully with the guidance and help of staffs and friends. | was able to finish my project to most of

my expectations and in a specified time.
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