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ABSTRACT:

Blockchain technology was developed to make it easier for people to exchange money, do away with the requirement
for a reliable third party to notarize and verify transactions, and safeguard data confidentiality and privacy. In order
to facilitate data sharing and enhance interoperability among patients, hospitals, clinics, and other medical
stakeholders, this project uses block-chain technology to manage and distribute electronic health and medical records.
The entities taking part in the built-in chain network determine which blockchain's architecture is employed. Although
the usage of blockchains may eliminate duplication and give carers consistent patient information, it still has several

drawbacks that could undermine the entire stakeholder network or violate patient privacy.
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1. INTRODUCTION

Better health is important to human happiness and the welfare of society. It plays a vital role in the economic progress
of the nation. Il health, casualty, emergencies occur every day and the diseases are expected to be diagnosed and
treated. A health record is a collection of clinical data related to the patient’s mental and physical health, gathered
from different sources. Health record consists of a patient’s medical history, examination, diagnosis, treatment, results
of lab investigation, scanning reports, alerts like allergic to etc. These health records can be managed both manually
and digitally.

The traditional method which is followed in most of the hospitals for maintaining records is the manual method which
includes papers and books. This method has serious limitations such as a need for large storage areas and retrieval of
records is difficult. In the present era computerization of clinical records has become popular asthe storage and
retrieval of the records is easy. However, the chances of manipulationwithout identification has become a serious
concern [1].
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Fig 1.1 Hospital Activity diagram

There are intense queries about the storage of patient’s data, providing authorization to access the data, security &
immutability of the data. These problems can be solved by developing a decentralized digital health infrastructure
that is by integrating Blockchain technology into the healthcare system [5].

Blockchain technology has the capability to rebuild the modern economy by maintaining and updating record. Being
voluminous, health care records are best stored in the cloud to enable easy access and sharing of information among
the different stakeholders [3]. One possible technology to enhance integrity, authenticity, and consistency of stored
and exchanged medical records is Blockchains. Blockchains can guarantee security of sensitive data by tracking
access to confidential medical records and ensuring authorized access. Blockchains as a technology relies on public
key cryptography and hashing mechanisms as a mean to keep track of historical transactions pertained to distributed
patients’ records while preserving confidentiality, integrity and availability [4]. This will ensure that records are
not lost or being wrongly modified, falsified or accessed by unauthorized users. In Blockchains, patients’ records can
only be appended to the database, but not removed. New information can be securely linked to a previous record using
cryptographic hashing [7].

Records are added to the blockchain based on a consensus among the majority of miners in the blockchain. Miners
are a set of specialnodes working together to validate new transactions added to a blockchain. To be able to add a
record to a blockchain, miners have to compete to solve a difficult mathematical problem known as Proof of Work
(POW) which takes 10 minutes on average [6]. Blockchain is verified and linked to the preceding ‘block,” forming a
long chain. After all, Blockchain is the name of the record. As any transaction is registered and checked publicly,
Blockchain provides a good deal of accountability. When entered, no one can modify all the information written in
the Blockchain. It serves to demonstrate that the data is actual and unchanged. In Blockchain, data are maintained on
networks instead of a central database. Blockchain offers a fantastic forum to develop and compete with traditional
companies for modern and creative business models [2]. The EHR systems have been implemented in a number of
hospitals around the world due the benefits it provides, mainly the improvement in security and its cost effectiveness.
These functionalities are electronic storage of medical records, patients” appointment management, billing and
accounts, and lab tests.

The EHR system also faces some other problems which are as follows:
1.Interoperability: It is the way for different information systems to exchange information between them.

2.Information Asymmetry: Today the greatest problem in healthcare sector defined by the critics is information
asymmetry which refers to one party having better access to information than the other party.

3.Data Breaches: Data breaches in healthcare sector also calls for the need of a better platform. A study was done for
analyzing the data breaches in EHR systems and it depicted that 173 million data entries have been compromised in
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these systems since October 2009.

2. OBJECTIVE:

» To produce confidentiality for patient medical recordsvictimization using “Blockchain Technology”.
» To provide Patient information secrecy or confidentiality which is necessary pillars of drugs.

» To Protect the personal details of a patient to bond trust between the doctor and also the patient.

3. PROPOSED SYSTEM:

To understand the blockchain architecture let us use the following figure 3.1 that explains the whole process of a
transaction being send from a user on the blockchain network.
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Fig 3.1 An Overview of Blockchain Architecture

1.A new transaction being sent by a user on the blockchain network suggests that a new block is created. A block in
the blockchain is used for keeping transactions in them and these blocks are distributed to all of the connected nodes
in the network. That transaction placed inside a block is broadcasted to all of the nodes in the network. All the nodes
in the network have a copy of the complete blockchain that helps them in verification process. When a block ontaining
the user, transaction is broadcasted to all of the connected nodes, they verify that the block is not tampered by any
means. If this verification results in success then the nodes add that block in their own copy of blockchain

2.This whole process of the block being added on the blockchain is done by the nodes reaching upon a consensus
where they decide which blocks are valid to be added on the blockchain and which are not. This validation is
performed by the connected nodes using some known algorithms to verify the transaction and to ensure that sender
Is an authenticated part of the network. When a node succeeds in performing the validation that node is rewarded with
crypto- currency. This process of validatingthe transaction is known as mining and the node performing this validation
is known as miner. After validation is done, that block is added to the blockchain.
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3.After the whole process of validation is performed the transaction is completed. As we can see above, the Blockchain

structure is highly complex but ensures that there is security built into the core system. All nodes in the network make
the structure increasingly safe to interact in. This has enabled greater control using Blockchain, as more data can be
transmitted using the technology. Additionally, froma purely functional standpoint, there are more significant
advantages to using Blockchain over traditional formats. There are poorer control and fewer compliance measures
present in usual standards. Additionally, the investment required to make a conventional datastorage network security
is immense. Blockchain comes in and ensures that data are saving and cost saving benefits to storing data over the
distributed ledger.

4. Data Flow Diagram:

Registratin

Enter PHI, encrypt, send to cloud

PHI decrypt. receved by Authenticated physician

Fig 4.1 Data Flow Diagram

E- Healthcare system aims at gathering and storing patient’s details and sharing health related information. First of
all, our existing system needs to register the new patients. Once registration is done then patients’ needs to do his/ her
Authentication. Then our existing system collect the real time personal information (PHI) and health problems from
patients and transmit them to the healthcare provider for the authorized physicians to decide on the corresponding
treatment. They send the PHI in terms of text and image to the cloud, and also the other personal queries related to
their medical history. In cloud computing, collected PHI should match the physicians experience to judge the state of
the patient and unfortunately, delegating both storage and computation to the untrusted entity would bring a series of
security. This is where deduplication comes into play. It is a technique for eliminating duplicate copies of data, and
has been widely used in cloud storage to reduce storage space and upload bandwidth. Attribute-based encryption
(ABE) has been a preferred encryption technology to solve the challenging problem of security during data sharing
in cloud computing.
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5. Use case Diagram:

New Patient Registration

-
Patien

Enter Health
problem

Send request to Doctor

Fig 5.1 Use case Diagram of Patients
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New Doctor Registration
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Accept Patient’s Request
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Give Prescription to Patient
according to health Problem

Fig 5.2 Use case Diagram of Doctors

6. SYSTEM IMPLEMENTATION:

6.1 User Interface

6.1.1 Home page

(>

AT

Blockchain Based
Health Care Record
Sharing System
User Login

User Registration

Hospital Login

Hospital Registration

Admin

Miners

Screenshot 6.1.1 Home Page

This is the “Home Page” that will appear first when our website is opened, In this page, there are Six tabs that are
visible which are “User Login”,” User Registration”,” Hospital Login™,” Hospital Registration”,” Admin”,” Miners”.
When Clicked on “User Login tab” and “User Registration tab” User Login details and User Registration details
appear. Same as for “Hospital Login” and “Hospital Registration”.

When Clicked on “Admin tab” Total Users Record and Hospital Record appear. And When clicked on last tab that is
“Miners” tab, a Result of Verification Record appear.
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6.1.2 Patient Registration

IO/IChain aase

Screenshot 6.1.2 Patient Registration

This is the Patient Registration page that will appear when clicked on Patient Registration tab ,an application for the
User to fill their data for Hospital registration. In this application, there are various filled like Email Address,
Password, Full Name, Age, Height, Gender, Blood Group, Contact Number, Address, Profile pic.

6.1.2.1 Description of Patient Panel

Screenshot 6.1.2.1 Hospital Search in Patient Panel

After Login to “Users Login” tab this page appears. Search by Hospital name tab appear here, application of these tab
is Patients can easily find out the Hospital. This page also contains additional four tabs which are Home, Hospital
Request, Hospital Search, Accepted Request.
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Screenshot 6.1.2.2 Hospital Search in Patient Panel

This is “search by hospital name page” that will appear when clicking on Hospital search tab. Application of these
tab is it contain the information of Hospital, Hospital profile photo.

6.1.3 Hospital Registration

Treatment Provided By Hospital. (Describe Each
tment)

P Hospital Pic
Choose File | No fie chosen

Screenshot 6.1.3 Hospital Registration

This is the “Hospital Registration page” that will appear when clicked on “Hospital Registration tab”, an application
for the User to fill hospital data for Hospital registration. In this application, there are various filled like Email Address,
Password, Hospital Name, Contact Number, Address, Treatment provided by Hospital, Hospital pic.
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6.1.3.1 Description of Hospital Panel

Screenshot 6.1.3.1 Patient search in Hospital Panel

This is “Accepted profile Request page” that will appear when clicking on accepted request tab. Application of these
tab is it contain the information of Patients, Patient profile photo. Patient create case tab and view complete profile
tab appear here .

Blockchain Based Health Care Record Sharing System | Hospital Panel

& create Patient Case Back To Folder

Screenshot 6.1.3.2 Patient Create Case in Hospital Panel

This is How the Patient Create Case Page appear. after clicking on create case tab.
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6.1.4 Login Screen for Admin and Miners

Screenshot 6.1.4 Login Screen for Admin and Miners

This is the “Sign In” page for Admin and Miners panel. when clicked on Admin and Miners tab these pages will
appear first, which contain specific Username and Password for all Users.

6.1.4.1 Description of Admin Panel:

0 Master-Admin

e :I ﬂ
5 pecialicy Hospica R General P - B =
s

& Hesital

Screenshot 6.1.4.1 Admin Hospital list

This is Hospital Record page, after clicking on Hospital tab this page appears. This page contains Name of Hospital,
Address, Treatment Provided by Hospital, Registration date and Logo of Hospital.
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6.1.4.2 Miner Dashboard:

Miners Panel ﬂ

® [ashboard
Mine Dashboard

@  Mine Transeation
D —

Screenshot 6.1.4.2 Miner Dashboard

This is the Miner Dashboard page after sign in Miner dashboard will appear first.
It contains Two tabs that are visible which are Dashboard and Mine Transaction .

6.2 Algorithm Implementation:

It is very important to create tables in order to store the information in a systematic manner. In this step, we will build
tables for the created database. In the created Database (Login page in this case), click on the 'Structure’ tab. Towards
the end of the tables list, the user will see a 'Create Table' option. Fill the input fields titled "Name" and "Number of
Columns™ and hit the 'Go' button.

6.2.1 Patient Table:

phpRdyAdmin 3 localhost » (& healthrecord_sharing b ) patient

AEEE [EBrowse_ Eff Structure  msQL ' Search gilnsert [EExport [ import 4z Operations [fiEmply [ Drop
Field Type Collation Attributes: Null Default Extra Action

Dalabase [ D int(111) No  None AUTO_INCREMENT M2 X @D BT
[ full_name varchar(999) latin1_swedish_ci No  Nane m2 X 8| T
O age varchar(999) latini_swedish_ci Ne  Nene (- ]
[ height varchar(999) latin1_swedish_ci No  None w2 X B 0E
) blood_group varchar(999) latini_swedish_ci No  None B 22X B30 E
[ gender varchar(809) latin1_swedish_ci No  None ms2Xx@MEB
[ contact varchar(999) latin1_swedish_ci No  None B2 X BE®E~
[ email varchar(50)  latini_swedish_ci No  None B2 X @I T
[ password varchar(999) latin1_swedish_ci No  None m2 X @B B T
] location varchar(999) latini_swedish_ci Ne  Nene B2 X @0ER
[ patient_img varchar(999) latin1_swedish_ci No  None Bs2Xx 30DE
[ timestamp onupdate CURRENTTMESTAWP Ng  CURRENT_TIMESTAMP ON UPDATE CURRENT_TIMESTAMP [F »» X @ [

t Check Allf Uncheck All With selected: [l 2 X | B B

% Print view «8 Relation view % Propose table structure @

FiAdd[1 | field(s) @ At End of Table () At Beginning of Teble () Afer [ID v 6o
Indexes: @

Action Keyname Type Unique Packed Field Cardinality Collation Null Comment
/ X PRIMARY BTREE Yes No D 12 A

S X email BTREE Yes No email 12 A

Create an index on 1 columns | Go

+ Details

Screenshot 6.2.1 Patient Table
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These Screenshot shows the Table for Patient Database. Application of these Table is patient can register and login
to their Account and, also shows the implementation of sha-1 algorithm when the data of patients Manipulated.

6.2.2 Hospital Table:

PhpRayLaciemin

3

AXXXXXXXXXX

EFERFFETEEEL

CEEREEEEEEE!
a

™
]

Keyname Type Unique Pa Comm:
# > PRIMARY BTREE Yes No A
7 > emall BTREE Yeos No  email 5 A

Screenshot 6.2.2 Hospital Table
These Screenshot shows the Table for Hospital Database. Application of these Table is Hospital can register and
login to their Account and ,also shows the implementation of sha-1 algorithm when the data of Hospital Manipulated.
6.2.3 Admin Table:

php il d i £3 localhost » (& healthrecord_sharing » E& admin_login
@@@ [ElBrowse ES Structure & sqL Search _F<insert [EExport [fjimport % [ Empty [ Drop
Field Typs Collation Attributes  Null Default Extra Action
O o nt(50) No None  AUTOINGREMENT [B » X M@ [@ 2
[ name varchar(50) latin1_swedish_ci No  None B S X W 032
[ password varchar(30) latini_swedish_ci B /S x @ OB

healthrecord_sharing (14) rv

1t Check All £ Uncheck All Wi 2}
X

& Printview 4 Relation view i Propose table structure @

3 Add[1 field(s} @ At End of Table () At Beginning of Table 5 After [ID ~[Ga
Indexes: @

Action Keyname Type Unique Packed Field Cardinality Collation Null Commen t
#* ¥ PRIMARY BTREE Yes No [ A

Create an index on | 1 columns | Go |

+ Details

Screenshot 6.2.3 Admin Table

These Screenshot shows the Table for Admin Database. Application of these Table is Admin can register and login
to their Account and, also shows the implementation of sha-1 algorithm when the data of Admin Manipulated.

6.2.4 Miners Table:

Php s sdrnin
[l =T =]]

healthrecerd_sharing (14)

s
gdd
8

Screenshot 6.2.4 Miners Table
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These Screenshot shows the Table for Miners Database . Application of these Table is Miners can register and login
to their Account, also shows the implementation of sha-1 algorithm when the data of Miners Manipulated.

7. RESULT ANALYSIS

7.1 Mined Transaction:
Miners Panel

APPLY FOR VERIFICATION

Patient Case ID Patient Problem BP, Suger Student Name Hash

27 Patient Problem: cold 8P: normal Se3deaB0Bd63eeed32fB8e51f115(7bbf261031a
Patient Problem: cold

2 Patient Problem: rabies b710223d1bfe6dfb67b21174de7de4b20afl3d5
Patient Problem: fur growth

25 atient Problem: cronic disease P: higl cced292838edadeebe3cbb2a5c267633c4678b2d
atient Problem: cough & cold uger: low
ati s ° s 97c6b56097116f375fef7ade6d2c2c3e387007d6
a
OeSe0ce94157e552¢f92abe25d02f281882eeedd Mine this Transcation |
450a621656154f9de25d987550b1ch 3484685818 Mine this Transcation |
9a29b5668be4617d18d76a0c6605fd473ca3742a

d7a58b0363cbSeeSh2e1b5c321270c9ba0964d5

71d3b969e079d7c88388438e0bf79002a9d38870

c4c8f5d5b58baba09cdd692087e1ddfe1c624094

ati N Saae65ff36ab96941037930c8ddcdag7722301e5 M| t T c ‘
@  Dashboard atient Problem: Pain Suger: Nc oo bicid ot AL
r < ati BP: N Saae65ff36ab96941037930cBddcdag7722301e5 Mine this Transcation |

@  Mine Transcation atis ailes Silar N

58ae65f36ab96941037930c8ddcdag7722301e5 Mine this T on |

282€097c15303800548313ecf2064721f415655d

N 28ae097¢15303800548313ecf20647211415655d Mine this T ”
BP: N €52843d5cf4ad4236622a22bda7a807ae481495 Mine this Transcation
Suger: No e

3d05a6e5685ac351db7809e4d8b7e5(795d21845

d505ed37eedbabb8bc831d4e2eb8fI%e7ae1d365 T tic ‘
a1cBd54c3afc374bc1597a3d8353d33b77acafd Mine this Transcation |

©8c4344e0b677eb6041c295796b9c8I2c7d9decd

€8c434480b677eb6041c295796b3cB32c7d9deca

Screenshot 7.1 Mined Transaction Result

This is the Mine Transaction page that will appear when clicked on the mine Transaction tab.in this application
we can see the Patient Records Verification .The Records which get manipulated are seen as Red in colour and which
are unmanipulated are seen as Green in colour.This application contains patient case Id, Patient Problem, Bp sugar
,Specific key.
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8. CONCLUSION
Hosting of Blockchain in healthcare sector is very much useful in everyone's day to day life and it is mainly important
in healthcare sector There are innovative applications of Blockchain in healthcare due to inherent encryption and
decentralization Blockchain technology was found to be useful in real health care environments, including sharing of
healthcare and medical data. In addition, data sharing and collaboration via blockchain could help hospitals get a prior
understanding of patient’s medical history before the consultation. It enhances the security of patients' electronic
medical records, promotes the monetization of health information, improves interoperability among healthcare
organizations, and helps counterfeit combat medicines.
No matter where you are treated in the globe, your health record will be available and accessible on your phone and
validated through a distributed ledger such as blockchain.
Overall, this technology would significantly enhance and eventually revolution is how patients

9. Future Scope:

e In future, we will enhance the working on security of sharing the Medical record in Blockchain based Health record
sharing system .

e The future implementation will be online help for patients and chatting with doctors and web administrator.

e In Blockchain based Health record sharing system we can add facility for user detail.

e In Blockchain based Health record sharing system ,we can add facility to find doctor near your location.
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