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Abstract: The lack of proper security and encryption in traditional file storage services, raises the concern regarding the privacy of
users' data. The Dropbox hack in 2012 and the iCloud leak in 2014 highlighted the vulnerability of such systems, putting at risk the
sensitive information of millions of account holders. To address these concerns, this project proposes a Blockchain-based File
Storage system that aims to provide stability, privacy, and reliability. The project aims to leverage the robust transparency of
Blockchain technology to create a secure file storage system that ensures users' data remains private and protected. The proposed
system comprises two key components: a client application that performs data encryption and signing, and a backend Flask server
that verifies and validates all signatures and blocks, as well as maintaining network consensus.
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INTRODUCTION

In the Digital Age, users rely heavily on file storage systems for their data storage needs. Cloud storage solutions like Dropbox,
Microsoft One Drive, and Google Drive have become increasingly popular in recent years for data storage and sharing. However,
centralized systems are more likely to be attacked, resulting in severe disruption of services. Decentralized storage systems offer
several advantages, including overcoming the single-point failure problem and enabling additional benefits like low latency, cheap
cost, and the complete removal of confidence in a third party. Online documents have become essential for document verification,
and it is crucial to store them in secure file storage systems. However, many file storage services store users' files without properly
securing or encrypting them, leading to serious privacy concerns. A Blockchain-based file storage system aims to solve the three
major concerns in today's world: stability, privacy, and reliability. This system will allow end-users to interact with the files they
upload to the server through a simple user interface. The system consists of a client application responsible for encrypting and
signing data, and a Flask server on the backend that verifies and validates all signatures and blocks, ensuring network consensus.
Using a hybrid of symmetric and asymmetric key cryptography, this custom Blockchain implementation will enable storing data
references, timestamps, performed actions, and cryptographic signatures. With the rapid growth of internet connectivity worldwide,
implementing a robust system to counter such security concerns is essential.

BLOCKCHAIN TECHNOLOGY

Blockchain is a distributed network of digital events that occur and are exchanged by many people who participate. It is built on
the Merkle Tree data structure and enables a network of computers to agree on the true state of a distributed ledger at regular
intervals. A distributed ledger is a shared, mirrored, and synchronized database that members of a network can access, and each
record in a distributed ledger has a unique timestamp and cryptographic signature that uniquely identifies it. It uses a combination
of cryptographic algorithms and science theory techniques to ensure the security of the blocks. Any entry in the Blockchain
automatically verifies and secures data from previous blocks, rendering tampering virtually impossible.
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PROPOSED SYSTEM

This project proposes a private blockchain-based file storage system that aims to address concerns related to stability, privacy, and
reliability. The system will have a simple user interface for users to interact with the files they upload to the server. It comprises a
client application for data encryption and signing and a Flask server that verifies and validates all signatures and blocks, maintaining
network consensus. To guarantee data accuracy, prevent unauthorized data modification, and maintain data credibility, the custom
blockchain implementation will employ a combination of symmetric and asymmetric key cryptography. This approach will store
data references, timestamps, performed actions, and cryptographic signatures of users. By utilizing this hybrid cryptography
method, the blockchain will be resistant to tampering, ensuring that data history remains unaltered.
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SYSTEM
DESIGN
The system includes a privately maintained blockchain server and a web application for user authorization and file access.
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4.1 The Blockchain Server

The blockchain server for the system is built using Flask, a micro web framework written in Python. The server includes several
functions to manage the blockchain, such as creating a new blockchain, reading existing blocks, and checking the blockchain's
integrity. The server also includes an API that can be used to interact with the blockchain, allowing users to create new blocks and
fetch existing ones.

At regular intervals, the server runs a function to calculate the proof of work (Pow) for each new block. A proof of work (PoW) is
a type of data that is challenging to create but simple to verify, and it must satisfy specific requirements. Generating a proof of work
can be a random and low-probability task that typically involves a significant amount of trial and error before achieving a valid
proof of work.

The code block depicted above illustrates the genesis block, which represents the inception of the blockchain.

What is a Genesis block?

A genesis block is the very first block in a blockchain. It serves as the starting point for the entire blockchain network. The genesis
block is unique compared to other blocks in the blockchain because it does not reference any previous block, as there are no prior
blocks in the chain. Instead, it contains specific data, such as a timestamp, a message, or a reward, that sets the initial parameters
and rules for the blockchain. The genesis block is a critical component of a blockchain system because it establishes the foundation
of the entire network and sets the stage for subsequent blocks to be added to the chain.

1
s

"creator”: "a
"block typ
"prev_hash

The above code represents a block of data in a blockchain. It contains information about a file, including its name, size, file type,
file hash, salt, nonce, and tag. The creator of the block is listed as "admin123", and the block type is "create", indicating that this
block was created during the process of adding data to the blockchain. The previous block's hash is listed as
"3c581790de459fe2a6e52e65f9ab7265efd70630f51ac80585¢7c7c667d39 6df”, and the timestamp indicates when the block was
created. The "proof” field represents the proof of work required to create this block, and the "index" field indicates the block's
position within the blockchain. Finally, the "hash™ field represents the unique hash value that identifies this block in the blockchain.
This block is an essential component of the blockchain's structure, providing a secure and transparent way to store and verify data.

4.2 Django Web Application

The web application used for the blockchain-based file storage system is Django, a Python web framework that promotes fast
development and clean design. The web interface is designed to be user-friendly and allows users to interact with the blockchain,
as well as upload and download files. CSS is used as the frontend framework for the web interface.

In this system, OATH is used for user authentication. When a user uploads a file, they select it and enter their private key. To
encrypt large data, asymmetric key cryptography is not efficient. Therefore, to encrypt the file, a random 256-bit AES key is
generated, and then the key is encrypted using RSA. A new block is created using the encrypted AES key, along with the timestamp,
hash of the previous block, user's encoded public key, and file metadata. After that, the block is signed and hashed, serialized into
a JSON object, and sent through the API to the backend to be incorporated into the blockchain. On the server side, Flask is used to
run the blockchain server, which has a function to create a blockchain, read an existing block, and check its integrity. An API is
built into the system to communicate with the blockchain, allowing users to create a new block and fetch a block from the
blockchain. At a fixed interval of time, the system runs a function to calculate the proof of work for every new block.

Upon receiving the JSON object, the server undertakes the following steps: it decodes the object utilizing the Base64 decoding
technique, then proceeds to recalculate the hash, and finally verifies the signature to ensure that the file's integrity has not been
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compromised. If the file passes the verification process, the entire object is incorporated into the blockchain where the object
remains unchanged and cannot be tampered with, ensuring the security and integrity of the uploaded file.
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RESULTS
The proposed framework ensures the safe storage and management of user files while maintaining their confidentiality by

preventing access by third parties. Even if a file on the blockchain is breached, breaking the encryption to read the contents of the
file is very difficult. If the blockchain is tampered with, the system immediately notifies the server administrator to prevent any loss
of credibility. The framework also upholds the three critical information security policies: confidentiality, honesty, and availability.
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CONCLUSION

A proposed solution is a blockchain-based digital locker in a decentralized application that can securely store personal documents
with high availability. The use of blockchain technology makes it challenging for any third party to alter the data history or
credibility, ensuring data security. The system also has provisions for verifying documents with confidentiality, access control, data
privacy, authenticity, and integrity, making it a robust solution. The proposed solution can be used to store personal documents with
a high degree of security and trust.
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