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Abstract:-

Image encryption is a crucial aspect of data security, which involves the transformation of an image into an unreadable form,
making it inaccessible to unauthorized parties. Chaotic maps have been increasingly used as a means of encryption due to
their inherent properties of unpredictability and sensitivity to initial conditions. This paper proposes a novel image
encryption scheme based on chaotic maps, which employs a chaotic logistic map. The scheme utilizes a key matrix
generated by the two chaotic maps to perform a substitution-permutation network on the input image, ensuring a high degree
of security. The proposed scheme is evaluated using various statistical tests and is found to be robust against attacks such as
brute force, differential, and statistical attacks. Furthermore, the scheme demonstrates good performance in terms of
encryption speed and is suitable for real-time image encryption applications. The results of the study suggest that the
proposed scheme can be an effective solution for image encryption in various practical applications.

1. Introduction

Image encryption is an essential technique  for
protecting sensitive data from unauthorized access,
especially in the digital era where images are widely shared
and stored in various media. Various encryption techniques
have been proposed for securing images, including
symmetric and asymmetric encryption, steganography, and
watermarking. However, most of these methods suffer from
security vulnerabilities and computational complexity,
making them unsuitable for practical applications.

Chaotic maps have been recognized as a promising
method for image encryption due to their inherent
properties of unpredictability, sensitivity to initial
conditions, and pseudo-randomness. Chaotic maps generate
a sequence of seemingly random numbers that can be used
as encryption keys. The encryption process based on
chaotic maps typically involves two phases: a substitution
phase and a permutation phase. In the substitution phase,
the pixels of the image are replaced with pseudo-random
numbers generated by the chaotic map. In the permutation
phase, the positions of the pixels are shuffled to increase the
randomness of the cipher image.

In this paper, we propose a novel image encryption
scheme using chaotic maps that employs a combination of
the chaotic logistic map. The proposed scheme utilizes a
key matrix generated by the two chaotic maps to performa

substitution-permutation network on the input image.
The substitution-permutation network involves a series of
bitwise operations, such as XOR and modulo, to scramble
the pixel values and their positions. The resulting cipher
image is highly resistant to various attacks, such as brute
force, statistical, and differential attacks.

2. Related Works

This section provides an overview of the latest
published chaos-based image encryption techniques.
Several image encryption algorithms have been proposed,
varying in efficiency and robustness. The theoretical
overview and analysis of the above algorithms are
discussed and evaluated based on various performance
metrics such as Number of Pixel Changes (NPCR),
Uniform Average Change Intensity (UACI), Key Analysis
(KA), Histogram Analysis (HA), Correlation Coefficients
(CC ), information entropy (IE), noise attack (NA). A
literature review of the latest articles is presented as
follows: A review of ten conventional and five chaos-based
image encryption techniques was recently presented. The
comparison made was based on various evaluation metrics
such as statistical, differential and quantitative attack
analysis. In order to evaluate their effectiveness,
experiments were performed on MATLAB-2015. The
results showed the resilience of chaotic schemes against
statistical attacks. The encrypted images were highly
encoded with a consistent histogram distribution and lower
correlation coefficient values in all three directions
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(horizontal, wvertical and diagonal). Similarly, chaotic
schemes were resistant to differential attacks due to their
high sensitivity to pixel and key change values. All
techniques exhibited significantly large key space and high
information entropy values, thereby providing resistance to
brute force attacks. However, conventional schemes were
shown to be less robust against difference attacks because
they showed poor sensitivity to pixel change. Furthermore,
they concluded that image encryption using chaotic scheme
15, RC4, and AES proved to be computationally efficient
and had faster execution time compared to other considered
encryption algorithms. In another study, digital image
encryption and decryption schemes are discussed. These
schemes use multiple chaotic map methods to improve
existing algorithms providing a high level of image data
security. Key size sensitivity, key space, computation time,
and correlation coefficient are used to verify the protection
of snapshots. However, the techniques and methods
considered by the authors are somewhat outdated, and the
results of the work are not based on the analysis of the latest
methodologies. Monjul Saika et al. published a brief review
of map-based chaotic image encryption in the spatial
domain. The authors stated that chaos-based image
encryption is most suitable for encryption processes due to
its high sensitivity to initial conditions. Furthermore, a
general overview of chaotic maps and the three different
phases (choosing chaotic maps, swapping, and spreading
images) that ensure system security by providing protection
to digital data against unauthorized access were discussed
and exemplified. . The disadvantage of this paper is that the
authors did not discuss or review any research papers in the
spatial domain and limited themselves to basic chaotic
maps and phases. The authors attempt to explore image
encryption and steganography. The research papers studied
in this paper include various image encryption and
steganography techniques used to ensure data integrity and
security. Encryption techniques have been used to convert
the input image into an encrypted image, while shorthand
techniques have been used to improve the security of the
system. In this way, the encryption key is kept hidden in the
cipher image without changing or modifying the
information in it. This reduces the key transfer time
between the sender, receiver and third party distributor. In
addition, the cost of key distribution is also minimized. An
extensive analysis of several image encryption methods has
been published. This paper describes four image encryption
techniques, namely spatial, compressive sensing, optical,
and transform domain. The paper also made a broad
comparison of these techniques based on various
performance metrics such as UACI, histogram analysis, key
analysis, NPCR, noise, correlation coefficients, information
entropy, and encryption speed. The paper mainly focused
on the challenges associated with digital image encryption
techniques, such as computational time, security risks, and
debugging parameters. In addition, the author discussed
considerable achievements using metaheurism-based image
encryption schemes to overcome the above problems.

According to research, these meta-heuristic techniques
suffer from premature convergence, getting stuck in a local
optimum, and slow convergence speed. The paper
concludes that there is significantly more work to be done
on image encryption based on metaheuristic methods and
various imaging systems such as underwater, remote
sensing, multispectral imaging, and 3D imaging systems.
The authors analyzed some traditional and modern hybrid
encryption techniques with post-quantum methods, such as
DES-RSA, 3D Chaotic Map techniques, Singular Cubic
Curve RSA, ECC-based RSA with AVK, Joint
Compression and Encryption (JCE). These encryption
techniques and algorithms were compared based on various
performance metrics such as execution time, bit sizes, key
length, possible keys, and security level. The comparison
made in this paper showed that the combination of RSA-
based singular cubic curve with AVK reduced the time
consumption to a minimum level and provided the system
with high functionality in terms of security. However, with
double encryption, this technique appeared to be suitable
only for small content. Similarly, a mixture of AES-ECC
hybrid techniques showed a reduction in both space and
time complexity compared to other algorithms. A hybrid
approach has proven to be able to provide greater security.
On the other hand, quantum encryption performed better in
terms of key distribution, also requiring less resources.
Experiments concluded that Blowfish outperformed other
algorithms (DES, IDEA, and AES) in the analysis presented
in this paper, and that compared to other current
compression techniques, it performed much better in
encryption execution time performance. Younes et al.
presented a general introduction to image encryption and
cryptography along with a brief overview of the latest
image encryption techniques that provide security for
confidential data. These image encryption techniques show
considerable protection of sensitive information. Thus,
these techniques can be further refined and new techniques
developed to reduce the risk of data security and integrity.

In another survey, the authors drew attention to the
problem of the co-evolution of security risks of digital
images with the development of technology. The authors
also discussed and analyzed ten papers dealing with image
encryption techniques to promote further improvement of
the performance of these encryption methods and make
them highly resistant to security attacks. The methods
discussed above use different combinational approaches to
reduce security risks by embedding and encrypting the
original image and sending it to the receiver. However, this
approach still lags behind due to the slower transmission
time from sender to receiver. Moreover, compression and
segmentation techniques could not solve this problem
because compression techniques were not erasable or
reversible, while segmentation techniques take much longer
to transfer large data. Based on the review of the techniques
presented in the paper, the author concluded that chaos-
based encryption techniques are more secure and simpler
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due to the low consumption in the process of encrypting
and decrypting a large image.

Various image encryption techniques have been
reviewed and analyzed in the context of parameters used to
demonstrate the effectiveness of security algorithms.
Various aspects of image security in general and encryption
in particular are discussed. Bhat et al. presented a general
overview of image security in multimedia data and
reviewed various image encryption techniques in the
context of security parameters to verify the effectiveness of
these algorithms to ensure image privacy and integrity. An
analysis of encryption techniques showed that image
encryption differs from other multimedia encryption due to
the large data capacity and strong correlation between
pixels, which makes conventional encryption schemes
unsuitable. Therefore, before design, any image encryption
algorithm must be analyzed with respect to security
constraints to ensure the trustworthiness of the algorithms.

3. Proposed Method

3.1 Logistic Maps:
The logistic map equation is given by:
Xn+1 = r*Xn*(1 - Xn)

where Xn is the value of the system at time n, Xn+1 is
the value at time n+1, and r is a constant parameter that
controls the behavior of the system. The logistic map
exhibits a range of complex and chaotic behavior for
different values of r.

But, In this project we have used the 3d logistic map which
instead of updating Xn alone we have two more Yn, and Zn
represent the values of the system at time n, and a, b, ¢, and
d are parameters that determine the behavior of the system.
The 3D logistic map exhibits a range of chaotic behavior,
including bifurcations, attractors, and strange attractors,
depending on the parameter values.

3D logistic maps are often used in image encryption
schemes based on chaotic maps, as they exhibit sensitivity
to initial conditions and are pseudo-random. The chaotic
behavior of these maps makes it difficult for an attacker to
reconstruct the original image from the encrypted one.

3.2 Encryption:

1. Initialization:

The 3D logistic map parameters (a, b, c) and initial values
(X, Y, Z) are set. which is needed to generate the 3d logistic
key.

2. Pre-processing:

The input image is split into R, G, and B image.

3. Scrambling:

In this phase each and every pixels value is changed which
add one more level of security into our encryption system.
4. Key generation:

In this phase we generate a secret three dimensional key
than this key is used to encrypt the input images.

5. Output:

Output the encrypted image, which can be transmitted
securely.

Splitting the
image into

R.G. B

Scrambling Each
R.G.B image

Individually

|

Encrypting the
above
scrambied image

Marging back the
R.G.B
into I' or Encypted
mage

( —rlﬁ )

3.3 Decryption:

1. Initialization:

Choose initial values for the chaotic maps used in the
decryption process.

2. Key generation;

In this phase the key is provided by the sender that is
generated during the encryption process which will be used
as the secret key for decryption.

3. Descrambling:

Apply the Inverse diffusion process to the encrypted image
to recover the scrambled 3D images.

4. Decryption:

In this phase the sender’s key is used to decrypt the image
into plain image.
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5. Output:
Output the decrypted image, which should be identical to
the original 3D image.

This algorithm has been found to be robust against various
attacks, including statistical, differential, and brute-force
attacks. It also exhibits good performance in terms of
encryption speed and security. However, the algorithm
requires careful selection of the 3D logistic map parameters
to ensure the security of the encrypted image.

Fig-1 Original Image

Than it is used as input image and encrypted using the
(Stan ] above algorithm and 3d Logistic key and a ciphered image
is generated as shown in fig-2.

Inpuming ™
encrypied Image

Decrypang He image .‘:.fu
waing the key map

conver! P above
Imgas into
(RGB)

|

Descrambing the
SowR Gaal 0 100 200 00 400 500

indutuisty Fig-2 Encrypted Image

Now the above encrypted image is decrypt using the
Merging beck B4 R G, 8 decryption algorithm the resultant image is generated that is

channels nio a color shown in flg'3
mage| onginal image)

Here are the some of the images that we have encrypted and
decrypted by using above encryption and decryption
algorithm.

I. Encryption and Decryption on Grayscale image

®0 500
we have taken a grayscale image “lena.bmp” that has the Fig-3 Decrypted Image
size of 256*256 pixel shown in fig-1.
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I1. Encryption and Decryption on color image

We have tried the same algorithm to a color image
“city.jpg” that has the size 0of 256*256 pixel shown in fig-4.

100 200 300 400 S00
Fig-4 Original Image

Than it is used as input image and encrypted using the
above algorithm and 3d Logistic key and a ciphered image
is generated as shown in fig-2.

0 100 200 300 &0 500

Fig-5 Encrypted Image

Now the above encrypted image is decrypt using the
decryption algorithm the resultant image is generated that is
shown in fig-3.

100 200
Fig-6 Decrypted Image

300 400 S00

4. Security Analysis

In this section We have shown the robustness and
encryption quality of our algorithm using the following
analysis.

I. Histogram Analysis

The image histogram analysis is one of the most
straight-forward methods of illustrating the image
encryption quality. Since a good image encryption method
tends to encrypt a plaintext image to random-like, it is
desired to see a uniformly-distributed histogram for an
encrypted image.

The fig-7 shows the histogram of original image with R,
G, and B as parameters which shows the random
distribution of R, G, and B planes.

Intensty Hstogram - Original imspe

phanl count

A A
\ P ——g o VN .
S ey, S

P

Fig-7 Histogram of Original Image

The fig-8 shows the uniformly-distributed histogram in

the case of an encrypted image which shows that each R,G,
and B pixel are distributed equally.

Intersity Hstogram - Logistic Encrypted Image

.

o s uiven

Fig-8 Histogram of Encrypted Image

I1. Adjacent Pixel Auto-Correlation

Adjacent pixels correlation coefficient (APCC), another
common measure used in the assessment of the security
level for newly designed image encryption algorithms, is
based on the well-known fact that, generally in plain-
images, any arbitrarily chosen pixel is strongly correlated
with its adjacent pixels
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In the digital images the amount of redundant
information is very high, a fact which translates in strong
correlation of adjacent pixels within. In contrast, image
encryption  schemes should greatly reduce these
correlations, as closely possible, to a zero value. If one plots
the correlation distributions for the plain and encrypted
images will notice that the set of adjacent pixels are
concentrated along the main diagonal, in the case of plain
image as shown in the fig-9 below.

Adjacunt Fixel Autocareiation - Original iImage

Fig-9 APCC of Original Image

In the case of the encrypted images, same sets of adjacent
pixels are well scattered which is shown in the fig-10
below.

Adjacent Pixel Autocorrelation - Encrypt Image

Fig-10 APCC of Encrypted Image

Conclusions

Image encryption using chaotic maps is a popular
method for securing digital images. Chaotic maps provide a
pseudo-random sequence of keys that can be used for
encrypting the input image. The encryption process
involves dividing the input image into blocks, generating
keys using the chaotic map, and then applying XOR and
permutation operations to the image blocks.

Several algorithms have been proposed for image
encryption using chaotic maps, including the 3D logistic

map image encryption algorithm. These algorithms have
been found to be robust against various attacks, including
statistical, differential, and brute-force attacks. However, it
is important to carefully select the parameters of the chaotic
map to ensure the security of the encrypted image.

In conclusion, image encryption using chaotic maps is an
effective method for securing digital images. It provides
robust encryption against different types of attacks and can
be further strengthened by incorporating additional security
measures. As the use of digital images continues to grow,
the need for secure image encryption methods becomes
increasingly important.
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