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Abstract : Money laundering is the unlawful act of disguising the source of money gained unlawfully by transferring it via a
convoluted series of financial transfers or business dealings. Overall, this procedure insinuates and obliquely returns the "clean”
money to the launderer. The technique of altering the colour of money is known as money laundering. Additionally, it is a finance
sector virus. The placement, layering, and integration are the three stages. Around the world, there are several ways to detect money
laundering, at different stages. Here is our new method, which uses deep learning in its initial stage and is more accurate. This benefits
a wide range of financial organisations and financial sectors, especially banks.
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.  INTRODUCTION

Moving unlawfully obtained money through a web of complex financial transactions to seem legitimate or "clean” is known as
money laundering. The purpose of money laundering is to conceal the real source of the funds, making it difficult for law authorities
to connect them to their illegal source. Money laundering is the process of transferring monies that have been obtained unlawfully
via a series of complex financial transactions in an effort to make them seem genuine or “clean.” The purpose of money laundering
is to conceal the real source of the funds, making it difficult for law authorities to connect them to their illegal source. Because of
this, criminals may generate money from their illegal actions without drawing attention to themselves. But it is the responsibility of
the financial sectors and institute to detect the illegal activity at the different stages of the process.

Through this mechanism, tax-avoidance income imitates actual income. Money travels through the whole global financial system
before it reaches the account of the intended beneficiary. It may be challenging to trace the flow of money used for illegal activities,
especially in the future. There are several methods to commit financial crimes using the monetary system of the economy [1][5][16].

Money may be brought into the financial system through a number of techniques, such as smurfing. In order to modify the money's
form, transfers will be made between different bank accounts. This will aid in the formation of a complicated layer that will obscure
the origin of the cash and make their monitoring difficult. Deep learning is used in the identification and halting of money laundering
because it helps financial organizations see questionable behaviors and trends in massive amounts of transactional data [1].

Il. NEED OF THE STUDY.
1.1 Money Laundering

In to the financial system Money can be introduced in a variety of methods, including smurfing. Additionally, the money
will be transferred between various bank accounts to change its form. This will contribute to the development of a
convoluted layer that will conceal the source of the funds and make their tracking challenging.

1.2 Machine Learning

It can assist financial institutions in identifying suspicious behaviours and patterns in high volumes of transactional
data, machine learning is employed in the detection and stopping the laundering of money.

1.3 Deep Learning

Deep learning is used in the identification and halting of money laundering because it helps financial organizations
see questionable behaviors and trends in massive amounts of transactional data
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3.1 Literature survey

We review the literature in the ML field in this section, and we wrap up the description of various techniques in this
section. The process of converting unclean money that looks to have originated from a legitimate source into clean money
is known as money laundering.

Despite the mounting issues of financial scandals, money laundering, and terrorism funding, the financial industry is
expanding all over the world. The inadequacies of the financial system have received a lot of attention. This evaluation
looks at previous research, knowledge progress, and real-world applications in the fight against money laundering and
terrorism support. Additionally, future study recommendations are offered, as well as information on gaps in the
preventative measures put in place by governments to combat anti-terrorism funding (ATF) and anti-money laundering
(AML) [1].

Money laundering is the process of converting illegal monies that appear to have originated from a trustworthy source
into legal cash. To put it another way, it introduces unlawfully obtained monies into the regular financial cycle or money
circulation process while masquerading as legal tender. According to this study, the SARS has a largely negative impact,
and corruption and the SARS are two concurrent factors impacting the money laundering issue [2].

Money laundering has been a global problem for decades and is a huge danger to the economy and society. Several
studies have been undertaken on the use of ML for Anti-Money Laundering (AML) and Explainable Artificial Intelligence
(XAI) approaches in general, but there has been no research on the use of DL techniques in conjunction with XAI. The
purpose of this study is to examine the present state-of-the-art literature on DL and XAI for detecting suspect money
laundering transactions and to recommend future research topics. This research work includes Convolutional Neural
Networks and AutoEncoder[3].

A thorough assessment of the literature on money laundering was done, with special emphasis placed on the databases
Pro-Quest, Scopus, and Science-Direct. Following a review of the literature, major study themes were identified. The topic
of identifying money laundering was then thoroughly researched. The main strategies for this type of detection that
employ ML and DL have been discovered [4].

The article looks at worldwide principles for fighting money laundering and other forms of corruption. Aside from
their breadth, various provisions of the aforementioned international legal acts control the investigation of crimes
involving money laundering, terrorist financing, and corruption. The International Financial Acts definition [5].

This paper's goal is to increase the application module's correctness. The paper is organized as, section I is with
literature survey, Il gives the research methodology , Machine Learning algorithms employed in III, IV with result and
analysis, section V represents conclusion and VI is with the references.

I1l. RESEARCH METHODOLOGY

3.1 Collection Of Data

The research data was derived through a simulation of money-laundering activities in Middle Eastern banks using actual
datasets. Utilising features and Information that is comparable to actual transfers from the original dataset, the data were
simulated. The simulation's features and the procedures utilised in actual transactions had a lot in common. Both money laundering
and non-money laundering were produced after consideration. A rather comprehensive simulator was created by attempting to
model both money laundering and non-money laundering components of transactions. The simulation is built on the three methods
used by financial organisations to launder money: placement, layering, and integration. A rule was established to represent cash-in
transfers and another to represent transferred-out funds in the simulation of each procedure. An essential component of the
advantage of a stimulated dataset is that it is adaptable and generates a dataset with various parameters.

3.1.1. Transaction Type

Either cash-in or transfer-out transactions fall under this category. Transaction type was codified as a category variable
before being changed into dummy variables.
3.1.2.  Amount Of Crime

Whether the money-laundering activities were carried out by the financial institution's CEO or a fellow employee depends
on the severity of crime. A categorical variable that represented the level of criminality was coded before being transformed into
dummy variables.

3.1.3.  Quantity Of Money

The quantity of money, is a continuous random variable, indicates the actual monetary amount that was sent through the
transaction.
3.1.4. Date

The transaction's date is just the day, month, and year. Python's date and time formats were used to further reformat the date
by adding categorical variables to represent the days of the week and the months of the year.
3.1.5. Time

A continuous number, rounded to the nearest hour, represents the transaction's time.
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3.1.6. Pofession of the account holder

The depending on this field the threshold is fixed. This field is grouped in to 2 groups and according to
that the value is assigned in the preprocessing stage.

3.1.7. Old balance of the source

The old balance of the money sender is recorded before the transaction is performed.
3.1.8. New balance of the source

The new balance of the money sender is recorded after the transaction is performed.
3.1.9. Old balance of the destination

The old balance of the money receiver is recorded before the transaction is performed.
3.1.10. New balance of the source

The new balance of the money reciver is recorded after the transaction is performed.
3.1.11. Label
Whether or whether there was money laundering was the aim variable. The target variable was programmed to take the
value 1 for a money laundering classification and O for a non-money laundering classification. Equation 1 displays the formula to
represent the target variable.
Fraud = 1 and Legitimate = 0.

3.2 Statistical Tool And Performance Metrics

For the coding and analysis Python programming in a Jupyter notebook is employed. The chosen library was Scikit-learn. A
well-known ML library for creating and analysing ML algorithms is called Scikit-learn. For the ANN analysis, the Keras
opensource software library was utilised. The accuracy scores were used to assess the ML algorithm and ANN model. The
confusion matrix was used to identify false positives or type 1 errors since this is a classification model. The most effective classifier
was determined to be the algorithm with the highest predicted accuracy. The effectiveness of the top classification algorithm on the
test set (or unseen data) was evaluated using a confusion matrix. The following performance criteria from a categorization report
were also used to assess if the To determine if the model included the money-laundering category and the non- money-laundering
categorization, precision, recall, and the F-1 score were also used. The trade- off between the false positive and the actual positive
was plotted using the Receiver Operating Characteristic (ROC) evaluation tool.

3.3 Data Preprocessing

During the data preparation step, the dataset was checked for any unreported values. The crime level characteristic is absent
in 38% of the observations. Because this is a categorical variable, the mode was used to impute the missing observations. The
duplicate values in the dataset were all deleted. The individual and distinctive values of each characteristic were identified. When
Not a Number (nan) values were discovered, they were replaced with zero. Among the characteristics removed from the dataset
were source and destination IDs. The data could not be used to determine the location (i.e., latitude and longitude).
By creating a copy of the DataFrame, one of the copies is sliced into training (80%) and testing (20%).
1. The StandardScaler object is created and the training dataset is fitted.

2. By using scalar.transform the traning and testing features are transformed to fit the scaler.

3. Next, by using keras.Tokenizer to tokenize the textual columns and then, keras.pad_sequences is used to pad the column
sequence to the same length.

4. Finally for the left of DataSet, the data cleaning is applied to clean out he null and unwanted columns.

This whole process is known as data pruning.

Transaction Data i L—» Data Cleaning »| StandardScaler
Dataset Preprocessing
Preprocessed |4 Padding #—— Tokenization Transformation
Data
Fig. 1. Preprocessing System Architecture

In Fig 1,the transaction dataset is subjected to Data cleaning, the process of detecting and repairing flaws or inconsistencies in
data, such as missing numbers, outliers, and duplicates. For data cleaning, many strategies such as imputation, elimination, and
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transformation can be utilised. Here, transaction dataset is freed from unnecessary values, then the duplicate data is removed, the
textual data is converted to numerical values like type_of account, profession of the account holder etc., searched for missing values
if required whole tupple is removed finaly outliers are removed.

The mean is removed and each feature/variable is scaled to unit variance using StandardScaler. This procedure is carried out in a
feature-by-feature manner. Because it includes estimating the empirical mean and standard deviation of each feature, StandardScaler
can be impacted by outliers (assuming they exist in the dataset).

The transform() function is used to invoke a function on self, which results in a Series with transformed values and the same axis
length as self. To be used for data transformation.

By using Tokenization technique the whole dataset each attribute is converted in to tokens. Then sequence. pad_sequences is a
function for padding sequences. This function converts a list of num_samples sequences (integer lists) into a 2D Numpy array with
the shape (num_samples, num_timesteps). num_timesteps is either the maxlen parameter if one is supplied, or the length of the
longest sequence if none is supplied, as shown in the Fig 1. Finally the preprocessed data is generated.

IV.RESULTS AND ANALYSIS

¥ Money Laundering Detection = ) X
ndex typeof_account profession_of_account holder number_of transactions type transaction credit debt transaction
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Fig. 2. Raw data before subjected to Preprocessing

Fig 2, respresents the transaction data set created for this research work by accuring the knowledge form kaggle
dataset and performing an survay on money laundering process from different bankes.
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Fig. 3. Transaction data after Preprocessing

Fig 3, respresents the transaction data set obtained for this research work after performing preprocessing. For this
research work several prepocessing techniques are applied, data cleaning, the StandardScaler, scalar.transform,
keras.Tokenizer and keras.pad_sequences.

V.CONCLUSION

Making dirty money into clean money is the primary objective of money laundering. The part financial institutions play in
money laundering cannot be overstated. The results presented in this research lend support to the detection of money laundering. le.
The preprocessed data is furter subjected to classification process. which is performed by meachine learning algorithms like Decision
Tree, Random Forest and Artificial Neural Network. Deep Learning with Explainable ANN can be used for Accurate detection of
money laundering [1], is proposed but not implemented.
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