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ABSTRACT:

An Electronic Health Record (EHR) represents a digital rendition of a patient's complete medical history,
meticulously maintained by healthcare providers. The sharing of EHRs plays a pivotal role in healthcare,
facilitating seamless communication among different medical institutions. However, the prevalent use of cloud-
based EHR sharing systems raises concerns regarding patient privacy and data security. The centralization of data
in cloud servers can potentially expose sensitive information to vulnerabilities.Blockchain technology emerges as a
promising solution to address these challenges, owing to its distinctive attributes of decentralization and tamper
resistance. This paper advocates for the adoption of Blockchain-Based Privacy and Access Control to enhance EHR
security. The primary objective of this proposal is to implement blockchain technology for EHRS, ensuring the
secure storage of electronic records while precisely defining access permissions for authorized users.

To achieve this, we employ a Hybrid Encryption approach, combining Advanced Encryption Standard (AES) and
Elliptic Curve Cryptography (ECC) techniques for sharing medical records securely. Additionally, we model the
relationships between EHR owners and EHR users using smart contracts, which operate within the Ethereum
blockchain ecosystem. These smart contracts facilitate the enforcement of access control policies, ensuring that
only authorized individuals can access and modify EHR data.Our evaluation of the proposed system centers on the
efficiency of encryption and decryption processes, measuring the time required to safeguard and retrieve EHR data.
By integrating blockchain technology, we aim to establish a robust and secure framework for managing electronic
health records, safeguarding patient privacy, and enhancing data security in the healthcare sector.

Keywords:Ethereum Blockchain, EHR, Hybrid Encryption.

1. INTRODUCTION:

An Electronic Health Record (EHR) comprises an individual's comprehensive health-related data, encompassing
personal information, medical images, medical conditions, and medication history. Sharing EHRs holds the
potential to benefit both patients and healthcare institutions in several significant ways, as outlined in HIMSS
(2006). It can facilitate medical research, enable cross-border cooperation among healthcare providers, and
establish robust regulations and standards to promote secure EHR sharing, instill trust among medical entities,
enhance patient care, and advance medical science.

However, the increasing reliance on cloud storage for EHRs, with its associated advantages, also introduces
security challenges that hinder the widespread adoption of cloud-based e-health applications, as noted by
Abukhousa et al. (2012). Despite the broader availability of EHRs, their utilization remains limited due to security
concerns, as indicated by Sauermann et al. (2013). Technological hurdles persist, impeding EHR sharing and
complicating its implementation. Consequently, one of the most significant challenges in healthcare systems today
revolves around securely sharing medical data. This sharing paradigm gives rise to numerous privacy and security
issues, potentially impeding its widespread acceptance, as discussed by Boumezbeur and Zarour (2018). The
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sensitive nature of this data makes patients and medical organizations wary of sharing it, emphasizing the need for
protection against unauthorized access. Security concerns include safeguarding the secure sharing of EHRs among
patients and various healthcare services within cloud environments. Unauthorized access to EHRs without patient
consent poses significant risks, compromising data privacy, security, and the integrity of cloud-based e-health
systems. Additionally, patients may face challenges in monitoring and managing their cloud-based health records
shared by healthcare providers. Therefore, proposing suitable access control solutions for EHR sharing within cloud
environments becomes imperative.
In recent times, the adoption of blockchain technology has emerged as a significant development in enhancing
medical and e-health services. Satoshi Nakamoto initially introduced blockchains through the popular
cryptocurrency Bitcoin (Shuaib et al., 2014). Blockchains operate on a decentralized architecture and consist of an
open and distributed ledger that records transactions efficiently, verifiably, and permanently (Rajput et al., 2019).
Individual transactions are organized as interconnected blocks within a single chain, with each transaction being
authenticated by a network of interconnected validating nodes before being appended to the blockchain (Siddiqui et
al., 2020a; Siddiqui et al., 2020b). Unlike traditional databases, blockchains enable members in a distributed
network to exchange electronic currency without the need for a centralized, trusted third party (Agbo et al., 2019;
Hardin and Kotz, 2019). Transaction validation is decentralized and relies on validators, typically miners,
eliminating the need for centralized intermediaries (Holbl et al., 2018).
Blockchain technology's immutability and use of cryptographic functions for secure communication make it well-
suited for secure EHR information sharing (Gordon and Catalini, 2018; Catalini and Gans, 2020). This technology
has the potential to revolutionize the healthcare system in various aspects, including secure EHR exchange and data
access control among different medical institutions to enhance privacy and data protection (Mayar et al., 2020). It
offers a promising approach to collaborative clinical decision-making in telemedicine and precision medicine
(Cheng et al., 2018) and has the potential to transform the exchange of health information (HIE) by making EHRs
more secure and efficient. As a result, numerous blockchain companies, such as HealthNautica, Factom, Capital
One, and Gem, are actively collaborating to leverage blockchain technology for preserving medical data.
This article proposes a privacy-preserving EHR sharing scheme that combines cloud storage and blockchain
technology. Cryptography plays a vital role in securing and safeguarding users' personal information within this
proposal. In this scheme, original EHRs are securely uploaded to the cloud in an encrypted format, with only
signature and encryption keys retained on the blockchain. Smart contracts, responsible for managing access control,
facilitate secure data sharing among users. Patients retain full control over their EHRs within this new system,
ensuring that users and healthcare providers can practically utilize the data without compromising patient privacy.
The primary contributions of this paper can be summarized as follows:
1. Proposing a blockchain-based cryptographic and access control scheme for EHR sharing, leveraging
Ethereum smart contracts.
2. Utilizing a combination of symmetric and asymmetric encryption algorithms to secure EHRs and secret
keys, ensuring confidentiality and privacy.
3. Implementing smart contracts within the proposed scheme to manage user access control, ensuring that data
owners maintain control over who can access their health records.
Performance analysis of the proposed framework using cloud computing usability tests conducted on the Google
Storage Platform (GSP) and Ethereum blockchain with Solidity for smart contract implementation, demonstrating
the feasibility of the suggested approach.
The remainder of this paper is structured as follows: Section 2 provides an overview of related work, while Section
3 delves into the system architecture, workflow, and smart contract details. Section 4 offers a comprehensive
analysis and discussion of the proposal's performance. Finally, Section 5 concludes the paper.

2. LITERATURE SURVEY

Li et al. (2018) introduced a novel Data Preservation System (DPS) built upon blockchain technology, providing a
secure storage solution that ensures data integrity and verifiability while safeguarding user privacy. The DPS
harnesses data storage mechanisms and cryptographic algorithms to bolster security. Thwin and Vasupongayya
(2019) proposed an access control model for Personal Health Records (PHRs) leveraging blockchain. Their
approach employs proxy re-encryption and cryptographic techniques to uphold confidentiality. Encrypted records
are stored in the cloud, while metadata resides on the blockchain. Notably, the data sharing process relies on an
intermediary, a proxy server responsible for re-encryption and key management, adding an extra layer of security.
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Wang et al. (2018) presented a secure Electronic Health Record (EHR) system based on blockchain technology and
a cryptosystem mechanism. This system offers fine-grained access control, ensuring authentication and
confidentiality of cloud-stored EHR medical data. They introduced a novel cryptographic technique called hybrid
attribute/identity-based encryption and signature (C-AB/IB-ES). Attribute-Based Encryption (ABE) and Identity-
Based Encryption (IBE) are used for data encryption, while Identity-Based Signature (IBS) is employed for digital
signatures.

HBasechainDB (Sahoo and Baruah, 2018) is a scalable blockchain framework integrated with the Hadoop database.
It leverages blockchain pipelining and federated consensus to create blocks. The blockchain framework, although
dependent on Hadoop, stores blocks in the Hadoop database, enhancing scalability. This study highlights the
potential of combining blockchain with other scalable platforms to address scalability challenges while exploring
data stored within the blockchain.Xia et al. (2017) proposed a blockchain-based Data Sharing (BBDS) scheme
focused on access control policies for sensitive health data. The BBDS emphasizes identity-based authentication to
enhance healthcare system efficiency. It employs cryptographic techniques within a blockchain network to
reinforce security measures, ensuring the integrity and confidentiality of shared health data.

3. METODOLOGY

3.1 Proposed System:

The objective of the proposal is to implement EHR blockchain technology and ensure that electronic records are
safely stored by specify access permissions for users. We use Hybrid Encryption techniques (AES + ECC) for
sharing medical records and We model the relationships between the EHR owner and EHR user using smart
contracts through the proposed system on the Ethereum blockchain.

3.2 System Architecture:

The system architecture of the proposed privacy-preserving and access control scheme for sharing Electronic
Health Records (EHRS) using blockchain technology (BAcP-EHR) is depicted in Figure 1. This architecture

EHR Owner
(EO)

Figure 1: Proposed System Architecture

3.2.1 Encryption and Cloud Storage:

EHR data is first encrypted using the EHR owner's secret key to maintain confidentiality. The encrypted EHR is
then securely stored in cloud storage, transmitted via a secure socket layer (SSL) to ensure data protection. To
enhance security, the secret key is further encrypted using a public key.

3.2.2 Blockchain Component: The encryption key, along with all essential information, is stored on the
blockchain for authentication purposes. The blockchain component is responsible for storing smart contracts, EHR
signatures, and encrypted keys.

3.2.3 Three-Layered Framework: The proposed framework comprises three layers:

Data Collecting Layer: This layer involves patients visiting healthcare providers for treatment. The primary entity
in this layer is the EHR owner (EO), who owns the EHR data to be shared. The EO has complete control over their
EHR and can establish access control policies, granting or denying access permissions to others as needed.

Data Storing Layer: This layer includes two entities:

Cloud Storage (CS): The cloud repository stores the encrypted EHRs uploaded by the EO.

Blockchain (BC): The blockchain serves as a repository for smart contracts, EHR signatures, and encrypted keys.
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Data Sharing Layer: In this layer, the EHR user (EU) is an entity that can be an individual (e.g., patient, doctor) or
an organization (e.g., hospital, health insurance company, medical research institute). They access the patient's
EHRs for various legitimate purposes.

3.2.4 Overall Architecture Workflow:

Step 1: Interactions between the patient and their healthcare provider generate primary data, including patient
records, current medical issues, and other physiological information.

Step 2: The EHR owner uploads the encrypted EHR to cloud storage. Simultaneously, the encrypted keys and other
essential information are transmitted to the blockchain.

Step 3: The EHR user sends a request to the blockchain to access the EHR, retrieve it, and subsequently decrypt it
for legitimate use.

This architecture ensures secure EHR sharing, where the EHR owner maintains control over their data, and
authorized users can access and use the EHRs while preserving data privacy and security.

3.3 System Workflow:

The proposal enables EHR owners to control their own EHRs. Based on cryptography techniques and blockchain
technology, it performs privacy-preserving EHR sharing through the following steps.

3.3.1 System setup: To implement the Hybrid Encryption scheme, users should register unique accounts and create
their keys. First, a symmetric key (SK) 128 bits in length is generated for each EO. The SK is the output of the hash
function (SHA-1) employed by the SUN provider’s pseudo-random number generation (PRNG) algorithm termed
SHA1PRNG. The hash function is used to generate a stream of random numbers. The SK of an advanced
encryption standard (AES) is used to encrypt the EHR. Each user in the blockchain obtains key pairs (PuK, PrK) by
hashing a random number (RN) utilizing the 256-bit SHA-1 hash function to complete data sharing transactions.
The key pair of the ECC asymmetric key encryption was used to encrypt SK and sign the original EHR.
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Figure 2: Workflow of proposed system

3.3.2 Data storing: After generating all the keys, the EO encrypts the EHR using the SK to get the ciphertext
CEHR, then encrypts his/her symmetric encryption key using the public key PuK to get the ciphertext key CK, as
shown in Equations (1) — (2).

Cenr= Encenr (EHRI (i€ [1;8]), SK) 1)
Ck= Enckey (SK, PuK) 2

After that, he/she creates a hash of the encrypted EHR to be signed using Equation (3), where MD is the message
digest. The private key is then used to sign the MD, and the encrypted hash is the digital signature (SIG). When the
signature algorithm is completed, the EO sends the encryption EHR (CEHR) to the cloud storage, as described in
Equation (4).

UNRD2309130 ‘ International Journal of Novel Research and Development (www.ijnrd.org) b274



http://www.ijrti.org/

© 2023 IJNRD | Volume 8, Issue 9 September 2023 | ISSN: 2456-4184 | ]NRD.ORG

MD= H(CEeHRr) 3)
SIG = (MD, PrK) 4)

Then, he/she sends both SIG and encrypted keys (Ck) to the blockchain. Besides, he/she sends the access
permissions to the smart contract as presented in 3.5 below. For example, all users' public keys are stored in the
system database. If B (the owner) wants to share data with C (add C to the list of approved users), the SK will be re-
encrypted with the public key of C. When C needs to access data, he/she can decrypt them using its private key.
Because only C has access to C’s private key, no one else can decrypt the data. The storage process is shown in
Algorithm 1

Algorithm 1. Data storing level.
- Input EHRI, Access control, PuK, PrK, SK, SHA-2
: For each EHR data do
: Use SK to encrypt EHR Cenr= Encenr (EHRI (i€ [1 ;8]), SK).
: Use PuK to encrypt SK, Ck= Enckey (SK, PuK).
: Use SHA-2 to create MD on encrypted EHR, MD= H(EncEHR).
: Use PrK to sign MD, SIG = (MD, PrK).
: Store user’s Puk in the system’s database.
: Upload Cenrto the CS.
: Upload Ck and SIG to the BC.
10: End for;
11: Output Cenr, Ck, SIG.
3.3.3 Data sharing: The EHR owner predefines access rights in smart contracts, such as access privileges, access
actions and access rights (e.g., read, write), to ensure the secure sharing of EHR. The smart contract is activated
immediately before the access condition is met, which will ensure the validity and fairness of the sharing of data to
implement the corresponding procedure. The process of EHR sharing consists of the following two sections:
A.Blockchain access:
EHR access request: The EU initiates a blockchain network EHR exchange request (Req) transaction. The access
target (ID), access EHRi and PrK must be included in the request, as shown in Equation (5). The blockchain
receives the transaction request and verifies the EU’s identification. Only the EU is fair, and the transaction data
will be stored in the blockchains.

Req = (ID || EHR; || PrK); i€ [1 ;8]) (5)
Execution of the smart contract: If the Req is valid, the SK will be decrypted using the EU’s private key and sent to
the user, as described in Equation (6).

SK= Decck (CK, PrK) (6)
B. Cloud storage EHR sharing: As seen in Algorithm 2, the EU will recover the EHRI from the cloud. Then, to
achieve the integrity and authenticity of the EHR, the EU creates a hash of the encrypted EHR, MD2, as shown in
Equation (7). Then, he/she uses the EO’s public key to decrypt the SIG; the result of the decryption is shown in
Equation (8).

OO0 Ul WNPE

MD2= H(CeHRr) @)

Decsic = (SIG, PK) (8)
If this decrypted MD matches MD2, the signature is correct, and the EU will decrypt the EHR and perform its
access action, as described in Equation (9). If not, the user can inform the system that the data may have been
changed.

EHRi= Deccerr (CeHr, SK) 9)

Algorithm 2. Data sharing level.

- Input SK, PrK.

. If Req is not valid then

: ‘return failure’.

- Else

: Decrypt EncKey, SK= DecCK (Ck, PrK).
: Retrieve CEHR from the CS.
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7: Create MD2= H(CghRr).

8: Decrypt SIG, Decsic= (SIG, PK) to get the MD.
9: IF the two MD do not match then

10: ‘return failure’.

11: Else

12: Decrypt Cenr, EHRi= Deccerr (CEHR, SK).
13: End If

14: End If

13: Output EHR;

4., RESULTS

We initially conducted tests to measure the time required for encrypting and decrypting blockchain data for various
sizes of Electronic Health Records (EHRSs). Figure3 illustrates the encryption and decryption process times for
Thwin and Vasupongayya (2019), Wang et al. (2018), and our Hybrid Encryption scheme. Notably, the Hybrid
Encryption scheme exhibits consistent time efficiency, regardless of the EHR size.

We proceeded to compare our test results of encryption and decryption time consumption with those of Thwin and
Vasupongayya (2019) and Wang et al. The comparative outcomes are depicted in Figure 4 and Figure 5, revealing
that our scheme boasts faster encryption and decryption processes. Particularly, when dealing with large EHRs
containing substantial image files like X-rays and CT scans, our scheme significantly outperforms Thwin and
Vasupongayya (2019) and Wang et al. (2018), making it a more suitable choice for securing health record data.

Work Work Wang et al. (2018) Thwin and Vasupongayya (2019) Hybrid Encryption

File size | Encryption Decryption | Encryption Decryption Encryption | Decryption
128 KB | 0.366 0.162 0.092 0.0032 0.017 0.0009
512KB | 0.371 0.170 0.094 0.0064 0.018 0.0011
2MB | 0.376 0.180 0.101 0.0166 0.019 0.0054

8 MB 0.423 0.226 0.142 0.0592 0.059 0.0315
32MB | 9503 0.405 0.303 0.2383 0.109 0.1055

Figure 3: Encryption and Decryption comparison
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Figure 4: Encryption Process comparison Figure 5: Decryption process comparison

5. CONCLUSIONS:

This paper presents a blockchain-based access control scheme aimed at preserving the privacy of
electronic health records (EHRs), with a focus on achieving privacy, confidentiality, integrity,
and access control. The system leverages Ethereum blockchain technology and cloud storage to
ensure secure storage of electronic records by defining precise user access rules. Initially, a
framework for EHR sharing among various entities is proposed, with cloud storage housing
encrypted EHRs, and EHR signatures stored on the Ethereum EHR blockchain. Access controls
for EHRs are established through Ethereum blockchain smart contracts to facilitate efficient and
secure access. The scheme employs both symmetric and asymmetric encryption techniques to
ensure data confidentiality while enabling privacy-preserving data sharing. Implementation on
the Ethereum platform is carried out, with performance evaluation demonstrating the scheme's
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security objectives. Future work includes exploring extensions and enhancements to the system,
such as the development of a blockchain-based fraud detection system in healthcare.
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