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Abstract

Increasing digital technology has revolutionized the life of people. There are many threats and frauds detected in banking
system. A centralized database is used by banking system which makes the attacker easy to get access to data and this makes
the system insecure. The drawback of this centralized system can be reduced by reforming the system by implementing
blockchain technology without using tokens. Blockchain uses decentralized architecture for storing and accessing data over
the database. This reduces attacks on database hacked. Transactions done through blockchain technology are verified by
each block in the chain, which will make the transaction more secure and help banking system work faster.
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I. INTRODUCTION

Blockchain was first implemented on Bitcoin cryptocurrency. This technology was first proposed in 2008 to develop bitcoin
which is a successful cryptocurrency and executed in 2009.[]2] Computerized cash is supported and powered by innovation
of Blockchain. Blockchain plays a vital role in affirming and approving exchanges in a digital currency. It has a special
structure that does not involve a third person. When a new transaction is requested a new block is created in an existing
blockchain by validating that block and thus this chain grows.

Banking as a service requires maintaining and securing customer information to protect it from hackers, which is increasing
day by day. In today’s world commercial banks has importance in the financial institutions so that data should be able to
withstand information leakages and attackers, which provide customers satisfaction and reliable services. For this security
purpose, an alternate solution is provided which requires high cost and time, hence its less efficient [1]. Blockchain to serve
the customer with a reliable and less time-consuming system. So, the blockchain is a preferred solution.

Peer to Peer network is implemented in the blockchain. The main characteristic of this distributed system includes fault
tolerance and extensibility in the blockchain. It is very necessary to protect the geographically decentralized data structure
to protect it from data losses, internal failure, and termination of the entire system [1].

To retain consistency in a decentralized system, a blockchain technology is preferred. Blockchain is about advanced data
(chunk) put away in an open database (chain). The information is conveyed across numerous PCs, and the entire blockchain
is completely decentralized. This implies no individual has command over blockchain, this is an extreme database that
controlled and regulated by organizations and different elements.

Blockchain system joins private keys innovations, appropriately arranged and shared records
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II. LITERATURE SURVEY

Natalia A. Popova, Natalia G. Butakova et.al [1] mentioned that the way to improve security and performance regarding
transactional information of banks. Entire transaction history can be traced after the generation of a new block. Consensus
protocol solves the issues of competitive access. All transactions that are completed are checked by this protocol. The
temporary balance conditions of certain transactions are removed. Block hashing uses hash value which is calculated by the
Merkle tree.

Satoshi Nakamoto et.al [4] mentioned a peer to peer electronic cash system (Bitcoin). 2016. Online Payments or transaction
where directly send from one party to another without going through a financial institution which undergoes peer to peer
communication. Digital signatures play a role in protection at a limit. The proposed system uses a verification of data and
secure transmission of money through bank validation.

Jesse Yli-Huumo (2016) et.al [6] mentioned the blockchain has Secure Data management technology and a decentralized
system. A definition that is constant with the definition of other authors verifies here. It also mentioned several technical
limitations and challenges that blockchain technology has. Few identified challenges are multiple chains, wasted resources,
usability, throughput, size and bandwidth, latency, security.

Siba (2016) et.al [7] mentioned Public, private & hybrid are the three types of blockchain. A digital ledger that is completely
decentralized and can be accessible to any internet user is called public blockchain (Siba, 2016). A private blockchain is
wherein the sense that there is a central authority giving permissions control the transaction in the blockchain, which is the
main difference between public and private.

Blockchain is a system where there can be no exception because a transaction is wrapped into the blockchain which cannot
be hacked. High requirements like reliability and honesty for a business, where they can use blockchain to Attract customers
such as cash back. In addition to the distributed functionality that can provide an avoidance to the single point of failure
situation. Blockchain faces several problems even if it has a great future.

Tareq Ahram1, Arman Sargolzaei2, Saman Sargolzaei3,4, Jeff DanielsS, and Ben Amaba6 et.al [8] tells about innovation to
the blockchain. The efficient use of analytics and cloud technology, mobile, social media, and [oT (Internet of Things), had
led the digital world to new creations. A new perspective to security, resiliency, and efficiency are the few terms that are
introduced by the blockchain. Blockchain gained huge popularity through bitcoin and formed a foundation for
cryptocurrency. A secure way of transaction, goods, services are provided by blockchain technology. Challenges like
transaction security, frauds hacker attack blockchain is a quicker and easy chain provider and faster integration with cloud
technology and IoT. IBM Blockchain is used for developing and formalizing the healthcare industry. The concepts
arepreferable to a huge range of manufacturing industries, government, and finance where efficiency, security, and
scalability must meet the needs.

Sachchidanand Singh, Nirmala Singh et.al [10] mentioned the future of financial and cyber security using blockchain
technology. This paper explains the need for blockchain and a summary of the working of bitcoin. Financial institutions and
the future of banking can be shaped by adopting of Internet of Things (IoT). IoT is a few aspects where the blockchain
mainly focuses on. Bitcoin uses hash which is an output of Secure Hash Algorithm 2 (SHA-2). The hashing algorithm
converts a huge amount of data into a fixed-length hash value. In public blockchain same hash algorithm is used by a slight
variation.

III.BLOCKCHAIN TECHNOLOGY

Blockchain technology is a distributed database which contains information about all the transaction that occurs in the
system. It is a type of data structure for storing and transmitting data in packages. These packages are called blocks that are
connected to the digital chain.
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Fig 1. Information broadcasting in blockchain.
Fig. 1. Represent how the information is distributed by the blockchain over the network which prevents the problem of
distributed consensus.
In blockchain each block is verified by consensus of participants before adding it to blockchain. Blockchain is immutable.
The reason behind is that once data added in blockchain it cannot be reversible or erased.
The first block created in blockchain is called as genesis block which has no parent and it is parent of all other blocks which
are newly added in a blockchain [13].
The consensus protocols are used for adding a new block in blockchain and bring all nodes in agreement i.e. all nodes trust
on each other. Suppose one transaction is created and this transaction is broadcasted to every node and new block is created
which contains one or many transactions. Each node performs proof-of-work (PoW) for its block. PoW isconsensus
mechanism. After performing PoW by a node, block is broadcasted to every node. After validation of block, new block is
added in a blockchain [3].

ARCHITECHTURE OF BLOCHCHAIN

The blockchain is sequence of blocks which hold the information about transactions between nodes of a network. Block
Header consists of Block version, Merkle tree, Time Stamp, n Bit, Nonce, and Parent Block Hash.

¢ Block version consist of validation rules to be followed by block.
¢ Hash values of transactions are calculated by merkle tree.

e Current time is saved in time stamp.

¢ Target Threshold of a legitimate block hash in n-Bit.

o A varied accessory parameter is called Nonce, a 4- Byte (32 bits) field whose values is adjusted by miners during hash
calculation.

¢ Parent Block Hash indicates the pervious block hash value, where block i-1 is executed, block i is under execution and
block i+1 is yet to be executed.

Transaction Counter stores the number of transactions that are completed by the block [12].
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Fig. 2. Blockchainarchitecture

A Blockchain is a sort of spreadsheet containing data about exchanges. Every exchange creates a hash. A hash is a series of
numbers and letters. Exchanges are entered in the request wherein they occurred. The hash depends on the exchange as well
as the past exchange's hash. Indeed, even a little change in an exchange makes a totally new hash. The hubs check to ensure
an exchange has not been changed by examining the hash. Each block alludes to the past block and together makes the
Blockchain.

IV.PROPORED SYSTEM

In banking system, the centralized database will be replaced by a decentralized system, which will distribute data over the
chain.

Banking information system processes and transmits customer's data which consist of account status, history of their
transaction which is stored inside their infrastructure. Thus, there is a need to find a way to provide integrity and uniqueness
to information that is transferred over banking transactions.

In a Banking System transaction must go through a bank that is why proposed concept excludes the use of miners or tokens.
Only bank can add a new block, no one else has an authority to add a block even though they are a part of system. If person
A, has to transfer money to person B, then banking system will first verify, validate and record the transaction and then
create a new transaction in the block [1]

The system uses SHA-256 algorithm. SHA represents Secure Hashing Function, and 256 communicate the numerical
amount of the fixed piece length. This implies the objective is right 256 piece, and as referenced, Bitcoin utilizes a 65-
hexadecimal hash value. Using the SHA-256 capacity makes it difficult to copy a hash for creating the hash value for a
specific block which is further used for validating the same block. The hashing procedure gathers input information into a
fixed size. Hashes recognize, think about, or run figuring against records and strings of information. When endeavoring to
add to a degree blockchain, the program must illuminate for the objective hash with the goal for it to arrive at
acknowledgment as another block. The validation is done by computer nodes connected in the blockchain. It compares the
previous hash value stored in the system with a new hash value of a block. It creates a hash value of data in the block. The
length and size of the hash value are the same for all kinds of data.

In the system, in which two people wish to lead an exchange of money, each with a public and a private key, blockchain
permits individual A to utilize their private key to merge data in regards to the exchange to the public key of individual B.
This data together structures some portion of a block, which contains a computerized signature just as a timestamp and other
applicable data about the exchange, yet not the personalities of the people associated with that exchange. That block is then
transmitted over the blockchain system to the entirety of the hubs, or other segment portions of the system, which will at
that point go about as validators for the exchange of money. Sending of data and approving of block requires enormous
measures of figuring power. This is done by miners present in the system which validates the block and then puts it in the
block chain, during the time spent blockchain approval, a system who surrenders a little part of their computational force
so as to offer assistance to the system accordingly wins a prize.
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In Existing System, humans working as miners are rewarded for work. We propose to replace human by a trusted architecture
to work as miner, thereby providing a high level of security for the transaction.

Nodes connected in distributed system transfer block to every node that they are connected to. After verification, each block
is replicated in system. While transferring a block in highly secured network there is no predetermined path to be followed.

At point when an exchange is recorded in blockchain, Subtleties of Exchange, for example, value, resources and possession,
are recorded, verified and validated in all hubs of system.

V. EXPERIMENTAL SETUP

The proposed system is implemented in NS 2; following are the simulation parameters which are implied on the system.

Table 1. Simulation parameters

Configurations Values

Parameters

Simulator NS2

Simulation area 1000 m X 1000 m

No. ofnodes 1,2.34567.8,......100

Operation preformed on nodes 10,20, 30,40

Source-destination 4

Pairs

Packet size 512 bytes

CBR rates 4 bytes

Mobility RWP

Max. speed (ms) 4-24 ms

Simulation time 600 ms

Channel Type Wireless Channel

Routing Protocol SCTP, SADHOC,
DVR

Transmission Range 250m

Max Packet In 50

Frequency

The table defines the configuration parameters that are used for simulation. Here the parameters are examined on the nodes
connected in P2P network topology. since it is a public blockchain it can be connected to n number of blockchain, for
simulation, results have been evaluated on operation nodes as mentioned in above table. Packet Size defines the size of
block transferred in the network.

VI. PERFORMANCE ANAYLSIS

The simulation was performed to test the performance of the existing and proposed work by considering the blocks
viz, 10, 20, 30, 40 where the Delay, overhead and throughput was calculated, and the comparison was done for existing as
well as for the proposed system. Following are graphs which mention variations with existing and proposed system.

1. Delay(ms) Delay is the time taken by a node to create a new block and validate it in a blockchain. Time taken by
the miners to create the blocks and validate them is higher in the existing system than in the proposed system. This is because
the existing system requires human interference. Here the delay is calculated in milli seconds.
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Fig.3 Delay Comparison for Validating Block in Blockehain.
2.
Fig 3 shows a comparison of delay with respect to the existing and proposed model, which stated that the performance of
proposed is appreciated.

3. Overhead
Unlike the delay which accounts for single block, the overhead helps us keep track of time lapse of overall blockchain.

In a blockchain, multiple copies of blocks have to be maintained in every system. This results in requirement of high
network connectivity. Automation techniques are provided for miners thereby making it easier to share the workload while
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Fig. 4 Overhead Comparison in Blockchain

validating and creating new blocks.

Fig 4 shows a comparison of overhead with respect to the existing and proposed model, which stated that the performance
of proposed is appreciated.

4. Throughput
Throughput is measure of rate of validation of blocks by nodes in a network. In the existing system, humans are miners
which take more time, because they have to solve the given mathematical problem to validate and create a new block. In
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proposed system, nodes take lesser time than the existing system
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Fig. 5 Throughput comparison in the Blockchain

Fig 5 shows a comparison of throughput with respect to the existing and proposed model, which stated that the performance
of proposed is appreciated

VII. SNEAKPEEKS OF IMPLEMENTATION
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Fig 10 Account Details of user for their activated account by bank

VII. CONCLUSION

Finally, the paper concludes that the proposed system defines a security of the system. Blockchain technology is a
distributed system that works on total verification and validation of data without consideration of Miners or Tokens.
Eliminating use of miners or tokens may lead to create transparent and load free network, which increase in survivability of
transaction. By adopting blockchain in the distribution of databases on banking systems one can reduce attacks on the
system. Blockchain without tokens plays a vital role in building a system which is more reliable for banking to perform
transactions that have to be secure at a very high level.
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