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Abstract-Cloud computing has become a popular approach to manage personal data for the economic savings and management flexibility
in recent year. However, the sensitive data must be encrypted before outsourcing to cloud servers for the consideration of privacy, which
makes some traditional data utilization functions, such as the plaintext keyword search, impossible. To solve this problem, we present
multi-keyword ranked search scheme over encrypted cloud data supporting dynamic operations efficiently. Our scheme utilizes the vector
space model combined with TF IDF rule and cosine similarity measure to achieve a multi-keyword ranked search. However, traditional
solutions have to suffer high computational costs. In order to achieve the sub-linear search time, our scheme introduces Bloom filter to
build a search index tree. What is more, our scheme can support dynamic operation properly and effectively on the account of the property
of the Bloom filter, which means that the updating cost of our scheme is lower than other schemes. We present our basic scheme first,
which is secure under the known cipher text model. Then, the enhanced scheme is presented later to guarantee security even under the
known background model. The experiments on the real-world data set show that the performances of our proposed schemes are
satisfactory.
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I. INTRODUCTION

Cloud computing has become a popular approach to manage personal data for the economic savings and management flexibility in recent
year. However, the sensitive data must be encrypted before outsourcing to cloud servers for the consideration of privacy, which makes
some traditional data utilization functions, such as the plaintext keyword search, impossible. To solve this problem, we present multi-
keyword ranked search scheme over encrypted cloud data supporting dynamic operations efficiently. Our scheme utilizes the vector space
model combined with TF IDF rule and cosine similarity measure to achieve a multi-keyword ranked search. However, traditional solutions
have to suffer high computational costs. In order to achieve the sub-linear search time, our scheme introduces Bloom filter to build a
search index tree. What is more, our scheme can support dynamic operation properly and effectively on the account of the property of the
Bloom filter, which means that the updating cost of our scheme is lower than other schemes. We present our basic scheme first, which is
secure under the known cipher text model. Then, the enhanced scheme is presented later to guarantee security even under the known
background model. The experiments on the real-world data set show that the performances of our proposed schemes are satisfactory.

Il. RELATEDWORKS

The concept of identity-based encryption was introduced by Shamir , and conveniently instantiated by Boneh and Franklin . IBE eliminates
the need for providing a public key infrastructure (PKI). Regardless of the setting of IBE or PKI, there must be an approach to revoke users
from the system when necessary, e.g., the authority of some user is expired or the secret key of some user is disclosed. In the traditional
PKI setting, the problem of revocation has been well studied and several techniques are widely approved, such as certificate revocation list
or appending validity periods to certificates. However, there are only a few studies on revocation in the setting of IBE. Boneh and Franklin
first proposed a natural revocation way for IBE. They appended the current time period to the ciphertext, and non-revoked users
periodically received private keys for each time period from the key authority. Unfortunately, such a solution is not scalable, since it
requires the key authority to perform linear work in the number of non-revoked users. In addition, a secure channel is essential for the key
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authority and non-revoked users to transmit new keys. To conquer this problem, Boldyreva, Goyal and Kumar introduced a novel approach
to achieve efficient revocation. They used a binary tree to manage identity such that their RIBE scheme reduces the complexity of key
revocation to logarithmic (instead of linear) in the maximum number of system users. However, this scheme only achievesselective
security. Subsequently, by using the aforementioned revocation technique, Libert and Vergnaud proposed an adaptively secure RIBE
scheme based on a variant of Water’s IBE scheme , Chen et al. constructed a RIBE scheme from lattices. Recently, Seo and Emura
proposed an efficient RIBE scheme resistant to a realistic threat called decryption key exposure, which means that the disclosure of
decryption key for current time period has no effect on the security of decryption keys for other time periods. Inspired by the above work
and, Liang et al. introduced a cloud-based revocable identity- based proxy re-encryption that supports user revocation and ciphertext
update. To reduce the complexity of revocation, they utilized a broadcast encryption scheme to encrypt the ciphertext of the update key,
which is independent of users, such that only non-revoked users can decrypt the update key. However, this kind of revocation method
cannot resist the collusion of revoked users and malicious non-revoked users as malicious nonrevoked users can share the update key with
those revoked users. Furthermore, to update the ciphertext, the key authority in their scheme needs to maintain a table for each user to
produce the re-encryption key for each time period, which significantly increases the key authority’s workload.

» The keyword-based search is such one widely used data operator in many database and information retrieval applications, and its
traditional processing methods cannot be directly applied to encrypted data. Therefore, how to process such queries over encrypted
data and at the same time guarantee data privacy becomes a hot research topic.

» Song et al. first defined the problem of searching on encrypted data and proposed a symmetric searchable encryption scheme with
linear complexity.

» Most of these methods cannot meet the high search efficiency and the strong data security simultaneously, especially when applying
them to big data encryption poses great scalability and efficiency challenges.

I1l. PROPOSED SYSTEM ARCHITECTURE
In this paper, we focus on a special type of multi-keyword ranked search, namely the multikeyword top-k search, which has been a very

popular database operator in many important applications, and only needs to return the k documents with the highest relevance scores.

we propose a group multi-keyword top-k search scheme (GMTS), which is based on partition and supports top-k similarity search over
encrypted data.

we propose a random traversal algorithm (RTRA) to strengthen the data security, where the data owner builds a binary tree as searchable
index and assigns a random switch to each node, so the data user can assign a random key to each query.

» Improving the efficiency and the security of multi-keyword top-k similarity search over encrypted data.
> Data user receives different results but with the same high level of query accuracies in the mean time.
> Experimental results show that our methods are more efficient and more secure than the state-of-the-art methods.
MODULES:
e Data Owner

e Data User
e  Authority
e Cloud Server
e Enclave
MODULES DESCRIPTION:

Data owner:

Data owner holds the data and wants to outsource his data to the cloud. In particular, data owners only want to share their data with those

who satisfy certain conditions (e.g., student, professors or principal). They will be offline once their data have been uploaded to the cloud.
Data User:

Data user wants to download and decrypt the encrypted data shared in the cloud. Those who are authorized can download the encrypted

file and further decrypt it to access the plaintext.
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Authority:

Authority is responsible for initializing system parameters and data user registration. Also, it handles the call request from the cloud in the
first proposed construction.

Cloud Server:

Cloud provides convenient storage service for data owners and data users. Specifically, it stores the outsourced data from data users and
handles the download requests sent by data users.

Enclave:

Enclave handles the call request from the cloud (used in the second system).

Encrypted Cloud Server Results
Documents / \
/@ Encrypted Tmpdnar

(] ¥ Index

Secret keys >

Data Owner Data User

Fig.1 proposed system architecture

IV. RESULTS AND DISCUSSION
The output screens obtained after running and executing the system are shown from Fig.2 to Fig. 10
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C | ® localhost:8086/Privacy-Preserving%20Multi-keyword%20Top-k%20Similarity%20Search/ ¥ | :

Data Owner Cloud Server Contact Us

PRIVACY-PRESERVING MULTI-KEYWORD TOP-K
SIMILARITY SEARCH

OVER ENCRYPTED DATA

Abstract Sidebar Menu

Cloud computing provides individuals and enterprises massive computing power and scalable storage capacities to itk

support a variety of big data applications in domains like health care and scientific research, therefore more and more  « D. ne!
data owners are involved to outsource their data on cloud servers for great convenience in data management and .
mining. However. data sets like health records in electronic documents usually contain sensitive 1, which o

brings about privacy concerns if the documents are released or shared to partially untrusted third-parties in cloud. A~ « t
practical and widely used technique for data privacy preservation is to encrypt data before outsourcing to the cloud

servers, which however reduces the data utility and makes many traditional data analytic operators like keyword-based

top-k document retrieval obsolete. In this paper, we investigate the multi-keyword top-k search problem for big data

encryption against privacy breaches, and attempt to identify an efficient and secure solution to this problem

Specifically, for the privacy concern of query data, we construct a special tree-based index structure and design a

random traversal algorithm, which makes even the same query to produce different visiting paths on the index, and

can also maintain the accuracy of queries unchanged under stronger privacy. For improving the query efficiency, we

Fig.2 Home page

M Inbox - nikhith. [ Privacy-Preserving M

€« C | @ localhost:8086/Privacy-Preserving%20Multi-keyword%20Top-k%20Similarity%20Search/dataownerregister.jsp r | H

Data Owner registration Form

User Name
Password [

Email Address. [ ]

Date Of Birth W

Select Gender [--Select-- v

Address

N

Mobile Number [

| REGISTER o

Fig:3 Data Owner Registration
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<« C | ® localhost:8086/Privacy-Preserving%20Multi-keyword%20Top-k%20Similarity%20Search/dataownerhome jsp?m2=success ? %

Upload Files File Details View Requests

PRIVACY-PRESERVING MULTI-KEYWORD TOP-K
SIMILARITY SEARCH

OVER ENCRYPTED DATA

Data Owner Home Sidebar Menu

well Home
Upload Files
File Details

Logout

This Project developed by 1000proiects

Fig: 4 Data Owner Home

M Inbox - nikhith 1€ X 7V [&] Privacy-Preserving Mult X Y&

<« C | ® localhost:8085/Privacy-Preserving%20Multi-keyword%20Top-k3%20Similarity%20Search/uploadfiles,sp 7|

File Details View Requests

PRIVACY-PRESERVING MULTI-KEYWORD TOP-K
SIMILARITY SEARCH

OVER ENCRYPTED DATA

Upload Files

File Name | |
Keyword ‘

Upload Report | Choose File |No file chosen

[ submit | | Reset |

Fig:5 upload Files
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Uploaded File Details

File Name Data Keyword Hash Code |[R

[WAVUxB/mSI Y OOQYXVSHpojoquRoMTaWaF 4wrXKZNtCBhu3iuSksMnFswWleyksic vimHkCDVI3zZ
lcloud txt [+Bi85DJvaWRR2IKIBRIZN/TQu+bUg IWGmMHQQQTT+4ij7319sZs2 TDpJ TEGVGZ4mBGNYFrSZSgS0c B 1WFc\WeCa+1fg048GThA== |[94756405 |5 View
lIBhPcutarUKNwEMiB4LyixwX8vi2HorurUgNZUeMPDyvR5INY 3ke 2UTDOSPOMA==

[GnsDESaIITY SIHS LSEHIOKTq2S0IB+)KHGHEWIUNKKYI CLSF oDbiDs4Z23bPpHXsDVxPPve +
[2VZBLKXVASpEMZITHE MM +SADPGIchXWWT XVepEKEpeZFwisGog +0bCiDINEVeednLUX3ERWSn
ava it RsJ6inowTintIYJDNUEOJsvpuXkHI7a5/bIZLB424bKDUYINLOA40ZZ +madilsh3+n3CIFVCed 4CDOAIOC+V4uSsEvCa3BiQ== 32548128 |5
LSiKMi4YpJIJPRIReOKhB43pP3ZoUDMOXM 1vL0p1F46e+pasdAT32d0ZZUMMOQC sOMEGBWSDUPY
(0DNSCQWKNXUTVEER40psQUIvLEKWw=waF JYinA==

[wGawWmWegEr5BYadLILWDhIQKOYpBWEB ++1 Ve 2KofWK 1iXmSay+uFDUG2Y XpnD 1 njW7Zq0Crw
InZaRdPs7L7EbLIbS45/ di1iaeuk3jd71T/EtCV35rXnaisfosq/IDeal 3GARRZCLO2S6dUEY
lencryption txt ||AkSbT5pcmar1gFetBJSxeY mJsvi3uVGJ37ChgOAsM4JBKKSYXVSIKvBUYTEKIrTtight] YNSri XCmasMibVPIMIgIMSjecgQ== [[-1512632445||3 View
AUBtPTmnMss|3938GroGtcs AV 1iw+uwjvQHDeiVmyW2gqRecbXN7BCN3QBREBFJTy2NauaYM2
Ky+RAD3WwRafLbkF2/zUKYEJerQYmCQ18Kxj5hcKG 11kzli@sGBakknZ0I=

[QGamE4apwdaBo35WOWshby 1 SOtwGPMNKICAPARWSQaNZRCJGFwiBehRIUTMHISSNIRAZCUW]
leDStAguIu4l+hgySSVIpRyPIDJSFZG TGSTIDFMIL3A0UNIG YOS YEnNewy S+yRSSQreUdiC
lencryption.tet |[EKISTX2Bepzw1bIVVTRIIBMU E6WGAM182DI2SbBI0XaXBde6ta UGH3PQeZdmiZTd2AY 2HMQJ DMMGENNLYUSZ+nmOdfpSOg==|1512632445([1  |\view
WYaB2MEUWOOThE T sa VST DjQaE20NTEWRE/3UVPRIJDISIS +PO0SWAMQCK KWCBIDZH1ZNE
[+&f3yblyBz4h7smRIpzhZJwoS Suc TTEONIDUE 2mSsmBa0Q560BSNACBUM=

Fig: 6 View Uploaded File Details
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Fig:7 Search File
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Fig:8 Hash Code Search
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Fig:10 View User Search Requests

V. FUTURE SCOPE AND CONCLUSION
In this paper, we focus on improving the efficiency and the security of multi-keyword top-k similarity search over encrypted data. At first,

we propose the random traversal algorithm which can achieve that for two identical queries with different keys, the cloud server traverses
different paths on the index, and the data user receives different results but with the same high level of query accuracies in the meantime.
Then, in order to improve the search efficiency, we design the group multi-keyword top-k search scheme, which divides the dictionary into
multiple groups and only needs to store the top-ck documents of each word group when building index. Next, to protect the query
unlikability, we apply the random traversal algorithm to get the RGMTS, which can increase the difficulty of cloud servers to conduct
linkage attacks on two identical queries, and we can also tune the value of E to make the level of query unlikability flexible for data

owners. Finally, the experimental results show that our methods are more efficient and more secure than the state-of-the-art methods.
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