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Abstract—The goal of net of factors (IoT) studies is to 

extend computing and connectivity to something, 

everyone, anywhere and whenever. Whilst there are 

apparent benefits inside the usage of IoT systems, the 

convergence of technology has started to challenge the 

privacy of users. Powered through area based totally 

services, these structures have the potential to allow a 

scientific mass surveillance and to impinge at the personal 

privacy of users, specifically their area privacy. This paper 

overviews some of the prevailing place privacy troubles 

observed on cellular devices. Specific hobby is paid to the 

modern-day get right of entry to permission mechanism 

used on the Android, iPhone and home home windows 

mobile structures. It's far predicted that the modern 

privateness troubles in cell platforms are much more 

likely to be inherited if no longer magnified inside the IoT. 
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INTRODUCTION 

The inventions of the Internet, computers, mobile 
devices, Wi-fi networks, GPS enabled devices and 
different types of communications came about hastily for 
the reason that humanity took hundreds of years before 
the innovations of the wheel. With this speedy 
advancement of technology, the net of factors (IoT) is 
now not visible as a imaginative and prescient of the 
destiny. It's far turning into a reality. IoT is in which 
networks of items are linked collectively using wi-fi 
technology, RFID, 3G and 4G networks, Bluetooth, GPS 
systems and other communication technology. The 
interconnected community of everyday items, along with 
backend structures that are searching for out styles of 
interest among those items, in tandem with cloud 
computing environments, web portals, and cell computing 
will permit the 'matters' to talk with every different. Over 
the following couple of years, the prediction is that the 
economic price of the net of factors will surpass that of 

the net 30 times over, and it is expected to turn out to be a 
marketplace that is worth extra than $one hundred billion. 

 The convergence of area based offerings (LBSs), 

communication and computing technologies in the internet of 

factors area will enable a revolution in our normal activities, 

where each technologies grow to be sophisticated. Vicinity 

primarily based offerings, especially on mobile devices, are 

now turning into more mainstream. Mobile gadgets, cellular 

applications and region primarily based provider technology 

may be the important thing factors in the emerging net of 

things. Recent research on the net of factors display the 

significance of cell gadgets in this domain. Examples are the 

integration of RFID era in mobile 

  Even as there are obvious benefits in the usage of IoT 

structures, this mixture of technologies is going to mission the 

protection of privacy of users. Powered by means of LBS, these 

systems have the capability to enable systematic mass 

surveillance and to impinge on the private privateness of users 

in particular their vicinity privacy. Area privateness issue by 

way of itself isn't always new. What is new is the extended 

scope of the hassle. The automation in gathering and reading 

users’ facts, in the IoT surroundings, gives area private ness an 

added dimension. This work is an attempt to spotlight the issue 

of location private ness inside the IoT. The paper is organized 

as follows: segment 2 discusses location based totally services 

and area technologies. Section 3 covers the problems of 

location privacy. The vicinity privateness in cell devices when 

it comes to the IoT is discussed in section 4. Conclusions and 

other troubles are supplied in section five. 

LOCATION BASED SERVICES 

In mobile computing, there are wide-spread adoptions of 
LBSs in smart phone applications. Mobile applications such 
as those which run on the iPhones or the Android enabled 
devices give mobile users the ability to access remote data 
anytime and anywhere, and to improve availability of 
services e.g. group calendar, mobile banking, and social 
networking. Searching for a restaurant nearby or exploring 
the current area for shopping deals or discounts are some 
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examples of LBSs in use today on almost every smart 
phone. 

Sharing location information has improved the way 
people communicate. Mobile location based services have 
facilitated the exchange of location information between 
people, making socializing easier. A couple of years ago, 
some studies in Europe, found that most teenagers used 
SMS to connect with their friends and arrange meetings. 
Lately, SMS communication has evolved significantly with 
the penetration of mobile applications in the mobile 
industry. With the wide spread of iPhones, Android and 
Windows mobile phones, SMS and VOIP applications, 
operating over 3G networks, are taking over traditional 
SMS. Some of these applications also offer location sharing 
with friends. These applications are referred to as social 
location disclosure applications. Other location based 
services have emerged and applications such as child 
location services are becoming popular. 

A. Location Awarness 

 Historically, computers simplest have the potential 

to decide the identity of customers the usage of 

conventional methods of authenticating individuals or 

computer systems by means of usernames and 

passwords, digital certificates, and different 

credentials. In addition they have the capacity to report 

the instances of get admission to and in some instances 

the IP addresses of customers. Vicinity focus is a time 

period which has grow to be famous only these days. 

The term originated from configuration settings in 

networking. Network area attention (NLA) offerings 

collect community configuration and location facts, 

and notify applications while this facts modifications. 

With the appearance of global positioning structures 

and radio-equipped mobile devices, the term has 

developed ever considering the fact that. Obtaining 

area facts turns into more beneficial in mixture with 

identification authentication in mobile and pervasive 

computing. This mixture ends in the usage of the time 

period vicinity based totally offerings. 

 Hopper describes the three strategies generally 

used to file area statistics: (1) coordinates: a two- or 

three- dimensional vector of real numbers representing 

the distance of an entity from a well-described 

foundation; (2) proximity: a actual quantity (usually 

rounded to a binary price) representing how near  or 

extra entities are to each other; and, (three) 

containment: a cost representing the quantity of 

interplay between entities ,e.G. A laptop is inside a 

room. 

 Recent improvement in cell computing has enabled 

transportable devices to reap location statistics the use 

of various methods. Get right of entry to to region data 

can be initiated the use of GPS satellite tv for pc 

tracking, cellular tower triangulation, or the device's 

media get admission to control (MAC) address on a 

wireless network. The subsequent sections describe one of 

a kind region technology. 

Location via GPS 

Research into the Global Positioning System (GPS) can be 

dated back to 1972 when the United States Air Force (USAF) 

conducted developmental flight tests of two prototypes of GPS 

receivers over White Sands Missile Range, using ground-based 

pseudo-satellites. Consequently, GPS satellites were widely 

used for the first time in 1990 during the gulf war [8]. A device 

equipped with a GPS receiver calculates its position by 

precisely timing the signals sent out by the GPS satellites. 

Usually, signals from 3 satellites are required for the two 

dimensional (2D) operational mode. The 2D operation mode 

will provide only horizontal coordinates without elevation 

readings. For the 3D operation mode, at least 4 satellites are 

needed. In this scenario the horizontal and elevation 

coordinates can be obtained. Messages sent by satellites 

include the time when a message was transmitted and the 

satellite’s position at the time of sending the message. 

Therefore, using messages received from a minimum of four 

satellites, a GPS receiver is able to determine the times sent and 

therefore the positions of the satellites corresponding the times 

sent. The location process is as follows: The GPS receiver 

starts by locating four or more satellites, calculates the distance 

to each satellite, and uses the distances from all the satellites to 

determine its own location. This process is based on a 

mathematical principle know as trilateration. Trilateration is the 

process of determining the absolute or relative locations of 

points by measurement of distances, using the geometry of 

circles, spheres or triangles. Therefore, a GPS navigation 

device provides latitude and longitude information, and some 

have the ability to provide altitude information.  

A. Location via Wi-Fi 

With the rapid growth of wireless technologies, in 
general, and wireless local areas networks (WLANs), 
locating wireless device based on Wi-Fi signals, known 
as Wi-Fi-based positioning system (WPS), is attracting 
more applications. The localization mechanism used for 
positioning in Wi-Fi access points is based on two 
methods. The first is by measuring the intensity of the 
received signal and the second is known as WLAN 
fingerprinting [9]. 

A location fingerprinting technique, also known as a 
scene analysis or pattern matching technique, observes the 
operating environment and estimates a device’s current 
location based on these observations [10]. This method 
assumes that every physical location has a unique 
fingerprint in the wireless signal space, i.e. different 
characteristics, similar to the fingerprint of human. The 
operating procedure of this technique mainly consists of 
two phases. The first phase consists of an offline sampling 
where WLAN scanning is performed and map 
construction is performed, and an online locationing. In 
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the second phase, the location of the WLAN device is 
determined based on real-time WLAN measurements. 
The wireless geo- location techniques are usually 
based on a mathematical calculation of the time of 
arrival (TOA), the time difference of arrival (TDOA) 
and the direction of arrival (DOA) of the signals [11]. 

Location through Cellular Network 

Obtaining the location of a device through the 
cellular network is known as GSM localization. 
Localization is performed using the multilateration of 
radio signals between the radio towers of the network 
and the device. Multilateration is a navigation 
technique based on the measurement of the differences 
in distance to two or more stations at known locations 
that broadcast signals at known times [12]. 
Interestingly, this process of localization does not 
require an active phone call. GSM is based on the 
signal strength to nearby antenna masts. The GSM 
localization method works as follows. The base station 
has the responsibility of processing calls from a GSM 
enabled device. Therefore, a base station can determine 
the general geographic area of a device. Other base 
stations also make contact with the GSM enabled 
device and once information from several base stations 
has been gathered, the location of the device can be 
narrowed down using triangulation. Triangulation is 
the process of determining the location of a point by 
measuring angles to it from known points at either end 
of a fixed baseline [13], rather than measuring 
distances to the point directly known as trilateration. 
Accuracy can be to within a few hundred meters in city 
areas where the base stations are not far from each 
other; while in rural areas, the system is less accurate. 

LOCATION PRIVACY 

Locations based services offer numerous benefits to 
users as well as financial benefits. However, the 
possibility of unauthorized disclosure of location 
information is one of the major concerns and it poses a 
serious threat to users’ privacy. In such an environment, 
users are unable to manage their location disclosure 
settings effectively as they lack the control over the 
location sharing. Consequently, a user may wish to stay 
anonymous and may not want to be identified by LBS 
providers, especially when the information reveals the 
location of the user. Researchers have long been aware of 
the potential privacy risks associated with LBSs as the 
problem has received a considerable attention from users 
and, in some cases, from service providers and 
government organization. 

While better services can be provided if 
personalization is allowed, not all LBSs require the 
personal identification of a user. However, the problem is 
that positioning information in the form of a specific 
location can actually lead to personal identification of the 
user and their behaviors. The study in [14] showed that a 
driver’s home location can be inferred from the GPS data 

collected from his vehicle even if the location information 
was anonymized. It further shows that the reconstruction of 
an individual’s route could provide a detailed movement 
profile that allows inferences. For example, recurring visits 
to a medical clinic could indicate illness and visits to activist 
organizations could hint at political opinions. In [14], it has 
been found that using clustering techniques, locations of 
users can be exposed even when the GPS traces, collected by 
the location-based services, are anonymized. In [15], it was 
found that there are ethical issues associated with the use of 
GPS with public users. Adequate safeguards need to be in 
place to avoid the abuse of location information gathered 
through GPS technology. 

In another study [16], it has been shown that the future 
movements’ of users can be predicated from location 
information collected over a period of time. The authors used 
GPS data from a single volunteer collected over a four month 
period and used it to derive the location context of a user. 
They developed an algorithm which extracted locations of 
importance from the GPS data and used it to design an 
intelligent predictive model of the user's future movements. 
In a similar study, a protocol was developed which had the 
ability to identify and infer the home location and the identity 
of a user. Data were collected from 172 individuals. A reverse 
geo- coder was able to infer home locations of roughly 5% of 
the participants correctly [17]. 

Should Apps Developers be Trusted? 

A law suit was filed in 2012 against Twitter, Apple, 
Facebook, Instagram, and some mobile application 
companies, accusing them of distributing privacy-invading 
mobile applications [18]. Lookout, a security firm 
specialized in anti-virus products, revealed the results of its 
‘App Genome Project’ report, showing that around 300,000 
applications for both iPhone and Android phones have the 
capability to access users’ personal data [19]. The reports 
also showed the percentage of free applications that have the 
capability to access user’s locations and contact data, and 
the ability to execute third party codes which enable users’ 
data to be collected and these data may  be analyzed to 
reveal user’s location information. 

Android, Apple and Windows Mobile Phones 

The hundreds of Android threats, reported by McAfee 
in the middle of 2011, have jumped into thousands in the 
first quarter of 2012 [20]. Similarly, F-secure (a well-
established anti-virus and computer security company) 
reported that Android malwares have been growing 
exponentially [21]. Some of these malwares were 
targeting the users’ personal information. 

TaintDroid project [22], has identified that some 
Android applications are releasing users’ private 
information to online advertisers. TaintDroid is a joint 
study by Intel Labs, Penn State, and Duke University. An 
application was developed to provide real-time 
monitoring services that precisely monitor the traffic of a 
particular application and detect when private information 
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was released to a third party. In a study of the 30 most 
popular applications, TaintDroid found that 15 
applications were sending users' geographic location 
to remote advertisement servers. The study also found 
that seven of the 30 applications sent the unique phone 
(hardware) identifier, and, in some cases, the phone 
number and SIM card serial number to developers. 
These 30 applications were randomly selected out of 
the 358 most popular free applications on the Android 
Play that have access to both the Internet and privacy 
information such as geographic location, camera, 
audio, and phone information. The TaintDroid project 
results are summarized in Table 1. 

In [23], the authors reported that hackers could take 
control of a phone by maliciously crafting SMS 
messages. An attacker can get full control of the user’s 
phone by sending 500 messages without being noticed 
by the victim. In March 2011, another study found that 
7.5% of the total applications on the Android OS had 
the capability to access the user’s stored contacts, while 
28% of them had access to the user’s location [19]. In 
December 2011, Google removed 22 applications from 
the Android market saying that these applications were 
stealing and hacking user data [24]. 

TABLE I. TAINTDROID PROJECT SUMMARY 

 

Statisti

cal 

Signific

ance 

30 Applications, 8% of the top 50 popular 

free applications in each category that had 

access to privacy sensitive information 

were monitored and analyzed (at the time 

of the 
experiment). 

Users 

Aware

ness 

The installed applications do not inform 

the user when or why personal data are 

collected. The declaration of permission 

request during installation does not 

provide 
enough information on when and to whom 
private information are sent. 

Periodici

ty of 

Transf

er 

Some applications shared location 

information with advertisement servers 

only when displaying ads to the user. 

Some applications shared location 

information even when the user was not 

running the application. 

Some applications shared location 

information frequently as every 30 

seconds. 
Limitatio
ns 

The study only covers the Android 
platform. 

Similarly, Apple pulled out the MogoRoad - Swiss 
road traffic information application from its App Store. It 
was because Apple received many user complaints that, 
by using this application, users were getting phone calls 

from marketing companies. Also, a federal lawsuit in the US 
was filed against the Storm8 iPhone application maker. They 
were accused of harvesting users’ phone numbers using their 
game application without any encryption [25]. Seriot also 
pointed out that another iPhone’s application which violated 
users’ privacy. The application was called Hollywood Gossip 
and it was available to download for free on the App Store. 
Besides providing clues about celebrities and stars, the 
application was found to be secretly accessing users’ address 
books and changing email addresses. The application 
developer knew that people from the film industry were most 
likely to use this application. The developer intended to use 
the application to collect private information from celebrities 
[26]. 

Another study published by “The Wall Street Journal” 
analyzed the 101 most popular smart phone applications 
running on different operating systems, including the 
Windows phone, iPhone and Android phone [27]. It was 
reported that out of the 101 applications, 56 transmitted the 
unique phone IDs to other companies without the users’ 
authorizations. Forty-seven applications were caught 
transmitting location information to third parties. The other 
five applications were found to be stealing other information 
like information about genders and ages. 

Prashant Gupta published a review on the applications 
running on the Window Mobile platform on McAfee website 
[28]. He pointed out that some applications had the capability 
to access a user’s picture library, video library, webcam’s 
video feed, microphone’s audio feed, location, and other 
information related to the Internet connection. Some of these 
applications also have had ability to add, change or delete 
files from both the picture and video libraries. 

In 2011, a study detailed the vulnerability of the RIM 
BlackBerry device [29]. The author developed a spyware 
targeted to blackberry devices. The spyware was able to 
access and transfer sensitive data back to a server without the 
user’s notice. It showed the impact on the integrity, and 
availability of corporate data if similar spywares infiltrate 
BlackBerry devices connected to corporate assets. 

MOBILE PRIVACY & THE IOT 

The previous Section reported some privacy incidents 
from the use of Mobile applications on the Android, 
Blackberry, iPhone, and Windows platforms. Some service 
providers were found stealing users’ private information, 
such as the contact addresses or location information of the 
user. In this section, we examine the application permission 
mechanism used in mobile devices in order to develop a 
better understanding of the flaws in the application 
permission mechanism being used. It is anticipated that 
mobile devices are going to be the major player in the IoT. 
Therefore, the privacy issues found in the current privacy 
model are more likely to be inherited if not magnified in 
typical IoT scenarios. 

Apple iOS is generally considered as a closed platform. 
Unlike Android, Windows Phone and BlackBerry platforms 
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where an application must declare the required 
application privileges for inspection and approval by 
the end-user prior to installation, iPhone applications 
have access to everything in the mobile by default and 
the OS only alerts users when an application accesses 
their location. The Android and Windows models 
present choices to the end-users, while Apple prefers 
the OS making the decision on application permission 
during the installation process. The following sections 
describe the access permission mechanism used during 
the installation of application s on mobile devices. 

Application Permission on iPhone 

Users in the iOS platform are only notified by the 
application when a certain application requests access 
to location information. This notification is in the form 
of a popup message in which a user has the choice of 
granting or denying access to his/her location. Fig. 1 
shows the popup message from an iPhone. While, this 
method gives users the control over their location 
information, there are no other settings/features 
provided to control the rest of the personal 
information, such as the contact address. 

Beside, notifying a user for every possible 
application permission request will end up in a large 
number of messages presented to the user. This will 
impose much of the administrative burden on a user. 

 

Application Permission on Android and Windows 

Mobile 

In the Android and Windows Mobile platforms, in 
order to access certain data or capabilities on the 
mobile phones, an application requests some access 
permissions when the application is being installed. Its 
application framework enforces the permission-based 
security policy that only allows installed applications 
to access other parts of the system when they are 
explicitly permitted to do so. The permission is granted 
by the human user when an application is installed on 

the mobile device. Some permission requests allow access 
to standard phone capabilities such as the Internet, while 
others involve accessing sensitive information such as 
location information or text messages. As of location 
permission, they can be of two types. A fine GPS 
permission allows applications to determine the user’s 
location when the GPS is on. The other option is related 
to access to coarse location information in the database 
of the mobile phone network; and the majorities of 
applications have access to both. There are 22 different 
permissions that an application could obtain in the 
Android platform. Permissions are enforced by Android 
at runtime, but must be accepted by the user at installation 
time. 

When users install a new application in Android, they are 
prompted to accept or deny the permissions requested by the 
application. Permissions are also described in a more user 
friendly language at installation time. These descriptions 
attempt to give a brief, technical explanation for the 
permissions, but do not disclose what the developer intends 
to use access to those resources for. In its simplest form, 
access to each user’s personal information, referred to as a 
component such as contact address or location, by an 
application, is restricted by assigning it to an access 
permission label. The reference monitor looks at the 
permission labels assigned to its application and if the target 
component’s access permission label is in that collection, 
then it allows establishment of access to proceed. If the label 
isn’t in the collection, establishment is denied even if the 
components are in the same application [30]. 

This label oriented framework enables an ease of use and 
deployment. However, it can lead to poor security practices 
as shown from the number of privacy breaches previously 
reviewed. In addition, management of permissions becomes 
almost impossible when there are a large number of 
applications involved. It became hard to follow which 
application, service provider, or company behind to which 
component has access to. Fig. 2 shows how granting of 
permissions is being kept tracked. Moreover, users are not 
aware of the date, time or how their personal information are 
collected. There are no ways to revoke, change or limit the 
access permissions granted to applications. 

The Inherited Privacy Issues in the IoT 

The seamless interconnectivity of objects, envisioned in 
the IoT, highlights the complexity of realizing location 
privacy in this environment. It is clearly evident that it is 
almost impossible to achieve perfect privacy as long as 
seamless communication is taking place. When location 
based systems, powered by the autonomity of the Internet of 
Things, track users automatically on an ongoing basis, they 
generate an enormous amount of potentially sensitive 
information, especially when the location information are 
tangled with identity information. 

The main location privacy concern with regards to the IoT 
is that many new automated attack vectors become possible 
[31]. The literature shows that if an effective public record of 

 

 
 

 

 

 
 

 

 

 
 

 

 

 
 

 
 

Figure 1. iPhone Location Permission Request 
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people’s locations is created through automations, 
discriminations based on race and religious, for example, 
are most likely to occur. Things, referred to as objects that 
log data about their use, location, history and others 
private information present an interesting challenge. 

With the current schema of permissions used on 
mobile devices, the amount of personal data that would be 
occasionally collected in an IoT environment will be 
extremely larger than what we have experienced before. 
In facts, the ways in which data collection, mining and 
provisini- 

 

 

 
 

Figure 2. Inability to keep Track of Applications' 

Permission on Android 

 
-ing will be performed in the IoT environment can 
become arbitrary as more objects and applications 
obtain accesses to a user’s personal information. Fig. 
3 shows how a snail trail track of personal information 
and location can be generated from the use of typical 
IoT services, including LBS. 

CONCLUSIONS 

Privacy is one of the primary implications because 

the internet of factors develops. Privacy now not means 

anonymity in the IoT. Profiling and records mining inside 

any IoT scenario can form a ability damage to individuals 

because of the automatic method of facts collection, their 

garage and the way non-public facts can be without 

problems shared and analyzed. 

 

 

Figure 3. Snail Trail Track 

Similarly, the principles and rules for digital privateness were 

established some years ago whilst the net become centralized. 

Those regulations address the collection of information and 

get entry to rights, and make sure their accurate dealing with. 

That’s now not the case today. At its simplest definition, 

privacy approach, giving customers the choice to control how 

their amassed non-public statistics is probably used; specially 

for secondary utilization and 0.33 party access. For instance, 

inside the online surroundings, privateness selections can be 

exercised through really clicking a field on the browser screen 

that shows a user's decision with recognize to using the 

records being gathered. The idea remained the same within 

the evolution of social networking, where customers in fb 

illustrate to whom and to witch quantity their records may be 

discovered. These are known as the concepts of observe and 

preference. 

Collection of personal records with out the individual’s know-

how or consent is possible and more luckily to occur within 

this new environment. What if your new sun shades start 

sharing information about your region whenever you go the 

harbor bridge? This could without difficulty be made if the 

shades are ready with a tiny RFID. The vision of IoT is that 

normal interconnectivity might allow people to find and 

screen the whole lot, everywhere and at any time. However 

what if customers don’t want to proportion their vicinity 

records? Do they have manage over that? What are the 

concepts that must govern the deployment of such 

technology? And who decide that first-class line between 

tracing and surveillance, safety and privateness, and to what 

quantity collection of personal facts and monitoring of human 

beings locations are universal? 
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Obviously, within the literature, there exist several 

traditional methods to defend the vicinity statistics of a 

person. Some procedures attempt to save you disclosure 

of needless statistics, some other approaches use 

anonymization techniques, together with mix quarter, 

and different is predicated on get admission to control. 

Every of these tactics has some benefits to the problem 

however additionally suffers from sure obstacles. 

Therefore, given the specific traits of the IoT and its 

heterogeneity, there's a want to have a look at those 

answers so as to investigate their suitability of adoption 

in typical IoT situations. It is vital that research into 

privateness safety strategies to undergo in thoughts the 

heterogeneity of access within the IoT and the fact that 

the user ought to be taken into consideration as a non- 

expert consumer of technology. 
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