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Abstract  

The need for an efficient and secure transmission of data between devices and networks is becoming increasingly 

vital. Messaging Apps and systems sometimes encounter data transfer limitations such as restrictions on data size 

and security risks associated with using an intermediary server. With the ever-growing risk of data breaches and 

cyber-attacks, it is essential to have a system that can transfer information safely and without limitations. Secure and 

efficient transfer of data can be improved by developing a multi-platform data transmission system without the need 

for an intermediary server. The system makes use of socket technology for secure and efficient data transfer. It 

utilizes React Native and Electron JS for mobile and desktop frontends respectively, while the backend is built with 

Django Rest Framework and the PostgreSQL database for secure data storage. The system employs web sockets 

technology for real-time communication across the internet and utilizes Render for deployment, providing automatic 

scaling, high availability, and SSL encryption. The development of the proposed system eliminates the need for 

cloud storage in data transfer, and also requires both users to be online for successful data transmission. Additionally, 

data is temporarily stored at regular intervals on the receiver's device to avoid data loss due to the volatile nature of 

networks. In conclusion, this system provides a reliable and secure solution for efficient data transfer, which is 

essential for today's data-driven world.  

Keyword: Data Transfer, Multi-platform Data Transmission, Web Socket Technology, Render, Postman 

1.Background 

In computing, data refers to information that has been converted into a form that is effective for transmission or 

processing (Kowalczyk, 2011). The act or process of conveying something from one person, place, or item to another 

is known as transmission. Data transmission is the transfer of information stored in electronic form from one host to 

another (Stroud, 1990). Samuel Morse’s 1837 demonstration of a telegraph system is when data transfer first began 

(History.com Editors, 2022). The Great Western Railway endorsed telegraph service by 1843, allowing the service 

to spread across the country (Nonnenmacher, 2001). Improving the telegraph, according to the History of Computing 

organization, Alexander Graham Bell introduced the telephone in 1876 (Coe, 1995). Though standard telephone 

lines did not carry data traffic until nearly a hundred years later, the development of early telecommunications 

coupled with an 1895 invention by Guglielmo Marconi, the radio laid the groundwork for numerous subsequent 

developments in communication technology.  

In 1947, Bell Labs introduced the transistor, a device that found integration in myriad electronic products. The US 

government expanded on these technologies in 1958 with its launch of a communications-oriented satellite, and the 

first facsimile transmission over standard telephone lines occurred four years later. After the first fax transmission 

in 1962, data modulation into sound for transmission across telephone lines spread in popularity for several years. 

The 1969 Internet Protocol (IP) development marked a significant milestone in data transmission history.  
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Sockets have a long history. Their use began with ARPANET in 1971 and eventually evolved into Berkeley sockets, 

an Application Programming Interface (API) included in the Berkeley Software Distribution (BSD) operating system 

launched in 1983. (IBM, 2021) Network programming became famous as the Internet and the World Wide Web 

developed in the 1990s. Web servers and browsers were using sockets to take advantage of freshly linked networks. 

Applications using client-server technology of all shapes and sizes have become commonplace. The low-level API 

has kept the same even if the underlying protocols utilized by the socket API have changed throughout time and new 

ones have emerged. (RealPython, 2022). 

Currently, significant amounts of data are transferred between clients in a local area network (LAN) (Wantao et. al, 

2010). However, an intermediary server is introduced when significant amounts of data must be transferred between 

clients over the internet (clients that cannot be on the same network). This is because clients cannot easily access 

themselves over the internet so they would send the data to a publicly accessible server. This method limits the 

amount of data a client can transfer to another via the internet; the system’s goal is to enable client data transfers 

over the internet without being constrained by the quantity of data that can be transferred. 

2.Related Works 

Although many more data transfer systems exist, the descriptions below represent the characteristics of distinct data 

transfer systems. Our developed system allows seamless communication amongst devices, either offline or online, 

using the socket technology. 

Napster 

Napster is one of the first widely used file-sharing systems that became popular. It was founded in early 1999 as an 

online service to share audio files. During its prime time in 2001, approximately 1.6 million users were online 

simultaneously. It is estimated that over 2 billion audio files were downloaded up until that point. (Matthew Green, 

2002) 

Despite its success, Napster had severe problems with copyright issues and subsequent lawsuits. (Richard H. Stern, 

2000) Based on a court decision in 2001, an injunction was passed ordering Napster to shut down. The service had 

a restart in 2003. It now uses a pay-per-song charging model to avoid additional copyright lawsuits (Stefan Saroiu, 

2003). Classifies Napster as an unstructured, centralized P2P system. Unstructured systems are characterized by data 

placement in the network without any basis of knowledge on its topology, as in structured P2P systems. The main 

component in the system architecture is the cluster of dedicated central servers. These are responsible for 

bootstrapping as well as providing the lookup service (Sherman, 2000). The cluster maintains an index with all 

information on file locations. This includes a list of currently connected users and their files. Each time a peer starts 

Napster, it establishes a connection to the central server cluster (Carlsson, 2001). When looking for a file, the peer 

queries the index servers. The query is processed by checking each connected user on the availability of the file. A 

list of possible trade partners is returned. Then, the requesting peer can choose a user to download from. A direct 

Hypertext Transfer Protocol (HTTP) connection is established between peers, and the file can be downloaded. After 

the file exchange, the HTTP connection is closed. 

Orion 

(Klemm et al, 2003) offers a P2P file-sharing method specifically designed for the MANET, or called the Optimised 

Routing Independent Overlay Network (ORION). ORION consists of an algorithm for building and maintaining an 

application-layer overlay network that permits routing of all types of messages necessary to operate a P2P file sharing 

system, i.e., inquiries, responses, and file transmissions. In order to closely mimic the present topology of the 

underlying network, overlay connections are created on demand and maintained only as long as necessary. When 

compared to an off-the-shelf solution using a P2P system for the wireline Internet, TCP, and a cutting-edge MANET 

routing protocol, ORION combines application-layer query processing with the network layer process of route 

discovery, significantly reducing control overhead and improving search accuracy. In addition, compared to the off-
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the-shelf method, the overlay network offers low overhead file transfers and increases the likelihood of successful 

file transfers. Simulation analysis shows performance benefits compared to the off-the-shelf approach. 

Hollyshare 

Unlike conventional file-sharing systems, which allow anyone to make use of them without prior interaction with 

any of its users, HollyShare is a peer-to-peer decentralised application that was made for use by a group of individuals 

who are familiar with one another prior to their interaction on the system. Hollyshare was designed to be a catalog 

system rather than a query system, as are many of the more well-known peer-to-peer file-sharing applications and 

architectures. Because the catalog exists on each node in the system, searching for files is unnecessary. This is useful 

for a relatively small number of shared files when users are unsure what they want to download and would select 

something from an existing list and then search for something that is most likely not in their system. (Han, 2021) 

4shared 

4shared is a file storage and sharing service developed in Kyiv, Ukraine. It was founded in 2005. 4shared is one of 

the world’s largest file-hosting sites, with 317 terabytes of file transfer daily and handling up to eleven million users 

simultaneously. The service allows users to upload files of up to 500 MB each for free and 5GB GB for paid 

subscribers. After activating the account, the account size gets 15GB of free space. The user is then supplied with a 

unique URL, which locates the file and enables anyone who knows it to download it. Uploaded files will be stored 

as long as the user logs in to his/her account at least once every 30 days or at least one of the files is downloaded 

every 30 days. While no end-to-end encryption is available, 4Shared supports FTP and Secure FTP connections to 

securely transfer many files. (Vangie Beal, 2021) 

Xender 

Xender is a file transfer and sharing application that shares files, photos, music, videos, contacts, and applications 

(Khandelwa, et. al, 2016). It allows users to transfer files of various sorts. It ranges across Android and iOS-based 

mobile devices without cables, Wi-Fi, or cellular internet connections and with no mobile data (Sharma et. al, 2019). 

The app allows for group sharing between up to 4 users, and there is no need to install any clients on your PC to 

share content between your phone and computer. 

3.Proposed Method  

This study design and implement a data transmission system that enables data transmission between individuals on 

the same network as well as across the internet without the need for storing the data on either server or remote 

storage. It is a cross-platform data transmission system that enables data to be transferred between clients on a LAN 

and over the internet without keeping the information on any servers. The scope includes: 

i.Data transfer is done between two users only.  

ii.Only users with an account on the system will be able to perform online data transfers. 

iii.Online transmission requires both parties to be online in order to be able to transfer data with each other across the 

internet. 

iv.Offline transmission necessitates that the receiver is on the same network as the transmitter. 

Several data transmission techniques that utilized both local and online methodology were revised in order to build 

a methodology that allows data to be streamed between users without requiring a central server for file storage.  

3.1. System Architecture 

The proposed system architecture as describe by Figure 1 depicts different components of the system and the flow 

of information within the system. Socket technology and a Model-View-Controller (MVC) architectural pattern were 

used for the implementation of this architecture. MVC is a pattern widely used in software development to separate 

the presentation logic from the application logic. 
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Figure 1: Architecture of the Proposed System 

 

The model is responsible for managing the transfer process and storing data related to transmissions, such as the file 

being transferred, the sender and receiver information, and the transfer status. The proposed system makes use of 

two databases- PostgreSQL and Redis. PostgreSQL is utilized in the system to store metadata related to transmissions 

such as user accounts, files being transferred and data logs. Redis is an in-memory key-value store used for caching 

data related to the transfer process such as the data chunks being transmitted. Redis helps to effectively reduce the 

load on the database by caching frequently accessed data. The view represents the user interface of the application 

and is implemented in the proposed system using React Native and ElectronJS front-end components. The view 

would allow the users to interact with the system and monitor the progress of the transfers. The controller is 

responsible for handling user input and managing the communication between the model and the view. The controller 

is implemented using Django REST APIs. 

3.2. System Design 

This data transmission system is designed to have two categories of users: guests who can only share data locally 

and users who can transfer data online, which is depicted in Figure 2 below. Also, because the system does not 

require intermediary server few information components that are kept are described using Figure 3.  

Moreover, the system is designed to capture the following functional non-functional requirements. 

The functional requirements include the following: 

i.The system shall allow users to register 

ii.The system shall allow users to change their password 

iii.The system shall allow users to change details 
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iv.The system shall allow users to choose an online or local transfer mode. 

v.The system shall be able to send files. 

vi.The system shall be able to receive files. 

vii.The system shall be able to access files from the file system. 

The non-functional requirements are as follows: 

i.The system shall store data in a temp file of 100 MB 

ii.The System shall be available 24/7 

iii.The System shall encrypt the data being transferred 

iv.The system shall have a minimum of 3 re-tries during transmission 

 

 

Figure 2: Use Case Diagram 
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Figure 3: Entity Relationship Diagram 

 

 

3.3. Development Setup 

The platform for the implementation of THENDEER is Visual Studio Code using Python programming language. 

The different tools for different specific tasks include Django, React Native, Electron Js, Postgresql and Redis. 

During the implementation of the system, Git helped keep track of all the changes made to the codebase and revert 

to previous versions if necessary, and collaboration amongst developers on the same codebase.  

3.4. Deployment 

The process of deploying the proposed system into a production environment is ensuring that the system runs 

smoothly in the production environment. Docker engine, a containerization platform is used to deliver the product. 

This allows THENDER and its dependencies to be packaged into portable container that can easily be deployed and 

run on any platform. Docker provides portability, scalability and consistency across different environments hence 

reducing the risk of compatibility issues. Render, a cloud hosting platform is used for the deployment of the system 

by creating a service and making necessary configurations by specifying the environment variables, such as the 

database connection and authentication secrets. The performance settings of the service were also configured to aid 

system reliability. After the application code and all its assets are uploaded, render automatically builds and deploys 

the application, and provides a URL where the application can be accessed. 

3.5. Testing 

This is a critical part of ensuring the reliability, functionality, and security of the transfer system. This is done using 

Postman, a popular API testing tool used to test and debug RESTful APIs. It provides an easy-to-use interface for 

making HTTP requests, viewing responses, and testing various scenarios. A Postman collection was created for 

THENDER with the necessary environment variables and headers set for testing the system APIs. As described in 

Figure 4, steps carried out while testing with postman includes making requests to the REST endpoints, inspecting 

http://www.ijrti.org/
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the response data, and verifying the results. Different testing scenarios were also performed using Postman, such as 

testing for invalid input data and error handling. Postman helps ensure the reliability, scalability, and performance 

of the APIs, and provides a robust testing framework for the system. 

 

 
Figure 4: API Endpoints 

4.Results and Discussion 

The various user interfaces for both mobile and desktop devices with effective user experiences relating to the system 

requirements are described below. 

http://www.ijrti.org/


© 2024 IJNRD | Volume 9, Issue 2 February 2024| ISSN: 2456-4184 | IJNRD.ORG 

  

IJNRD2402318 International Journal of Novel Research and Development (www.ijnrd.org) 
 

 

d170 
c170 

4.1 Splash Screen 

 

The user is immediately welcomed with the branding of the application as the system is launched. The 

purpose of the splash screen is to create a positive user experience by providing an aesthetically pleasing 

and informative welcome screen. It loads quickly and does not delay the user from accessing the 

application. It is very much consistent with the rest of the application's design and functionality. 

 

 

Figure 5: Desktop view of Splash Screen 

Figure 6: Mobile view of Splash Screen 

4.2 Sign Up Page 

The register page of the software application is designed to make it easy for new users to create an account 

and start using the system. The page features a clean and simple layout, with clear instructions and input 

fields for users to enter their information. 
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Figure 7: Mobile view of Sign Up Page 
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Figure 8: Desktop view of Sign Up Page 

4.3 Login Page 

The login page of the software application is designed to be intuitive and user-friendly, with a simple layout 

that makes it easy for users to access their accounts. The page features a clean, modern design with a colour 

scheme that is consistent within the application. There is a login form where users can enter their email and 

password to access their account. The wifi icon at the top right indicates the online status of the user.
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Figure 9: Mobile view of Login Page 
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Figure 10: Desktop view of Login Page 

 

 

4.4 Peers Page 

This page provides an interface for a logged in user to search for peers on their network to create a 
connection with. Peers are other devices on the same network as the user to which ‘send’ requests can be 

made. The user is also able to search for peers and an error page is displayed if no peers are currently on 

the user's network. 
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Figure 11: Mobile view displaying peers Figure 12: Indicating peer search status 
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Figure 13: Desktop view displaying peers 
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Figure 14: Desktop view displaying peer requests 

4.5 Transmission Section 

A user is able to send and receive transmission requests to and from peers. The user is required to select 
the recipient from the "peers" section and is also able to view transmission requests received. A user has 

the option to accept or reject a transmission request. If accepted, the progress of the data transmission can 

be monitored. 
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Figure 15:  Mobile View Transmission 

Request 

Figure 16: Mobile View Transmission 

Progress 
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Figure 17: Desktop View- Transmission Request 

 

 

 

Figure 18: Desktop View- Transmission Progress 
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4.6 Offline Connection Page 

This page offers an interface for offline users to connect with their peers and transfer files without the need 

for an internet connection. The interface is designed to be user-friendly and straightforward, presenting a 

simple form that prompts the user to enter the IP address of the intended recipient. 

 

Figure 19: Desktop View- Offline Transmission 
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Figure 20:  Desktop View- Offline Transmission Connection 

 

4.7 Update User Profile 

This page offers an interface for authenticated users to view and make changes to their user profile- 

firstname, last name, profile picture, email address and password. 
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Figure 21: Desktop View- Update user Details 

 

5.Conclusion  

The increasing demand for efficient and secure transfer of information between devices, networks, and users leads 

to the need for a data transmission system. This study focuses on the design and implementation of a multi-platform 

data transfer system that places a lot of emphasis on reducing security risks related to the use of an intermediary 

server during transmission, and also eliminating the limitations of other systems that impose limits on the sizes of 

data being transferred. To combat the limitations of size and security associated with the use of intermediary servers 

to store data during transmission, this study was carried out to develop a multiplatform transfer system, available for 

both mobile and desktop devices. The system has users, referred to as ‘peers’, who are able to connect over the 

internet or on a network and make transmission requests and establish a connection to send and receive data. The 

application also provides functionality where users can pause and resume transmissions seamlessly. The application 

provides a straightforward and user-friendly user interface for simplicity and optimal performance of its features. 
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