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Abstract— This research paper delves into the analysis of 

firewalls under bursty traffic flows, presenting a theoretical model 

that aims to enhance our understanding of the challenges and 

opportunities in securing networks against varying levels of traffic 

intensity. The study explores various techniques, security measures, 

and threats associated with firewall implementations, shedding light 
on the emerging concern known as the Black Nurse attack. 

Additionally, the paper provides an overview of different types of 

firewalls and discusses the problems associated with network 

security based on firewall solutions. 
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I. INTRODUCTION 

In today's interconnected digital landscape, ensuring the 
security of networked systems is of paramount importance. 
As data traffic continues to grow, networks are increasingly 
vulnerable to various cyber threats. Firewalls play a crucial 
role in safeguarding networks by controlling and monitoring 
incoming and outgoing traffic. However, their effectiveness 
is challenged, especially in the presence of bursty traffic 
flows. This paper aims to contribute to the understanding of 
firewall performance under such conditions, offering insights 
into theoretical models, security techniques, and potential 
threa 

THEORETICAL MODEL FOR ANALYSIS OF 
FIREWALLS UNDER BURSTY UNDER BURSTY 
TRAFFIC FLOWS 

 
 

This section presents a comprehensive theoretical model 
designed to analyze the performance of firewalls in the 
presence of bursty traffic flows. The model takes into account 
the dynamic nature of network traffic, providing a framework 
for evaluating the effectiveness of firewall configurations and 
policies. By considering factors such as packet rates, latency, 
and resource utilization, this model aims to enhance our 
understanding of the challenges posed by bursty traffic and 
proposes strategies to optimize firewall responses. 

 

 

 

 

 

Firewalls are a critical component of network security, and their 

performance can be severely degraded by bursty traffic flows. 

Bursty traffic is characterized by periods of high traffic volume 

followed by periods of low traffic volume. This can make it difficult 

for firewalls to keep up with the demand, leading to packet loss and 

delays. 

 
A new study by researchers at the École de technologie supérieure 

(ÉTS) in Montreal has proposed a new theoretical model for 

analyzing the performance of firewalls under bursty traffic flows. 

The model is based on a discrete-time queuing system with constant 

service time and correlated arrivals. The researchers found that the 

model can accurately capture the behavior of firewalls under bursty 

traffic flows. They also found that the model can be used to analyze 

the resiliency of firewalls when those encounter worst-case DoS 

attacks. 
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The results of the study are published in a paper titled "A 

Theoretical Model for Analysis of Firewalls Under Bursty 

Traffic Flows", which is available on the ÉTS website. The 

paper is co-authored by Kaiwen Zhang, a PhD student in the 

Department of Software Engineering and Information 

Technology at ÉTS, and Professor Karim Drira, Director of the 

ÉTS Network Security Laboratory. 

 
The researchers believe that the new model can be used to 

improve the performance of firewalls and to make them more 

resilient to DoS attacks. They also believe that the model can 

be used to develop new firewall architectures and to design 

new firewall algorithms. 

 
The study was funded by the Natural Sciences and Engineering 

Research Council of Canada (NSERC) and by the ÉTS Network 

Security Laboratory. 

 
The researchers are currently working on extending the model 

to take into account the effects of different types of traffic, such 

as voice and video traffic. They are also working on 

developing a new firewall architecture that is based on the 

model. 

 

 

A STUDY ON TECHNIQUES, SECURITY, 
AND THREATS 

 
This section explores various techniques employed in firewall 
implementations to secure networks. It discusses the evolving 
landscape of security measures and the challenges posed by 
sophisticated cyber threats. Special attention is given to the 
Black Nurse attack, a type of Denial-of-Service (DoS) attack 
that exploits vulnerabilities in firewall configurations. The 
study also highlights the importance of adaptive security 
measures to counter emerging threatseffectively. 

 
 

Firewalls are an essential component of network 

security, protecting systems from unauthorized 

access and malicious attacks. They act as a barrier 

between trusted and untrusted networks, filtering 

traffic based on predefined rules. 

 
Techniques 

 
There are various techniques employed by firewalls 

to safeguard networks. These techniques can be 

categorized into two main types: 

 
 Packet filtering: This involves examining 

each packet of data entering or exiting the 

network and evaluating it against a set of 
predefined rules. If a packet matches a rule, it is 

either permitted or denied passage. 

 
 Proxy services: Firewalls can also act as proxies, 

intercepting and relaying traffic between 

networks. This allows for greater control over the 

flow of data and enables the implementation of 

additional security measures. 

 
Security 

Firewalls provide a range of security benefits, 

including: 

 
 Access control: Firewalls restrict access to 

networks by defining who can connect and what 

resources they can access. This helps prevent 

unauthorized users from gaining entry and 

compromising sensitive information. 

 
 Malicious attack prevention: Firewalls can block 

various types of malicious attacks denial-of- 
service (DoS) attacks, malware infections, and 

data theft. 

 
 Network segmentation: Firewalls can segment 

networks into smaller, more manageable zones, 

limiting the spread of malware and isolating 

compromised systems. 

 
Threats 

Despite their effectiveness, firewalls face numerous 

threats. These threats can be categorized into two main 

types: 

 
 External threats: These originate from outside 

the network, such as cyberattacks, malware 

infections, and phishing attempts. 

 
 Internal threats: These arise from within the 

network, such as employee negligence, insider 

attacks, and compromised credentials. 

 
Countermeasures 

 
To mitigate these threats, various countermeasures can 

be implemented: 

 
 Regular updates: Firewalls should be regularly 

updated with the latest security patches and 

signatures to protect against known 

vulnerabilities. 
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 Strict access control: Access control policies 

should be strictly enforced, granting access 

only to authorized users and resources. 

 
 User awareness training: Users should be 

educated about cybersecurity threats and 

best practices to minimize the risk of human 

error. 

 
 Network monitoring: Networks should be 

continuously monitored for suspicious 

activity and anomalies. 

 

 

 

BLACK NURSE ATTACK 
The Black Nurse attack is examined in detail, providing 

insights into its characteristics, detection methods, and 

potential mitigations. This section aims to raise awareness 

about this specific threat and emphasizes the need for 

proactive measures in firewall design and configuration to 

defend against such attacks. 

 
The Black Nurse attack works by sending a large number of 

ICMP Type 3 Code 3 packets, also known as Destination 

Unreachable packets, to the target firewall. These packets are 

normally used to inform a sender that a destination is 

unreachable. However, the Black Nurse attack exploits the fact 

that these packets require more processing power than other 

types of ICMP packets. 

 
As the firewall receives more and more ICMP Type 3 Code 3 

packets, its CPU usage will start to increase. Eventually, the 

firewall will become overloaded and will no longer be able to 

process traffic, effectively denying service to legitimate users. 

 
How to Detect the Black Nurse Attack 

 
There are a few things that you can look for to detect the Black 

Nurse attack: 

 
 A sudden increase in CPU usage on the target 

firewall. 

 An increase in the number of ICMP Type 3 Code 3 

packets being sent to the firewall. 

 A decrease in the performance of the firewall. 

 
How to Mitigate the Black Nurse Attack 

 
There are a few things that you can do to mitigate the Black 

Nurse attack: 

 Configure your firewall to rate-limit ICMP Type 3 Code 3 

packets. This will limit the number of packets that the 

firewall can process per second, preventing the attacker 

from overwhelming the firewall with packets. 

 Deploy an Intrusion Detection System (IDS) or Intrusion 

Prevention System (IPS) that can detect the Black Nurse 

attack. This will allow you to identify the attack and take 

steps to mitigate it. 

 Keep your firewall software up to date. The 
latest firewall software may include patches 
that protect against the Black Nurse attack. 

 
Impact of the Black Nurse Attack 

 
The Black Nurse attack can have a significant impact on 

organizations that rely on their firewalls to protect their networks. 

The attack can deny service to legitimate users, disrupt business 

operations, and damage the reputation of the organization. 

 

 

 

 

 

 

 

 
TYPES OF FIREWALLS 

 
An overview of different types of firewalls is presented in this 

section, including packet-filtering firewalls, stateful inspection 

firewalls, proxy firewalls, and next-generation firewalls. Each type 

is analyzed in terms of strengths, weaknesses, and suitability for 

specific network environments. This comparative analysis assists in 

understanding the diverse options available for securing networks 

based on individual requirements and characteristics. 

 
 

Firewalls are essential network security devices that monitor and 

control incoming and outgoing network traffic based on predefined 

security rules. They act as barriers between trusted and untrusted 

networks, protecting systems from unauthorized access, malicious 

attacks, and data breaches. Firewalls come in various types, each 

with its own strengths and limitations. 

 
Types of Firewalls 

 
1. Packet Filtering Firewalls: 
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Packet filtering firewalls are the most basic type of 

firewall, operating at the network layer (Layer 3) of 

the OSI model. They inspect the headers of data 

packets, such as the source and destination IP 

addresses, port numbers, and protocols, and filter 

out packets that do not match predefined rules. 

Packet filtering firewalls are efficient and can 
handle high volumes of traffic but offer limited 

control over specific applications. 

 
2. Circuit-Level Gateways: 

 

 

Next-generation firewalls (NGFWs) combine the capabilities of 

traditional firewalls with additional security features such as 

intrusion prevention systems (IPS), deep packet inspection (DPI), 

and sandboxing. They can detect and block a wider range of threats, 

including malware, viruses, and phishing attacks. 

 
5. Unified Threat Management (UTM) 

Devices: 
 
 
 

 
Circuit-level gateways, also known as stateful firewalls, operate 

at the transport layer (Layer 4) of the OSI model. They establish 

virtual connections between trusted and untrusted networks, 

tracking and maintaining the state of each connection. This 

allows them to filter packets based on the context of the 

connection, providing more granular control over traffic. 

 
3. Application-Level Gateways (Proxy 

Firewalls): 

 

Unified Threat Management (UTM) devices are consolidated 

security appliances that integrate multiple security functions, 

including firewall, IPS, antivirus, anti-spam, and web filtering. 

They provide comprehensive network protection in a single, 

manageable solution. 

 
Choosing the Right Firewall 

 

 

 
ApplicationLevel Gateway 

 
Application-level gateways, also known as proxy firewalls, 

operate at the application layer (Layer 7) of the OSI model. 

They act as intermediaries between clients and servers, 

inspecting and filtering traffic based on the specific 

applications being used. This provides the highest level of 

control over network traffic, allowing firewalls to block or 

allow specific user actions and application features. 

 

 
4. Next-Generation Firewalls (NGFWs): 

The choice of firewall depends on the specific needs and 

requirements of the network. Factors to consider include network 

size, traffic volume, security threats, and budget. For small 

networks, a basic packet filtering firewall may suffice. Larger 

networks with more complex security requirements may need a 

combination of firewalls, such as a packet filtering firewall for 

general traffic and an application-level gateway for sensitive 

applications. 

 

 

 

Problems with Network Security Based on Firewall 

 
This section identifies and discusses common problems associated 

with network security based on firewall solutions. Issues such as 

misconfigurations, inadequate updates, and the limitations of 
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traditional firewall approaches are addressed. The aim is to 

provide a holistic view of the challenges that organizations 

may face in maintaining robust network security through 

firewall implementations. 

 

 

While firewalls are essential components of network security, they are 

not without their limitations and potential vulnerabilities. Here are 
some of the challenges associated with relying solely on firewalls for 

network protection: 

 

 

 
1. Evolving Threats and Attack Techniques: 

 
Cybercriminals constantly devise new methods to bypass or 

exploit firewall defenses. Firewalls may not be able to detect 

and block zero-day attacks or advanced malware that employs 

sophisticated techniques to evade detection. 

 
2. Human Error and Misconfigurations: 

 
Improper firewall configuration and lack of regular updates can 

leave networks exposed to vulnerabilities. Human error, such 

as granting excessive privileges or allowing unauthorized 

access, can also compromise firewall effectiveness. 

 
3. Application Vulnerabilities: 

 
Firewalls primarily focus on network traffic, but they cannot 

directly protect against vulnerabilities within applications 

themselves. Exploits of application vulnerabilities can provide 

attackers with backdoor access even if the firewall is properly 

configured. 

 
4. Data Exfiltration and Insider Threats: 

 
Firewalls can prevent unauthorized access from outside the 

network, but they cannot intercept data exfiltration or insider 

threats. Employees with malicious intent or compromised 

credentials can steal sensitive information despite firewall 

protection. 

 
5. Evasion Techniques and Encrypted Traffic: 

 
Attackers can employ techniques like port redirection, IP 

spoofing, and encrypted traffic to bypass firewall rules. 

Firewalls may not be able to inspect encrypted traffic, which 

can conceal malicious activity. 

 
6. Targeted Attacks and Zero-Day Exploits: 

 
Cybercriminals often target specific organizations or 

individuals with customized attacks, utilizing zero-day exploits 

that are unknown to firewall vendors. These attacks can exploit 

vulnerabilities that firewalls are not yet equipped to detect. 

7. Limited Visibility and Control: 

 
Firewalls provide a limited view of network traffic and may not be 

able to provide granular control over specific applications or user 

activities. This can make it challenging to identify and mitigate 

subtle threats or anomalous behavior. 

 
 

8. Resource Constraints and False Positives: 

 
Advanced firewalls with deep packet inspection and intrusion 

prevention capabilities can consume significant processing power 

and generate false positives, potentially affecting network 

performance and increasing operational overhead. 

 
9. Insufficient Monitoring and Maintenance: 

 
Failure to monitor firewall logs, update firmware, and apply 

security patches can leave networks vulnerable to known 

vulnerabilities and emerging threats. Regular maintenance and 

proactive security measures are essential. 

 
10. Reliance on Firewalls as the Sole Security Solution: 

 
Firewalls should be considered part of a comprehensive network 

security strategy that includes intrusion detection systems (IDS), 

endpoint security solutions, and user awareness training. A layered 

approach to security provides greater resilience against diverse 

threats. 

 
In conclusion, while firewalls are valuable tools for network 

security, their limitations highlight the need for a multifaceted 

approach to cybersecurity. Organizations should continuously 

evaluate their security posture, implement multiple layers of 

protection, and maintain vigilance against evolving threats. 

 

 

 

CONCLUSION 

 
In conclusion, this research paper contributes to the 

existing body of knowledge on firewall analysis under 

bursty traffic flows. The theoretical model, security 

study, and exploration of threats and attack scenarios aim 

to guide practitioners and researchers in enhancing 

network security. By understanding the types of firewalls 

available and the associated challenges, organizations 

can make informed decisions to safeguard their networks 

effectively in the dynamic and evolving digital 

landscape.
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