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Abstract—Daily advancements in technology are making vul- 
nerabilities more prevalent. Typically, attackers take advantage of 
these weaknesses to exploit the systems. Attackers use many 
methods to exploit systems to gain information or to get access to 
that specific system. To secure the system, the organizations use 
VAPT in defense to secure their systems as well as to improve the 
security of the systems. There are two ways to secure the system 
using VAPT ones is manual pentesting and the other is automated 
pentesting. VAPT focuses on protecting the system by fixing the 
exploits as an attacker can gain access or the information of 
the system through loopholes or the endpoints. So VAPT usually 
is a defense mechanism to protect the system or the website 
from attackers. Many organizations do VAPT regularly to secure 
their websites and also to fix the endpoints that are vulnerable or 
exposed to the internet from attackers. To secure the system from 
hackers our project helps the organizations and the users to scan 
the target and to check the vulnerabilities which are present on the 
target along with the remediation and the threat level. We have 
used a few tools like Nmap, whois, dnswalk to develop the project. 

Index Terms—Vulnerability Assessment and Penetration Test- 
ing VAPT, Severity, Vulnerability, Exploits, Attacker, Automated 
testing, security. 

 

I. INTRODUCTION 

In this era, the technology is playing a crucial role. And with 

the increasing technology, lack of security has become a major 

problem. Though VAPT can resolve this issue there is no 

guarantee that software or a system is 100 percent secure. 

Organizations and users try to secure the system as much as 

possible by fixing the vulnerabilities. In today’s world, it is very 

important to secure the system as one loophole or one endpoint 

that is exposed to the internet or accessible by the attacker can 

lead to a huge loss such as an information leak or access 

gaining. VAPT is one of the methods to secure the system and 

most of the organizations are conducting external VAPT and 

internal VAPT regularly. There is no guarantee that a VAPT 

can find all the vulnerabilities that are available on the target 

but there is a high chance of finding many of the 

vulnerabilities which helps in securing our website. Regular 

VAPT and Red Teaming can help us in finding many 

vulnerabilities and endpoints. Many organizations are conduct- 

ing vulnerability assessments regularly which helps them to 

identify the vulnerabilities at the specific endpoints. In this 

way, organizations can secure their website and protect their 
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information from attackers and other unprivileged users. In this 

paper, we are going to describe vulnerability assessment and 

penetration testing and the importance of doing vulnerability 

assessment along with the vulnerabilities that we have found 

through our project. Our project is an automated tool that helps 

users identify the vulnerabilities that are present on the target 

along with the severity level of the vulnerability and 

remediation. The severity of the vulnerability will help the user 

or the organization prioritize certain vulnerabilities based on 

the severity level while fixing the vulnerabilities. The 

remediation of the vulnerability which will be given by our tool 

will help the users or the organizations to understand the way 

to fix the vulnerability that has been found on their target 

system. 

 

II. PENTESTING AND IT’S WORKFLOW 

A. Pentesting 

Vulnerability Assessment and Penetration Testing (VAPT). 

Vulnerability Assessment and Penetration Testing is a step by 

step process. Vulnerability Assessment is used for security 

testing to identify security vulnerabilities in an application, 

networks, clouds, and endpoints. Vulnerability Assessment is 

a process of scanning the networks, software, and systems to 

find out their vulnerabilities, and weaknesses in them. This 

weakness provides a backdoor for the attacker to attack their 

victims. Access control, boundary conditions, input validation, 

authentication, configuration weakness, and exception han- 

dling vulnerabilities are just a few examples of the vulnerabil- 

ities that might exist in a system. Assessing a system’s, piece 

of software’s, or network’s vulnerability involves looking for 

flaws and vulnerabilities. These vulnerabilities may provide an 

attacker access to the victim’s backdoor. Penetration testing 

is the next step or phase for the Vulnerability Assessment 

and Penetration Testing. Penetration testing tries to exploit the 

system in an authorized manner. The penetration tester has the 

authorization to perform penetration testing, and he carefully 

abuses the system to identify potential vulnerabilities 

 

B. Pentesting Workflow 

Scope is the first step in the VAPT workflow. In Scope, we 

will collect the assets of the target. These encompass several 

critical elements such as systems, networks, and applications, 

and define the boundaries within which the assessment. The 
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vulnerability assessment can only be performed on the assets 

which are found in the recon. This gives a focused analysis 

of the most critical assets and potential attack surfaces. In- 

formation Gathering is the next step of the VAPT workflow. 

Information Gathering plays a vital phase in VAPT. This phase 

establishes the base for locating possible weak points and 

avenues of assault. In addition, the examination and open- 

source intelligence (OSINT) help to create a thorough grasp of 

the protocols, configuration, and security threats associated 

with the target environment. In this process, we will be 

using tools like Acunetix, Nuclei, Nessus, and Burp Suite [2]. 

Vulnerability. Detection is the next step in the VAPT workflow. 

Vulnerability Detection aims to identify security flaws and 

weaknesses which are within the systems, applications, and 

networks. This process involves various techniques and various 

tools to analyze, and systematically scan the security of the 

target environment. Information Analysis Planning is the next 

step in the VAPT workflow. In this information analysis, the 

data collected during the reconnaissance is organized and 

interpreted to gain the vulnerabilities of the target environment, 

potential attacks, and weaknesses. Privilege Escalation is the 

next step in the VAPT workflow. Privilege Escalation is a 

critical security concern in the networks and computer systems 

unauthorized elevation of user privileges to gain access. Result 

Analysis is the next step in the VAPT workflow. This phase 

involves in interpretation and examination of the findings 

which were acquired during the assessment. Reporting is the 

next step in the VAPT workflow. This is an important phase 

that encapsulates the findings, insights, and recommendations 

from the assessment process. Cleanup is the final step of the 

VAPT workflow. This process is crucial assuring the target 

environment is secure. In this phase security experts will han- 

dle any alterations, adjustments, or impairments experienced 

throughout the examination to reinstate the confidentiality, 

availability, and integrity of the networks, systems, and ap- 

plications. 

 

 

 
Fig. 1. This is the step by step workflow that will be followed in the VAPT to 
secure the system. 

 

 

III. METHODS 

A. TOOLS USED 

Our project helps the users and organizations who want 

to do a vulnerability assessment on their specific target. Our 

project is an automated vulnerability assessment tool that will 

allow users to perform a vulnerability assessment on their 

target. After performing the vulnerability assessment the user 

will be able to see the vulnerabilities that have been identified 

by our tool on that specific target along with the severity 

level and the remediation of that vulnerability. The severity 

level helps the user to understand the priority sequence of 

the vulnerabilities while fixing it and the remediation will help 

the user to understand the way to fix the vulnerability at a 

specific endpoint. As the user needs to know both the severity 

level of the vulnerability and the remediation of the 

vulnerability before fixing the vulnerability. We have used 

several tools to develop this project which will help in port 

scanning and vulnerability identification. These tools have 

added a significant impact to our project and have helped us in 

gaining more accurate results. These tools not only helped us to 

achieve our goal but also helped us to make a simple project 

where a user can use all the tools together to test their website 

to find accurate results. Below are the tools that are included in 

this project. 

 

 
Fig. 2. These above are the tools that have been included in our project to 
develop an automated pentesting tool 

 

 

B. SEVERITY LEVELS 

While performing a vulnerability assessment the user needs 

to identify the priority of the vulnerabilities while fixing them. 

If the user fails to identify the priority of the vulnerabilities 

while fixing them then that might cause a huge impact on the 

organization as the attacker can exploit the vulnerability before 

the user fixes it so the user needs to know the priority of the 

vulnerability while fixing them. Our project helps the user to 

identify the priority of the vulnerability while fixing it with the 

severity level that is displayed along with the vulnerability. This 

severity level helps the user to identify the priority 

vulnerabilities while fixing the vulnerabilities. These CVSS 

scores help us in identifying the severity of the vulnerability 

which is not only useful to identify the severity level of the 

vulnerability but also useful to understand the segregation and 

impact of the vulnerability. . 

The CVSS score helps us to determine the severity level of 

the vulnerability. Every severity level has many vulnerabilities 

based on the impact of the vulnerability and it is very important 

to segregate the vulnerabilities based on the severity level to 

identify the impact of the vulnerability and also to fix the 

vulnerability. 
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Fig. 3. Segregation of severity levels of the vulnerabilities based upon the 
CVSS score. 

 

 

 

 
 

Fig. 4. The critical level vulnerability - Vulnerable to STUXNET 

 

 

 

 

 

As shown in the figure-4 we have identified a critical level 

vulnerability by using our tool. The critical vulnerabilities 

are the vulnerabilities that have a high impact and these are the 

vulnerabilities that are mostly targeted by the hackers. 

Organizations need to perform VAPT regularly to secure their 

websites or systems from exploits performed by hackers. 

 

 

 

Fig. 5. Examples of critical level vulnerabilities 

 

 

 

As shown in Figure 5 the vulnerabilities that have a high 

impact on the system or data are categorized into critical- level 

vulnerabilities. These vulnerabilities have to be fixed on 

priority by the users because if these vulnerabilities are 

exploited by the hacker then it might lead to a huge loss of data 

or unauthorized access. 

Fig. 6. The High-level vulnerability - RDP server has been detected over 
UDP 

 

 

 

As shown in Figure 6 the vulnerabilities that have a high 

impact on the system or data are categorized into high- 

level vulnerabilities. These high-level vulnerabilities are the 

vulnerabilities that have a high impact and these are the vul- 

nerabilities that are mostly targeted by hackers or unauthorized 

users. 

 

Fig. 7. Examples of high-level vulnerabilities 

 

 

These vulnerabilities have to be fixed on priority just like the 

critical level vulnerability as these vulnerabilities can also be 

exploited by the hacker or the third party which might lead to a 

huge loss of data or unauthorized access. 

 

 

Fig. 8. The medium-level vulnerability - Subdomains discovered through 
Dmitry 

 

 

As shown in Figure 8 the vulnerabilities that have a medium-

level impact on the system or data are categorized into medium-

level vulnerabilities. 
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Fig. 9. Examples of medium-level vulnerabilities 

 

 

These vulnerabilities don’t have a huge impact like the 

critical and high-level vulnerabilities but it is important to fix 

these vulnerabilities to make the system more secure. 

 

 

 

Fig. 10. The low-level vulnerability - MS-SQL DB service detected 

 

 

As shown in Figure 10 the vulnerabilities that have a low 

impact on the system or data are categorized into low-level 

vulnerabilities. These low-level vulnerabilities are the vulner- 

abilities that have a low impact and these are the vulnerabilities 

that are mostly informative. These may contain information 

about the outdated technologies that are being used by the 

system. 

 

 

 
 

Fig. 11. Examples of low-level vulnerabilities 
 

 

These vulnerabilities don’t have a huge impact like the 

critical, medium, and high-level vulnerabilities as it has not 

much impact on the system but it is advised to fix these 

vulnerabilities to make the system more secure. 

Fig. 12. The Info level vulnerability - Does not have the IPV6 address 

 

As shown in Figure 10 the vulnerabilities that have an 

informational level or low impact on the system or data are 

categorized into info-level vulnerabilities. These info-level 

vulnerabilities are the vulnerabilities that have a low impact or 

no impact and these are the vulnerabilities that are mostly 

informative. 

 

 
Fig. 13. Examples of low-level vulnerabilities 

 

These vulnerabilities don’t have a huge impact like other 

severe-level vulnerabilities as it has not much impact on the 

system. Most of the info-level vulnerabilities are informational 

which means they give basic information about the technolo- 

gies being used and have no impact. 

 

IV. RESULTS AND DISCUSSION 

We have achieved 90 percent accuracy in the process of 

finding the vulnerabilities in a specific target. The main goal of 

our project is to identify the vulnerabilities of a specific target 

that has been provided by the user with the most accurate results 

along with the remediation and the severity level. Our project 

not only finds the vulnerabilities that are found on a specific 

target but will also check whether there are any critical ports 

open. So that the user can resolve the issue before the attacker 

accesses the system and the data. Technology and threats are 

increasing simultaneously. To protect the system or the website 

performing a vulnerability assessment is necessary. Performing 

the vulnerability assessment regularly can secure the website 

from exploits and our project fulfils the same need. Our project 

not only scans the target but also provides the vulnerabilities 

that have been found along with the details of that vulnerability 

which makes the job easy for the user. The user can find all the 

vulnerabilities along with the severity level and remediation 

through our project. We were able to 
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find many vulnerabilities with many severity levels. We found 

many critical level and high-level vulnerabilities along with 

other low, medium, and high-level vulnerabilities. The results 

are very accurate which makes it a highly promising tool with 

accurate and detailed results that gives all the details about the 

vulnerabilities that have been found. 

 

V. CONCLUSION 

Our ultimate goal was to build a project which would help in 

vulnerability assessment. We began by performing research on 

existing automated pentesting tools. Next, we have gathered a 

few tools to develop this project which has not only increased 

the accuracy of the project but also increased the efficiency 

of the project. Once we were done with importing the tools we 

worked efficiently on the severity level indications where we 

had to segregate the vulnerabilities based on their severity 

levels. These vulnerability severity levels will help the users 

prioritize the vulnerabilities while fixing them. Then we effi- 

ciently worked on recommendations. These recommendations 

will help the user in fixing the vulnerability. We carefully 

compared the results with other vulnerability scanners to find 

accurate results. After comparing and validating the results 

it was evident that our tool gives accurate results along with the 

severity level and the recommendation. Every organization is 

performing a vulnerability assessment on their assets reg- ularly 

to secure their website or the system. Our tool helps them to 

secure their website with accurate results and the other required 

details. Our tool gives accurate results of the vulnerabilities that 

are available on the target along with the details of the 

vulnerability like severity level and remediation. 
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