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Abstract: The Integration of Face Recognition technology into real-
time camera surveillance systems for criminal identification has
risen as an effective tool in upgrading public safety. This inventive
approach leverages advanced image processing techniques to
analyze videos or pictures captured by cameras in open places. The
HAAR cascading system employs sophisticated algorithms to detect
and match facial features, allowing for the swift and accurate
identification of individuals with a known criminal record. By
continuously monitoring live feeds or archived footage, law
enforcement agencies can track suspects in crowded environments,
and then the criminal image shared through mail in a nearby police
station. Thereby improving their ability to respond to potential
threats. This technology represents a critical progression in the field
of criminal identification, offering a proactive and efficient means of
shielding public spaces by harnessing the capabilities of face
recognition through real-time camera observation and image
processing. In any case, it is pivotal to address moral contemplations
and security concerns to strike a balance between improving security
and securing personal rights in the deployment of such frameworks.

Keywords: Face Recognition, Real-Time Camera Surveillance,
HAAR Cascading

I. INTRODUCTION

The integration of cutting-edge technologies in law enforcement
has revolutionized the field of criminal identification,
particularly through the fusion of face recognition and real-time
camera surveillance. In response to the imperative of enhancing
public safety, the convergence of these technologies facilitates
the rapid identification of criminals captured in video footage or
images within public spaces. This transformative approach

utilizes sophisticated image processing techniques, with a specific
focus on the HAAR cascade algorithm, to discern and match facial
features of individuals in real-time, the suspected face image
shared on the mail in the police station. As a pivotal component
of criminal investigations, this system enables law enforcement
agencies to seamlessly identify suspects

documented in First Information Reports (FIRs) lodged at police
stations. The application extends beyond static images, allowing
for dynamic monitoring of public spaces where the criminal may
be present. The utilization of the HAAR cascade algorithm
ensures a high degree of accuracy in facial recognition, marking a
significant stride in the convergence of artificial intelligence,
image processing, and law enforcement for the proactive
identification of criminals in the public domain. However, as with
any technological advancement, ethical considerations and
privacy safeguards must be integral to the implementation of such
systems to strike an optimal balance between security
enhancement and individual rights protection.

Il. LITERATURE SURVEY

The proposed video surveillance system, based on a composable
deep face recognition method, addresses the critical issue of high
recidivism rates among violent criminals, specifically child sex
offenders. In contrast to conventional surveillance systems relying
on manual monitoring and image retrieval, the system outlined in
this paper actively classifies real-time video data, providing a
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proactive approach to prevent offenders from approaching
socially disadvantaged and crime-prone areas, such as schools or
childcare centres. Utilizing down-sampled images for swift
processing, the system incorporates a face-tracking 1D unit to
enhance accuracy and confidence in recognizing criminal faces.
The proposed method minimizes prediction reversal and tackles
embedding congestion issues in the feature space, significantly
improving identification outcomes. With the ability to process
surveillance camera images in real time and the reliability
enhancement through an accumulation method for identification
scores, the system exhibits promising results. Prototyping and
experimentation yield an accuracy of 0.900 and an F-1 score of
0.943, indicating the system's efficacy. This innovation is
expected to contribute substantially to national security by swiftly
locating and identifying criminals, thereby preventing potential
accidents and incidents. [1]. The proposed system investigates the
burgeoning field of computer vision applications for analyzing
videos and images captured by unmanned aerial vehicles (UAVS)
or drones. It categorizes the survey into three groups: remote
sensing challenges (e.g., camera calibration, image matching),
drone-autonomous navigation hurdles (e.g., flight control, visual
localization), and diverse applications (e.g., surveillance,
agriculture). The survey underscores existing research efforts
through pertinent survey papers, with a particular focus on
databases utilized for real-world conditions. This comprehensive
review not only highlights the current state but also identifies
open problems, paving the way for future research in this dynamic
area [2].

The paper presents a real-time face recognition system
using automated surveillance cameras in four steps: training real-
time images, employing a Haar-classifier for face detection,
comparing images with surveillance footage, and generating
results. The system efficiently identifies individuals on watch
lists, achieving quick and accurate face recognition with minimal
computation time. Integration with existing citizen recognition
systems, like India's Aadhaar, enhances its capability for
distinguishing citizens and aiding criminal background
investigations[3]. This system extends the literature on
attendance tracking systems, encompassing diverse methods such
as Biometrics, Radiofrequency card, face recognition, and
traditional paper-based approaches. In contrast to prevalent
research focusing on student recognition rates, the system stands
out by prioritizing the reduction of false positives. This is
achieved through the integration of a confidence threshold,
specifically using the Euclidean distance value during the
identification of unknown individuals. In face recognition, while
prior studies have compared algorithms like Eigenfaces and
Fisherfaces, the system adopts the Local Binary Pattern
Histogram (LBPH) algorithm for its superior accuracy and
robustness, particularly in scenarios involving facial feature
changes or monotonic grayscale transformations [4].

The paper proposes a smart criminal detection system
using OpenCV DNN, integrating face detection with a Single
Shot Multibox Detector and identity matching through an auto-
encoder model. After face extraction, images are compared to a
Criminal Database using Cosine Similarity, establishing a
confidence threshold of 0.75 for accurate identification. This
research contributes to the literature on computer vision in crime
detection, addressing the growing need for systems capable of
detecting and identifying criminals[5].

The paper addresses the importance of face recognition
in authenticating individual identities, particularly focusing on
two prevalent techniques: the Eigenface method and the
Fisherface method. The Eigenface method utilizes Principal
Component Analysis (PCA) to reduce facial features' dimensional
space. Emphasizing digital image processing, the paper
contributes to the development of an intricate face recognition
system within the realm of highly deliberated biometric

technology. [6]. This paper [7]
employs CNNs for robust face verification in challenging
environments, utilizing aggressive data augmentation. It
introduces an innovative framework that efficiently learns deep
face representations from large-scale datasets with noise and
occlusion, enhancing performance through adaptive loss fusion.
Experimental results demonstrate the system's competitiveness
with state-of-the-art methods on benchmarks like Labeled Faces in

the Wild and YouTube face verification tasks.

The paper addresses challenges in human face
recognition, emphasizing issues related to facial pose diversity,
lighting variations, and poor image quality. It recognizes the
complexities in object recognition and computer vision within the
context of face recognition. The study highlights the persisting
challenges in face recognition, particularly in real-life scenarios,
and emphasizes the crucial processes of Pre-processing, Face
Detection, Feature Extraction, and Classification. The main
objective is to assess various deep learning methods for face
recognition, particularly their efficacy in handling large databases,
and provide a comprehensive review of existing datasets used for
image classification within this context [8].

The paper introduces an enhanced face detection method
based on TinyYOLOvV3, improving recognition accuracy in
complex scenes by redesigning the main network, employing deep
separable convolution, and integrating CloU loss. The algorithm
outperforms others in detection speed and model size, making it

suitable for embedded devices [9]. The paper tackles challenges in
face recognition, emphasizing factors like face shape and lighting.
It introduces a fast algorithm for efficient feature extraction in the
HSV system, achieving a remarkable 99.9% accuracy on ORL and
UFI datasets [10]. The paper addresses the limitations of
traditional attendance systems and proposes an innovative
approach using biometrics and facial recognition. By
implementing a fixed camera in the classroom to capture and
detect faces, the system aims to enhance accuracy and prevent

manipulation [11].

This paper [12] suggests a real-time criminal detection framework
using Android mobile devices for face detection and tracking,
emphasizing the Viola-Jones algorithm and Optical Flow with
Regular Features. The study aligns with the trend of leveraging
mobile devices for efficient facial recognition in criminal

detection. This [13] paper presents Photo Sleuth, a web-based
platform utilizing crowdsourced and automated face recognition
to identify American Civil War soldiers in historical portraits. It
proves successful in identifying unknown subjects and establishes
a sustainable volunteer contribution model, contributing to the
field of historical image analysis.

I1l. PREVIOUS WORKS OF THE PAPER

This paper [15] addresses the use of face recognition in video
surveillance for criminal identification, emphasizing challenges
like poor image resolution and lighting conditions. It surveys
various detection models, comparing their accuracy, speed, and
reliability in surveillance settings. Exploring preprocessing
techniques to handle issues such as unaligned faces, the study aims
to enhance face detection efficiency and reduce false positives.
Additionally, it reviews feature extraction methods, focusing on
the application of Local Binary Pattern Histogram (LBPH) for face
recognition. The importance of a well-prepared training dataset for
recognition is emphasized, along with the contribution of features
extracted from preprocessing techniques. The proposed system
aims to improve real-time criminal face identification by
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evaluating detection models and incorporating effective
preprocessing and recognition processes.

IV. PROPOSED METHOD

In response to the contemporary challenges in public safety, our
proposed system emerges as an innovative solution designed to
enhance surveillance and criminal identification in public spaces.
Leveraging advanced technologies, the system integrates facial
recognition seamlessly into live camera feeds, prioritizing swift
and accurate identification of individuals with criminal records.
This comprehensive approach involves strategic data acquisition,
sophisticated image processing, and intricate facial feature
extraction, HAAR cascading and real time monitoring. And as an
end product an alert is sent to the nearby police station. As we
delve into the key components, six pivotal aspects delineate the
system's functionality and its potential impact on law
enforcement efforts and public security.

A. Strategic Data Acquisition
The system initiates by strategically developing surveillance
cameras in public spaces to capture live video feeds, forming the
foundational database for the subsequent processing that includes
the below steps.

B. Advanced Image Processing Techniques
Upon data acquisition, advanced image processing techniques,
including the HAAR cascade system, are applied to refine and
enhance the quality of the captured data.

C. Intricate Facial Feature Extraction
The processed data undergoes meticulous facial feature
extraction, isolating key facial features essential for accurate
identification and recognition.

D. Utilization of HAAR Cascading
For each iteration, the algorithm takes consecutive samples from
the noisy ECG signal. The adaptive filter computes the filtered
output, and weights are adjusted through the LMS adaptation
process based on the difference between the filtered and desired
(clean) signal.

E. Real-Time Monitoring
This algorithm iterates to provide a real-time monitoring platform
and proceeds to pin out the suspect in a boxed-out format in the
video

F. Alert to the Nearby Police Station
After the remote alert, the system is programmed to send out a
warning mail to the programmed nearby police station. This will
alert the local cops in time to catch the suspect.

| Input of Dataset Image |

—

s \
| Preprocessing |
| Feature Extraction |

Training of facial images,
stored as multiple images in a
dataset

| Input of criminal face |

e

YEES Matches with one in the trained database jNo
- . - -,

| Alert Remotely with Alarm |
hN s

4
| Alert with Warning Sign |

—

| Alert the Nearest Police Station
through Mail

| keep on checking |

Figure 1. Block diagram of proposed method

In reaction to the heightening challenges in open security, our
proposed framework stands as an imaginative arrangement that
points to revolutionizing observation and criminal identification
in open spaces. At its centre, the framework strategically
sends surveillance cameras  in  key zones, capturing  live
video feeds and pictures. Hence, progressed image processing pr
ocedures, strikinglythe HAAR Cascade framework, are
connected to refine and improve the quality of the received
information. This handled information experiences complicated
facial feature extraction, separating significant facial
characteristics essential for exact distinguishing proof and
recognition. To accomplish exact identifiable proof, modern
calculations are joined into the framework, encouraging the
location and acknowledgement of particular facial features.

This innovative ability is advanced and supported by nonstop real-
time observing of live camera feeds, and consistent coordinating
facial acknowledgement innovation. This integration not as it
guarantees quick investigation of people in open ranges but
moreover upgrades the system’s proficiency in following suspects,
particularly in swarmed environments. The proposed framework
rises above customary surveillance by contributing to law
requirement endeavours through proactive measures. By giving
quick and precise implies of recognizing people with criminal
records, it gets to be an essential apparatus for opportune reactions
to potential dangers and criminal exercises. All through its
operation, the framework addresses moral contemplations and
security concerns, striking an adjustment between security
upgrades and personal rights. Continuous collaboration with
partners, including law authorization, involving specialists, and
protections advocates, is indispensable to guarantee the system’s
adequacy, moral usage, and arrangement with advancing
measures. Through these five key components, our proposed
framework looks for to rethink open security and security in an
ever-evolving technological landscape.
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V. RESULTS AND DISCUSSION

Figure 2. Output of Facial Identification

The results for the project Criminal Identification by Face
Recognition through Camera Using Image Processing would
provide a dynamic and visually informative representation of its
functionality. As the system processes live video feeds the output
would include a display of the processed frames with facial
detention superimposed on detected faces. These outputs serve to
visually indicate the regions where the system has identified faces
within the surveillance data.

Figure 3. Local alert output

This system rapidly observes the characteristics of the people
going in and around the area of surveillance and cross references
it with the pre-programmed data which has been already trained.
This trained data is based on the classified information the suspect
which is gained through an analysis of a video footage. This video
is focused on the criminal’s face and taken at the time of
mugshots. Our model compares favorably with existing face
recognition technologies, offering competitive accuracy rates.
The incorporation of HAAR Cascading distinguishes our
approach, providing a unique advantage in certain scenarios.

The use of facial recognition technology raises ethical concerns,
particularly regarding privacy and potential misuse. Our project
emphasizes the importance of implementing robust privacy
measures and ensuring that the technology is used responsibly.
Future iterations will explore additional safeguards to address
these concerns.

The successful implementation of our face recognition
system holds significant implications for real-world applications.
We have particularly applied it in law enforcement. Rapid
identification of individuals with a criminal record can expedite
investigations and enhance public safety.

Figure 4. Alert produced through mail

So when the suspect pops up in the area of this system-
implemented surveillance, the model immediately recognizes that
particular person within its data which may have many more
suspected individuals. After the system identifies the suspect, it
proceeds to produce a local alert within the building and even
produces a potent alarm. Not only that but also it tends to produce
an alert mail to a nearby police station through the provided mail
as we can see in Fig 4.

VI. CONCLUSION AND FUTURE WORKS

In conclusion, the integration of face recognition through real-time
camera surveillance and image processing, driven by the powerful
HAAR Cascade algorithm, represents a significant leap forward in
the realm of criminal identification. By utilizing advanced
technologies, this proposed system enables law enforcement to
efficiently identify individuals with a criminal history, as
documented in First Information Reports (FIRs) maintained at
police stations. The establishment of a comprehensive database
and the continuous training of the algorithm contribute to the
accuracy and adaptability of the system, ensuring its effectiveness
in dynamic public spaces. If any criminal faces are identified the
criminal image is shared the mail at the police station. While this
innovative approach holds immense potential for enhancing public
safety, it is essential to navigate the ethical considerations and
privacy implications associated with such technologies. Striking a
balance between security imperatives and individual rights is
paramount in the responsible deployment of this system. As
technology evolves, ongoing scrutiny and adherence to ethical
guidelines will be crucial to maintaining public trust and
confidence in the utilization of facial recognition systems for
criminal identification. Ultimately, the proposed system marks a
transformative step in leveraging technology to proactively
address criminal threats in public spaces, emphasizing the need for
a thoughtful and ethical approach to its implementation.
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