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Abstract

More frameworks that can store and handle massive volumes of information are required because of the growth of huge information. Cloud
computing and enormous information architectures must also be extremely secure. However, the security of customers' data may suffer if
such big data management technologies are used. The purpose of this article is to feature the security concerns, alongside the latest
information on the recurrence of weaknesses that endanger networks and prevent functioning strongly, big data, and cloud. To emphasize
the importance of big data security, it also analyzes the needs of the large information proprietor through the investigation of a set data.
The article also covers improve the security of the Hadoop enormous information organization platform.

Keyword : Big data security, Massive information growth, Cloud computing security, Data owners need analysis , recurring network
vulnerabilities.

INTRODUCTION

Big data particularly describes data files that have become so big or complex that conventional data processing technologies are unable to
handle them. A corporation has to deal with the massive volume of organized and unstructured data regularly. Owing to recent advancements
in technology, The amount of data produced by social media, sensor networks, healthcare providers, the internet, and many other industries
is always growing. The term "big data" refers to the vast amount of data generated at extraordinarily fast speeds from multiple sources in a
variety of formats. To provide a more comprehensive explanation of big data, the terms "value,” "truth," "lexicon," "authenticity," "variety,"
"venue," and "vagueness" were added [3]. Security and privacy of big data seem to be important concerns. Big data security framework use
is discouraged for complicated processes, so by default it is disabled. However, information can always be easily disclosed even in the
absence of it.

The main areas of data privacy have been the use and management of individual data, which includes things like putting policies in place to
ensure that clients' data is being collected, shared, and used appropriately. Protecting data from malicious attacks and the commercial use of
stolen data are the main goals of security [4]. While security is necessary to protect data, privacy cannot be fully protected by it. The big data
processing model has several subcategories, including batch, machine learning (ML), graph, and stream processing paradigms [5]. To protect
privacy, the data processing section may be split into two sections. The goal of the first phase is to shield information from uninvited
disclosure because the acquired data may contain sensitive information that belongs to the data owner. The second phase aims to protect
privacy while deriving valuable insights from the data. While working with sensitive data presents significant privacy risks, big data
processing offers many advantages. The primary reasons for this are the two essential elements of big data analysis. Firstly, there are
situations when the volume of data increases the chance of re-identifying a particular individual in datasets that seem to lack specific
connecting data. Second, big data analytics can use "innocent" personal information to deduce new information that is far more significant
and was not intended to be revealed by the affected party. One well-known example is when a department store produced customized
(targeted) marketing by analyzing shopping patterns; the algorithms correctly predicted what a teenage girl was expecting [6]. There are
situations where privacy risks could be even more severe, such as during therapy or medical research. To protect individuals and their data, a
plethora of technological tools and regulations for privacy-preserving data processing were initiated and developed. However implementing
concepts in a data processing network requires more work in the planning phase, and methods frequently have an impact on the system's
efficacy. Because of this, companies and other organizations weren't always willing to make the effort, but due to demand from special
privacy laws and standards, this has started to change. To keep up with this digital boom, a plethora of techniques and innovations have been
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developed in tandem with the rapidly expanding Big Data age. In actuality, handling this heterogeneous data created from various sources
could be extremely difficult for traditional data management systems to handle.

Furthermore, despite the many advantages this development offers clients, Big Data comes with many challenges, especially in processing,
cleaning, assessment, and storage capacity. It also draws attention to security issues with the generated data. Apache Hadoop is currently one
of the most widely used leading systems for managing big data [7]. On the other hand, this system is not able to adequately protect the
generated data. Several studies have been conducted to improve the generated data's security for this reason. One such project appears to be
the Kerberos system authentication scheme, which permits the transfer of data over secure channels and is considered the primary
authentication system by Hadoop. While none of these strategies can guarantee an improvement in terms of the protection pillars, each has
contributed, albeit in a different way, to enhancing the security of the Hadoop-generated data. This article's main objective is to draw
attention to the security measures that are currently available for these data processing systems and to offer some recommendations that
could be implemented to further secure and safeguard this data to maintain its consistency and dependability.

Sensitive information can be accessed, altered, or destroyed, or hackers can use data exploitation to extort money. It covers programs and

systems designed to thwart intrusions, malware, and threats from cybercriminals targeting computers, networks, and data. No matter how
many technologies are developed to make our lives easier, people remain the primary source of vulnerability in all fields[16].

PERCEIVING BIG DATA:

Four essential characteristics of big data analysis are used to define the type and extent of data generation and processing. The
generic acronyms include the four V's.

Variety: The secret to managing the variance within the produced data is to effectively handle the intricacies of various data types. This
includes both structured and unstructured data.

Veracity: The degree of dependability of the data determines its validity. The accuracy of particular data points is the company's current
point of view. In addition, there is a lack of significance because of the massive scale of the data and the normalizing effect of analysis.

Volume: The massive volumes of data generated daily are referred to as volume. relates to the massive volumes of data generated every
second as well. For some businesses, this might be ten seconds of terabytes, and for others, it might be ten seconds of petabytes.

Velocity: Velocity is the speed at which information is transferred or distributed between locations. The computation of the update time is
done under this variable. The information's dynamic structure has necessitated the need for more processing power, precise architecture, and
fast, dependable network speeds.

A. Challenges with Big Data

Big data appears to be a relatively innovation, and much like any project, it is not without its share of challenges [8].

Several investigations and scholarly articles have been carried out in this field to draw attention to these issues and offer practical solutions
for improved utilization. This section addresses some of the most important big data challenges that crop up at each stage of the big data

lifecycle. Big data lifecycles typically consist of four stages: 1) collection; 2) storage; 3) processing and knowledge generation; and 4)
knowledge application [9]. Numerous related problems are revealed in each of these stages, such as:

It appears to be a framework's capacity to grow the system logically to handle higher demands.

The primary obstacle currently facing multiple units is maintaining synchronization.

* Problems with Coordinating and Using Data Efficiently

Information gathering and live implementation are critical to an organization's success in achieving its business objectives.
On the other hand, difficulties include obtaining precise data, etc.

« Efficacy One of the characteristics of big data is its high volatility and volume of information; as a result, it continuously aims to make the
best decisions as quickly as possible. This poses a challenge because massive volumes of data need to be processed rapidly.

» Issues with scalability in real-time
Even minor mistakes in the structural elements that describe the design of Big Data Systems have the potential to produce disastrous results.
» Failure of Nodes

Node failures have occurred because architecture information is shared among multiple nodes. It is necessary to handle these node failures
carefully to prevent data from becoming inaccessible.

B. Types of processing

Extraction of information from big data is a difficult task. To collect, manage, and evaluate data for forecasting or real-time knowledge, the
right innovation must be in place. Different computer systems are required for the different types of data to provide insightful information.
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Users must understand the difference between data in motion and data at rest to determine what level of processing power and innovation is
required to extract knowledge from big data. Table I [10] displays the infrastructure for data processing.

* Moving data

Although the data was gathered similarly to the data at rest, the analysis was done differently. In this case, the analytics are conducted in real
time during the event. Businesses have a great opportunity to improve their financial performance in these circumstances.

* Resting data
This has to do with data that was collected from various sources and analyzed after an incident.
There are two distinct times for the data analysis and the subsequent application of the findings.
Moving data

e  Latency is still important because a computational lag can lead to missed opportunities to improve business performance.
e  Using a real-time processing method is preferable.

information at rest

e  One can start a bare-metal system and shut it down when they're done with data analysis.

e  Using a batch processing method is preferable.

Each type of information has benefits and can provide the business with valuable information. The best processing method and architecture
are determined by the requirements of each user's particular use case and data strategy.

DIFFICULTIES WITH SECURITY IN BIG DATA

Since humans are living in the Big Data era, where its growth is continuing to accelerate, researchers must focus on data security. This
stream of data poses both an opportunity and a concern for security experts. Big Data innovations offer previously unheard-of opportunities
in the field of threat identification and forecasting, but they also pose challenges in the areas of security, exploitation, and data processing.
Data loss, breaches, and potential attacks can cause significant harm to all involved parties, but primarily to the public's trust in businesses.
Volume 13 Special Issue 9 Journal of Pharmaceutical Negative Results 2022 8420 A. Issues with security during collection and storage
Large-scale data collection is one of the areas where there is increased interest in and need for effective protection; these enormous volumes
of data offer businesses fantastic opportunities and a singular source of information for potential customers. Additionally, the proper use of
this data may be necessary for sales and manufacturing.

B. Security issues during data processing and cleansing

Big data processing is made possible by non-conventional data management solutions, which are used to store, filter, cleanse, and perform
other operations on data while preserving its quality, permanence, and confidentiality.

Furthermore, these systems' security flaws include the potential for data corruption and computer networks that depend on confidentiality,
authenticity, and accessibility [12]. Many security problems have accompanied their development over time; a simple attack can search a
platform for vulnerabilities; if these are found, the system will become infected and stop processing Big Data. Additionally, Fig. 1 displays
the total number of vulnerabilities from 2015 to 2023.
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Fig. 1.vulnerabilities in big data system

SECURITY FOR BIG DATA SYSTEM

Before considering security solutions for the Big Data network, it is critical to classify the current architecture. Big Data is not the same as
traditional data in terms of its architecture or function. The architectural domain supports databases and data security. The operational sector
deals with issues involving big data security and highlights the drawbacks of these technologies.
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B. The Architectural

Big data is categorized using the deployment paradigm, which is made up of redundant, elastic, and widely distributed information
repositories made possible by the Hadoop file network [13]. To gain a better understanding of the Big Data structure, one can utilize the
Hadoop Distributed File System (HDFS), as illustrated in Fig. 2. That is, in fact, software that is supported by the Apache foundation and
allows for the shared processing of large databases among a network of computers. It provides users with quick access to the implementation
date.
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Fig. 2. hdfc architecture

Architectural protection covers a wide range of elements, including data ownership, distributed nodes, inter-node communication, and
shared. data, etc. This article [13] explains how the Big Data structure is related to security measures. The primary sources of security in big
data are its distributed storage system and a large amount of information. T

A. Function
When choosing privacy and security measures for the Big Data connection, researchers need to consider safeguarding both the data and the
architecture. When thinking about operational security, keep the following factors in mind:

* Data that is stored

The longer data is stored on the cloud, the greater the Thance that it will be compromised. For this data, encryption provides the best
protection. Encryption has been used to safeguard data that is extracted from the cluster.

« Keeping up with audit logs

The business must be able to identify and evaluate any possible network breaches. Keeping track of every time data is accessed, read,
downloaded, or changed appears to be the most effective method for carrying out audits. The dataset can be combined with open-source
logging technologies to achieve this.

« Entry for administrators

Any company that intends to use Big Data systems for data backup must entrust the encryption process to a trustworthy system
administrator. Data vulnerability is alarmingly increased by unauthorized accessibility.

One inference that can be made from the various standards that were used to develop and expand the Big Data architecture is that complexity
is the root cause of errors.

SECURITY ARCHITECTURE FOR CLOUD

The suggested architecture for protecting the Cloud Computing architecture is shown in Fig. 3. It consists of several components and four
stages. After implementation, the distribution of the different elements within the architecture ought to provide multiple levels of security
and confidentiality.

Layer A This tier supports customers and businesses who use the cloud for storage. This group includes database accessibility tools, front-
end devices, and graphical user interfaces (GUI). From the uses provided in this layer, the business or end user can connect to a network and
subsequently to their Cloud storage.

One inference that can be made from the various standards that were used to develop and expand the Big Data architecture is that complexity
is the root cause of errors.

B. Second Layer
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This layer houses the main security element of the architecture. The three filtration stages are as follows:
1. Verification of encryption

When users visit the Cloud via one of the various platforms (PaaS, laaS, or SaaS), the customer has to enter a unique key, which is generated
at random and given to the client. A resource for private key encryption is provided by this key. If the key fits, the clients move on to the
next stage of filtering. This layer cannot be broken unless the attacker has a remote connection to the randomly generated key. The following
is a description of the various cloud platforms:

a. Paas, or platform as a service

It alludes to the platform, which provides enhanced programming platform components along with resources for creation and virtualization.
It also makes it possible for developers working on the system's creation to be distributed geographically. Heroku, Amazon Map Reduce, and
Google App Engine are a few examples of PaaS.

b. laaS, or infrastructure as a service

Users can access network connectivity, storage, and virtualized services with this platform. Users can scale these services as required. These
services are often offered as Amazon EC2, Microsoft Azure, and GoGrid.

c. SaaS, or software as a service

The most advanced cloud computing system available, it provides on-demand access to services that are normally only accessible through a
computer network or web browser. The features are more widely available, and no license is needed. The integration of mashup
implementation is made simple by the SaaS platform's easy accessibility. Google Maps and Salesforce.com are two well-known examples.

2. Control and verification of data accessibility

This appears to be the secondary filtering layer. If the attackers manage to gain unauthorized access to the special key, they are also stopped
at this point. Depending on the service they select, users might only be able to access the data they require rather than all of it. The
confidentiality and security of the data are maintained in this way. Regarding national security, cloud storage may hold a range of data that
needs to be categorized for a specific user base. The information of each account owner is kept on file for a cloud-based banking service. To
ensure that the required data is available, the appropriate Cloud storage region should be oriented toward the appropriate user type.

2. Data accessibility control and access check

This appears to be the secondary filtering layer. If the attackers manage to gain unauthorized access to the special key, they are also halted

at this point. Depending on the service they select, users might only be able to access the data they require rather than all of it. The
confidentiality and security of the data are maintained in this way. Regarding national security, cloud storage may hold a range of data that
needs to be categorized for a specific user base.

The information of each account owner is kept on file for a cloud-based banking service. To ensure that the required data is available, the
relevant Cloud storage area should be oriented toward the right user type. Users should be compelled to verify their digital signatures to
improve their

validity using facial recognition technology or fast typing measurements. After that, authorization to utilize the Cloud services has been
granted.

3 Vulnerability

After confirming the user's identity and authorization rights in the preceding layers, the last step before granting access to the selected
service is to ascertain whether the cloud has been the target of any attacks. Attacks at this time have the potential to expose the security and
privacy of user data and accounts. To guarantee

the highest degree of anonymity possible for the cloud platforms that private businesses employ,
(a)Vulnerabilities in the network of big data processing

Information management network vulnerabilities describe the probability that companies or other data owners will experience losses,
damage, or data separation as a result of taking advantage of a vulnerability. Before assessing a set of attackers' capabilities and
susceptibility, it would be crucial to ascertain the total number of vulnerabilities that have been found over time. Take the annual Big Data
guidelines, for example, as evidenced by research on papers related to data security, such as the OWASP [14], Cisco, and Cyber Security
[15] reports, as well as other research on the state of Big Data and the situation of the system enabling the data treatment. The
implementation, as mentioned by the primary 10 OWASP [14], tries to compromise the authenticity and accessibility of system data while
posing a risk of viral transmission. Previous findings indicate that there are still many vulnerabilities. This could be brought on by a variety
of factors, such as the staff's unreliability or the lack of an integrated protective system.
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Fig. 3. cloud security architecture

C. Third Layer

After navigating the second stage and additional security checks, it maps the provider of the user's choice, allowing them unrestricted access
to their defined information. The timestamps for when access to the Cloud was authorized and revoked are recorded and monitored by the
system administration. Forensic investigations would benefit from the preservation of these logs. The recommended architecture will provide
security on multiple levels, helping to maintain the confidentiality, authenticity, and consistency of the data, even though it might seem a
little challenging to implement. Included and put into practice at every step, from system integration to cloud access, are security protocols
that will safeguard the confidentiality of the clients'/enterprises' accounts and cloud data.

DISCUSSION AND SUGGESTED SOLUTION

Based on published research and data, there is a growing need for networks handling Big Data to have a more secure component. Making a
security policy is therefore essential. By adding an intrusion analyzer that conducts a two-level validation, the research aims to improve the
security of the Hadoop file system. Firstly, it verifies the identity of the network user before granting access, and secondly, it looks into the
customer’s role and the type of service they require.

The basis of this solution is Hadoop, which appears to be a multiuser system. As a result, it is configured to support RBAC accessibility
control types.

A. What makes Hadoop special?

Big data processing, storing, and analysis appear to be supported by Hadoop. Even though Hadoop was developed without a protection layer
and has since seen the development and/or implementation of countless massive data management systems, it remains the most widely used
platform for storage, sharing, and parallel computing. The research decision to conduct this study type is supported by Table I, which lists
the benefits and drawbacks of the most widely used big data administration systems.

Each system’s merits and disadvantages of Big Data processing methods
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Processing system

Disadvantages

Advantages

Apache storm

In implementation, if users provide a new
edition of an outdated topology, it will be
rejected; users must first remove the outdated
version before submitting the current one

1. A grouping of universal parts for
instantaneous calculations.

2. A rapid and highly adaptable platform.
3. Excellent fault tolerance and error
management

Apache Flink

edition of an outdated topology, it will be
rejected; users must first remove the outdated
version before submitting the current one of
Flink's main shortcomings is that it is still a
relatively new initiative. Not much research has
been done on Flink's scalability problems, and
large-scale implementations are still rare
compared to some other  processing
architectures.

2. Flink still has a ways to go before it
achieves the level of operational use and success
comparable to Spark and Hadoop.

A true architecture for stream processing.
2. The ability to carry out current
MapReduce tasks directly.

3. The utilization of techniques in batch
and streaming modes.

4. Quicker processing.

5. Using an active optimization technique

Apache Hadoop

1. The limitation of Hadoop MapReduce is that
only one job can be batch-processed at a time.

2. Low file problem; it is vulnerable and only
permits batch processing.

1. Integration of modern analytics.

2. Far more efficient than MapReduce

3. Data computation in parallel.

4. Processing continuously with own

streamed API in small batches.

Our choice to use Hadoop as a workspace was primarily motivated by the fact that it is the most widely used, has a large storage capacity
compared to other technologies and is insecure due to its lack of security standards.

CONCLUSION

In the data industry, big data appears to be the most recent digital revolution. Although it provides numerous benefits to users, there are
several security issues with it as well. This study aims to shed light on emerging security concerns, especially those that obstruct big data
processing and cloud computing systems from operating effectively. Furthermore, a set of numerical data has been supplied to demonstrate
the extent to which the problem was critical. In light of all of these factors, this study made an effort to suggest that, to lower the number of
vulnerabilities, an intrusion detector be included before the use of Hadoop in this work as a potential solution to the problems raised.
Consequently, by enhancing.
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