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ABSTRACT

The pet industry has fully embraced the Internet of Things (IoT), leading to the widespread use of data-
centric devices that monitor various aspects such as activity, health, and location of pets. This has given rise
to the 'Internet of Pets," generating substantial amounts of animal-related data. The close connection between
the digital profiles of companion animals like cats and dogs and their owners raises significant concerns
about security and privacy. This case study delves into the susceptibility of pet wearables to side-channel
attacks. Specifically, we detail our implementation of an electromagnetic attack on a dog activity tracker
that is no longer in production. Our findings reveal a successful extraction of data from the device during
the Base64 encoding process. We discuss the implications of these vulnerabilities for the security of such
devices, emphasizing the lack of protection for animal data under existing data protection policies and

legislation.
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INTRODUCTION

The intertwining of technology and our daily lives has reached unprecedented levels, with the Internet of
Things (1oT) infiltrating diverse sectors. One of the intriguing domains experiencing this digital
transformation is the pet industry, where the convergence of technology and companion animals has given
rise to the 'Internet of Things.' This phenomenon involves the integration of data-intensive devices that track
various aspects of pets' lives, ranging from their activity levels and health metrics to their real-time

locations.

As the pet industry embraces these advancements, the surge in popularity of pet wearables has become
evident. These devices, designed to enhance the well-being of companion animals, have ushered in a new
era of pet care, allowing owners to monitor and manage their pets' activities remotely. However, with the
convenience and benefits offered by these loT-enabled pet wearables come significant security and privacy

implications.

This case study delves into the evolving landscape of the 'Internet of Pets,' focusing on the vulnerabilities
associated with pet wearables. Specifically, we aim to shed light on the security implications of the data
generated by these devices and the potential risks posed by the close link between the digital profiles of

companion animals and their caregivers.
Background:

The pet industry has undergone a profound transformation over the years, with pet care evolving from
traditional practices to a more tech-infused approach. The surge in pet ownership, coupled with a growing
awareness of the importance of monitoring and enhancing pets' well-being, has paved the way for the

integration of 10T technologies in the form of pet wearables.

These pet wearables come in various forms, including activity trackers, health monitors, and location-based
devices. Activity trackers record and analyze a pet's physical movements, providing insights into their
exercise routines and overall activity levels. Health monitors, on the other hand, collect and analyze data
related to a pet's vital signs, offering valuable information about their well-being. Location-based devices
leverage GPS technology to track a pet's whereabouts in real time, ensuring their safety and enabling swift

recovery if they go missing.
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Fig. 1: The conducted electromagnetic attack

The 'Internet of Pets' has brought about a paradigm shift in how we care for our animal companions. Pet
owners can now access real-time data about their pets, enabling proactive and informed decision-making
regarding their health, safety, and overall quality of life. However, beneath the surface of this seemingly

seamless integration of technology into pet care lies a complex web of security and privacy concerns.

The digital profiles of companion animals, especially beloved pets like cats and dogs, are intricately
connected to the lives of their caregivers. As these pets become digital entities through the data generated by
wearables, a new dimension of security vulnerabilities emerges. The lack of explicit protection for animal
data under existing data protection policies and legislation raises questions about the potential risks

associated with the collection, storage, and transmission of this sensitive information.

Fig. 2: The used digital oscilloscope type PXI-5114
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In this context, our case study aims to explore and highlight the vulnerability of pet wearables to side-

channel attacks, focusing on a specific instance involving a now-discontinued dog activity tracker. By
implementing an electromagnetic attack during the Base64 encoding process, we were able to successfully
exfiltrate data from the device. This revelation prompts a critical examination of the security landscape

surrounding pet wearables and the broader implications for the ‘Internet of Things.
Specific Aims of the Study:

The specific aims of this study revolve around understanding and addressing the security implications of pet
wearables within the broader framework of the ‘'Internet of Pets." We seek to achieve the following key

objectives:
1. Evaluate Pet Wearable Vulnerabilities:

« Conduct a comprehensive examination of the vulnerabilities present in pet wearables, with a

specific focus on data-intensive devices such as activity trackers.

« Identify potential entry points for security breaches and explore the susceptibility of these

devices to side-channel attacks.
2. Assess the Impact of Side-Channel Attacks:

o Implement an electromagnetic attack on a discontinued dog activity tracker to assess the

feasibility and effectiveness of side-channel attacks.

o Examine the implications of successful attacks on the security and privacy of the data

generated by pet wearables.
3. Investigate Data Exfiltration Techniques:

o Explore the methods used in data exfiltration during the Base64 encoding process, shedding

light on potential weaknesses in the data transmission mechanisms of pet wearables.

e Analyze the extracted data to understand the nature and extent of information that could be

compromised in a real-world scenario.
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Objectives of the Study:

To achieve the specific aims outlined above, the study will pursue the following objectives:
1. Conduct a Literature Review:

o Review existing literature on loT in the pet industry, emphasizing the security challenges

associated with pet wearables.

« ldentify gaps in current knowledge and contribute to the understanding of security concerns

in the context of the 'Internet of Pets.’
2. Select and Analyze Pet Wearable Devices:

o Choose a representative sample of pet wearables, focusing on activity trackers, for in-depth

analysis.

e Assess the hardware and software components of selected devices to identify potential

vulnerabilities.
3. Implement Side-Channel Attacks:

o Develop and execute an electromagnetic attack on a specific dog activity tracker to simulate

a real-world scenario.
o Document the process, challenges encountered, and outcomes of the side-channel attack.
4. Evaluate Data Exfiltration Techniques:

o Examine the methods employed during the Base64 encoding process to exfiltrate data from

the pet wearable.

o Analyze the extracted data to understand the types of information that can be compromised,

such as pet activity patterns and health metrics.
5. Assess Implications for Security Policies:

o Evaluate the existing data protection policies and legislation concerning animal data,

identifying gaps and areas for improvement.

e Propose recommendations for enhancing the security of pet wearables and safeguarding the
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privacy of pet owners.

Scope of the Study:

This study focuses on pet wearables, specifically activity trackers for dogs, within the broader context of the
‘Internet of Pets.' The scope encompasses the evaluation of hardware and software vulnerabilities in these
devices, the implementation of side-channel attacks, and the analysis of data exfiltration techniques during
the Base64 encoding process. The findings will contribute to a nuanced understanding of the security
landscape surrounding pet wearables and their implications for the broader ecosystem of 10T in the pet

industry.
Hypothesis:

The hypothesis guiding this study is that pet wearables, particularly activity trackers for dogs, exhibit
vulnerabilities that can be exploited through side-channel attacks. We hypothesize that, through the
implementation of an electromagnetic attack during the Base64 encoding process, it is possible to
successfully exfiltrate sensitive data from these devices. Furthermore, we anticipate that the study's findings
will underscore the need for enhanced security measures in pet wearables and prompt a reconsideration of
the existing data protection policies governing animal data in the evolving landscape of the ‘Internet of

Things.'
METHODOLOGY

Here our focus was to illustrate the Side Channel Analysis (SCA) through an examination of the JSON
exchange between the device and server. Our objective was to showcase our proficiency in reconstructing

the original JSON text by scrutinizing traces at the encoding moment in Base64.

To execute the SCA, we employed a meticulously selected set of equipment, each chosen for its capability
to provide accurate and detailed insights into the exchange process. The primary instrument utilized was the
PXI-5114 digital oscilloscope from National Instruments. This sophisticated oscilloscope boasts a sample
clock set to 250 MS/s and a bandwidth of 125 MHz, as depicted in Fig. 2. The high precision of this

equipment was crucial in capturing the nuances of the JSON exchange.

Additionally, an antenna was employed to facilitate the measurement of electromagnetic fields emitted by

the device under scrutiny. This probing device allowed us to gather essential data related to the
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electromagnetic emanations during the exchange process. Complementing the hardware, we utilized the

RFSA — Soft Front Panel software to enhance the efficiency of our data collection and analysis.

It is essential to note that all signals involved in the SCA were meticulously collected individually. This
approach ensured a granular examination of each signal, contributing to the precision and accuracy of our
findings. The signals, once recorded, underwent further analysis facilitated by the oscilloscope, which
executed the sampling process on an analog-to-digital converter. This step was instrumental in transforming

the analog signals into digital data, making them amenable to in-depth scrutiny.

The choice of the PXI-5114 digital oscilloscope was driven by its impressive specifications, including the
high sample clock rate of 250 MS/s and a bandwidth of 125 MHz. These parameters were crucial in
capturing the fine details of the JSON exchange process, allowing us to discern the subtle variations in
signals during the encoding in Base64. The graphical representation in Fig. 2 visually underscores the

capability of the oscilloscope in providing a comprehensive view of the signals involved in the SCA.

The inclusion of an antenna in our setup was imperative to capture electromagnetic fields emitted by the
device during the JSON exchange. This component acted as a probing tool, enabling us to gather crucial
data on the electromagnetic emanations associated with the encoding process. The insights derived from the
antenna measurements added an additional layer of understanding to our SCA, contributing to a holistic

analysis of the security vulnerabilities in the JSON exchange.

To streamline our data collection and analysis processes, we leveraged the RFSA — Soft Front Panel
software. This software played a pivotal role in enhancing the efficiency of our experiment, offering a user-
friendly interface for configuring and controlling the oscilloscope. Its integration into our methodology
facilitated seamless synchronization between the oscilloscope and other equipment, ensuring a coordinated

and systematic approach to data acquisition.
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Fig. 3: Recording traces
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Fig. 4: Bluetooth frequency graph during tracker operation

In conclusion, our Research Methodology for the Side Channel Analysis was meticulously designed and
executed, leveraging cutting-edge equipment such as the PXI-5114 digital oscilloscope, an antenna for
electromagnetic field measurements, and the RFSA — Soft Front Panel software. The detailed examination
of signals, coupled with the precision afforded by the oscilloscope's specifications, provided a
comprehensive understanding of the security implications in the JSON exchange process. The inclusion of
an antenna and the support of software further strengthened the robustness of our methodology, culminating

in a thorough and insightful analysis of the Side Channel Analysis.
RESULT AND ANALYSIS

Our investigation began with an exploration of the frequency range associated with the device's Bluetooth
operation. According to the device specifications, the operational frequency range spanned from 2.402 GHz
to 2.48 GHz. The findings of our frequency analysis are visually presented in Fig. 4, while Fig. 5 elucidates

the relationship between measured signal strength and the distance to the antenna.

Fig. 4 provides a comprehensive overview of the frequency distribution within the specified Bluetooth

operational range. The data reaffirms the device's adherence to the prescribed frequency band, corroborating
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the accuracy of the device specifications. This alignment is critical for the subsequent phases of our

analysis, as it establishes a foundational understanding of the device's operational parameters.

Moving beyond frequency analysis, Fig. 5 delves into the dependency of measured signal strength on the
distance to the antenna. This exploration is crucial in comprehending the signal propagation characteristics
and potential vulnerabilities related to signal interception. As distance increases, a predictable attenuation in
signal strength is observed, aligning with established principles of wireless communication. This insight
informs our understanding of the potential reach of the device's Bluetooth signals and contributes to the

contextual interpretation of subsequent results.

Upon transitioning to the examination of the device's behavior during search mode, notable variations in
amplitude values of the emitted signal by the tracker come to light. In this mode, the CPU is engaged in
processing information pertinent to the Bluetooth module's operation. The observed alterations in trace
patterns, as depicted in Fig. 5, signify the encoding of information into JSON format during search mode.
This distinctive trace pattern serves as a key indicator of the device's activity, shedding light on the moment

when information is encapsulated in Base64 encoding.

The analysis of the case study results allows us to make a significant inference regarding the device's data
encoding algorithm. Our observations strongly suggest that the device employs the Base64 encoding
algorithm, characterized by its simplicity. This choice is likely made to minimize the computational burden
on the tracker's low-power CPU. The assumption is grounded in the consistency of trace patterns during
different operational modes, particularly the discernible change in the trace pattern during search mode,

which aligns with the encoding of information into JSON format using the Base64 algorithm.
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Fig. 5: Bluetooth signal strength gain from distance to
antenna (gain in decibels, distance to antenna in millimeters

In scientific terms, the observed consistency in the trace patterns across different operational modes
provides empirical evidence supporting our hypothesis. The significant change in trace pattern during search
mode indicates a distinct phase in the device's operation, corroborating our understanding of information
encoding. Moreover, the choice of the Base64 encoding algorithm aligns with engineering principles, where

efficiency is paramount, especially in devices with limited computational resources.

This scientific interpretation is pivotal in understanding the security implications of the device's data
encoding strategy. The simplicity of the Base64 algorithm, while advantageous for computational
efficiency, raises concerns about the device's vulnerability to side-channel attacks. Our results emphasize
the importance of considering the trade-offs between computational efficiency and security in the design of

low-power devices.

Here we provide a detailed exploration of the device's Bluetooth frequency range, signal strength
characteristics, and the distinctive trace patterns associated with different operational modes. The observed
consistency in trace patterns, coupled with the identified use of the Base64 encoding algorithm, contributes
to a scientifically grounded interpretation of the device's behavior. This interpretation, in turn, underscores
the potential security implications and highlights the delicate balance between computational efficiency and

security in the design of low-power tracking devices.
CONCLUSION:

In conclusion, our study on the Side Channel Analysis (SCA) of the device's Bluetooth operation has

provided valuable insights into its operational characteristics and data encoding mechanisms. The
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meticulous examination of the frequency range, signal strength dynamics, and trace patterns during different

modes has led us to a significant conclusion regarding the device's utilization of the Base64 encoding
algorithm. This finding has implications for both the device's computational efficiency and its vulnerability

to side-channel attacks.

The consistency in trace patterns across various operational modes, particularly the distinct changes
observed during search mode, reinforces our confidence in the identified data encoding strategy. The
simplicity of the Base64 algorithm, while advantageous for a low-power device, raises concerns about the
potential security risks associated with side-channel vulnerabilities. Our study underscores the importance

of balancing computational efficiency with robust security measures in the design of such devices.
LIMITATION OF THE STUDY::

Despite the comprehensive nature of our study, certain limitations should be acknowledged. The study
focused on a specific device, and extrapolating the findings to a broader range of devices may require
additional research. Variations in device specifications, hardware, and firmware may impact the
generalizability of our conclusions. Additionally, the study primarily addressed the Base64 encoding
algorithm, and the presence of additional encryption layers or algorithms could introduce nuances not
explored in this investigation. Future research endeavors should consider a broader range of devices and

encoding mechanisms to enhance the overall understanding of side-channel vulnerabilities.
IMPLICATION OF THE STUDY:

The implications of our study extend beyond the specific device under examination. The identified use of
the Base64 encoding algorithm highlights the need for manufacturers and developers to carefully weigh the
trade-offs between computational efficiency and security in low-power devices. Awareness of potential
side-channel vulnerabilities is crucial in ensuring robust cybersecurity measures, especially in devices that
handle sensitive information. The study serves as a foundation for heightened scrutiny and awareness within
the industry, prompting stakeholders to consider more secure encoding mechanisms without compromising

operational efficiency.
FUTURE RECOMMENDATIONS:

Building on the insights gained from this study, several avenues for future research can be delineated.
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Firstly, expanding the scope of the study to encompass a broader range of devices with varying

specifications would enhance the generalizability of findings. Exploring alternative data encoding
algorithms and encryption techniques could provide a more nuanced understanding of security measures in
low-power devices. Additionally, conducting real-world experiments to validate the vulnerability of devices
to side-channel attacks would contribute to the practical applicability of our findings. Collaborative efforts
between academia, industry, and cybersecurity experts are essential to stay ahead of evolving threats and
ensure the ongoing security of emerging technologies. Future research initiatives should strive to bridge the
gap between theoretical analysis and practical implications, fostering a more resilient and secure landscape

for connected devices.
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