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Abstract : PDF documents have become a prevalent avenue for user exploitation, with malicious code often embedded within 

seemingly legitimate files. These "trojan documents" serve as distribution mechanisms for malware, exploiting vulnerabilities in 

client applications. Detecting such malicious content poses significant challenges due to the complex structure of modern documents 

and the prevalence of social engineering tactics to entice users to open them. In this project, we propose an approach to enhance 

malware detection in PDF documents using Ensemble Machine Learning (Voting and Stacking) and Deep Learning algorithms 

(CNN and RNN). We collect datasets from Kaggle and preprocess them using Data Normalization and Encoding techniques. Feature 

Selection is performed using the Feature Importance of Extra Tree Classifier (FIS) method to identify the most relevant features. 

The trained models effectively predict the presence of malicious content in PDF documents based on input data such as metadata. 

Our approach offers a more efficient and accurate means of detecting malware, thereby enhancing cybersecurity measures against 

document-based attacks. 

 

IndexTerms - Malware Detection, Pdf Documents, Ensemble Machine Learning, Deep Learning, Trojan Documents, Social 

Engineering, Feature Selection, Data Preprocessing, Cybersecurity, Document-Based Attacks. 
 

INTRODUCTION 

Malware, short for Malicious Software, poses a significant threat to computer systems and networks, aiming to steal sensitive data, 

disrupt operations, or gain unauthorized access. Over the years, malware has evolved into increasingly sophisticated forms, 

including viruses, worms, trojans, ransomware, keyloggers, rootkits, and spyware. The proliferation of malware is evident in the 

alarming statistics reported by the Internet Crime Complaint Center, with ransomware alone causing expected losses exceeding 

$49.2 million in 2021. Traditional malware detection techniques, such as signature-based detection and behavior-based analysis, 

have limitations in effectively identifying and mitigating these threats. Signature-based methods rely on predefined patterns or 

signatures, making them vulnerable to evasion tactics employed by hackers through obfuscation and frequent updates to the 

signature database. Behavior-based analysis, while promising, can be circumvented by malware utilizing evasion techniques or 

detecting sandbox environments. To overcome these limitations, the use of machine learning (ML) classification for malware 

detection has gained traction. ML algorithms leverage training datasets to extract features and make informed decisions regarding 

the maliciousness of a file. This paper explores the application of various machine learning algorithms in the realm of malware 

detection, addressing the pressing need for more efficient and effective detection mechanisms in the face of evolving cyber threats. 

To develop a method using Ensemble Machine Learning and Deep Learning algorithms to effectively predict malware detection in 

PDF documents. To implement various techniques to detect malicious PDF files, including Application Allowlisting, Signature-

Based Detection, and Analyzing Files on Different Operating Systems. 

 

RELATED WORKS 

Sec-Lib aims to safeguard scholarly digital libraries from infected papers using an active machine learning framework. This 

approach employs a two-layered strategy, with the first layer identifying known malware using deterministic methods, while the 

second layer detects previously unseen threats using machine learning. Evaluation results indicate that Sec-Lib achieves a high 

malware detection rate of 96.9%, significantly reducing the need for manual inspection and enhancing security and efficiency in 

scholarly digital libraries. 

MIDAS offers real-time behavior auditing tailored for Linux-based IoT devices to safeguard against malware threats. Leveraging 

a dataset of malware samples, MIDAS builds a stable behavioral model for real-time suspicious activity monitoring, facilitated by 

custom SELinux policies. Advanced techniques such as submodule behavior aggregation aid in identifying potential IoT malware. 
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Evaluation indicates that MIDAS achieves malware constraint rates of 88.34% to 94.46% across architectures with minimal 

resource overhead. 

A multi-dimensional deep learning framework is proposed for IoT malware classification and family attribution. This approach 

utilizes features extracted from strings and image-based representations of IoT malware binaries and employs deep learning 

architectures for classification. The framework achieves high accuracy (99.78%) in classifying IoT malware, outperforming 

conventional single-level classifiers and providing essential steps for attack mitigation and prevention. 

Machine learning techniques are applied in wavelet domain for electromagnetic emission-based malware analysis. This 

methodology leverages electromagnetic emissions from embedded devices for remote malware detection and classification. 

Experimental results demonstrate high F1 scores in detecting and classifying malware families, showcasing the effectiveness of the 

approach in identifying both known and unknown malware variants. 

MTHAEL introduces a robust cross-architecture IoT malware detection model based on advanced ensemble learning. This model 

utilizes a stacked ensemble of feature selection algorithms and state-of-the-art neural networks to achieve enhanced IoT malware 

detection. Evaluation with a large IoT cross-architecture dataset demonstrates high classification accuracy for ARM architecture 

samples, surpassing prior related works. 

FED-IIoT presents a robust federated learning-based architecture for detecting Android malware in IIoT environments. This 

architecture ensures privacy-preserving collaboration among devices, employing generative adversarial networks (GANs) and 

federated learning. Evaluation results confirm the high accuracy rates of the attack and defense algorithms, showing the 

effectiveness of the defensive approach in preserving data privacy for Android mobile users. 

Malware analysis by combining multiple detectors and observation windows proposes an ensemble detector to improve detection 

resilience against evolving malware variants. By optimally combining both generic and specialized detectors during the analysis 

process, this approach enhances detection accuracy and resilience. An extended experimental campaign conducted on different 

malware datasets demonstrates the effectiveness of the ensemble approach in providing better detection performance. 

Real-time hardware-based malware and micro-architectural attack detection utilizing CMOS reservoir computing offers a novel 

approach for detecting malware and micro-architectural attacks in real time. This methodology achieves high accuracy with lower 

energy consumption compared to digital machine learning models, showcasing its suitability for resource-constrained 

environments. 

HAWK introduces a malware detection framework for evolutionary Android applications based on heterogeneous graph attention 

networks. By modeling Android entities and behavioral relationships as a heterogeneous information network, HAWK achieves the 

highest detection accuracy against baselines and offers rapid detection with accelerated training times. 

A performance-sensitive malware detection system using deep learning on mobile devices presents MobiTive, a solution leveraging 

customized deep neural networks for real-time Android malware detection. By evaluating different feature extraction methods and 

deep neural network architectures on mobile devices, MobiTive offers a practical and responsive detection environment. 

 

PROPOSED METHODOLOGY 

The collected a dataset of labeled PDFs from various sources, including Kaggle and open repositories specializing in cybersecurity 

and malware detection. The dataset included both malicious and benign PDFs, allowing us to create a robust training set for model 

development. We implemented a system for continuous data collection to ensure our model remains updated with the latest trends 

in PDF-based threats. This involved setting up automated scripts to scrape relevant repositories and databases, regularly adding new 

data to our dataset. 

To ensure consistency and usability for training, we performed several preprocessing steps. In the applied normalization techniques 

to ensure that all features were on a comparable scale, reducing the impact of differing units or magnitudes. 

Encoding methods to convert categorical data into a format suitable for machine learning algorithms. To improve model robustness, 

we applied augmentation techniques such as rotation, scaling, and cropping to artificially expand the dataset. Additionally, we 

converted PDFs to a standard format for analysis. This included extracting metadata, text, and other features that could be used to 

distinguish between malicious and benign files. 

The employed an Extra Tree Classifier to identify the most relevant features for distinguishing between malicious and benign PDFs. 

This approach was chosen due to its effectiveness in handling large datasets and its ability to provide feature importance scores, 

allowing us to focus on the most significant attributes. So the model training strategy involved both ensemble learning and deep 

learning approaches. Process with used voting and stacking techniques to combine multiple models, creating a more robust and 

accurate prediction system. 

It trained Convolutional Neural Networks (CNNs) to identify patterns in the data, focusing on both metadata and visual content 

from the PDFs. For ensemble learning, we implemented a Random Forest algorithm with cross-validation to reduce overfitting. 

The deep learning component was trained with a multi-layer CNN architecture, using hyperparameters such as learning rate, batch 

size, and number of epochs optimized through grid search.To ensure our models were generalizing well, we implemented cross-

validation, splitting the dataset into training and validation sets. This approach allowed us to evaluate the model's performance with 

various metrics 

Accuracy of the proportion of correctly classified samples. Precision ratio of true positives to the total predicted positives. Recall  

ratio of true positives to the total actual positives. F1-Score of the harmonic mean of precision and recall. After training, we used 

our models to predict whether a given PDF was malicious or benign. This involved inputting various data points extracted from the 

PDFs, such as metadata and visual features. To assess the model's real-world applicability, we tested it on unseen data and monitored 

its performance. 

Our continuous improvement strategy focused on keeping the model updated with new data and addressing false positives and 

negatives. We regularly monitored the model's performance, retraining it with additional data to maintain accuracy. Additionally, 

we implemented mechanisms to handle false positives and negatives, allowing us to refine the model over time.  

In the below figure proposed system architecture aims to detect malicious PDF documents using Ensemble Machine Learning 

(Voting and Stacking) and Deep Learning algorithms (CNN and RNN). The datasets required for training and testing will be 

collected from the Kaggle website, ensuring a diverse and representative sample. 
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Upon data collection, we preprocess the datasets using Data Normalization and Data Encoding techniques to standardize and encode 

features appropriately. Feature Importance of Extra Tree Classifier (FIS) method is then employed for Feature Selection, identifying 

the most relevant features to improve model performance. 

Next, the selected features are utilized to train the Ensemble Machine Learning (Voting and Stacking) and Deep Learning (CNN 

and RNN) algorithms. These algorithms are chosen for their effectiveness in capturing complex patterns and relationships within 

the data, thereby enhancing the detection of malware PDF documents. 

During the training phase, the model architecture is optimized to maximize accuracy and minimize false positives. Once trained, 

the model is validated and evaluated using separate testing datasets to ensure robustness and generalization. For real-time detection, 

input data such as PDF metadata are fed into the trained model, which accurately predicts whether the document is malicious or 

benign. This approach offers a more efficient and reliable method for detecting malware in PDF documents, thereby enhancing 

cybersecurity measures. 

Advantages of Proposed System 

• Efficient detection of malware PDF documents using ensemble machine learning and deep learning algorithms. 

• Easy prediction and analysis of malicious content, facilitating proactive cybersecurity measures. 

 

 

 
Figure 1: Proposed System architecture 

 

MODULE DESCRIPTION 

Data Collection: This module is responsible for gathering a diverse dataset of PDF files containing both benign and malicious 

samples. It sources data from various repositories, online sources, and malware databases. Care is taken to ensure the dataset's 

representativeness and diversity to capture the wide range of characteristics exhibited by different types of PDF malware. 

Preprocessing: The preprocessing module processes the collected PDF files to extract relevant features for model training. It 

involves parsing the content of the PDF documents, extracting text, images, metadata, and other structural elements. Text extraction 

methods, including OCR, may be employed to convert scanned documents into machine-readable text. Image processing techniques 

are used to analyze embedded images and detect potential malicious content. 

Feature Extraction: Feature extraction is a crucial step in identifying distinguishing characteristics between benign and malicious 

PDF files. This module extracts features such as document structure, textual content, embedded scripts, metadata attributes, and 

visual elements. These features are transformed into numerical representations suitable for machine learning algorithms. 

Ensemble Learning Model Training: The ensemble learning model training module trains multiple base models using the 

preprocessed features extracted from the PDF files. Ensemble learning techniques such as bagging, boosting, and stacking are 

employed to combine the predictions of these base models and improve overall prediction accuracy and robustness. 

Prediction and Validation: In this module, the trained ensemble learning models are used to predict the maliciousness of unseen 

PDF files. The predictions are then validated against ground truth labels to assess the accuracy and reliability of the models. This 

process involves splitting the dataset into training and testing sets, making predictions on the test set, and comparing the predictions 

with the actual labels to measure the models' performance.    

Model Evaluation: The model evaluation module assesses the performance of the trained ensemble learning models. It uses 

appropriate performance metrics such as accuracy, precision, recall, and F1-score to evaluate the models' ability to correctly classify 

PDF files as benign or malicious. The evaluation process provides insights into the effectiveness of the models in real-world 

scenarios. 

Integration and Deployment: The integration and deployment module integrates the trained ensemble learning models into a 

cohesive system and deploys it for practical use. It ensures that the system is scalable, maintainable, and reproducible, following 

best practices in software engineering. This module may also include components for real-time detection and continuous model 

updates to adapt to evolving malware threats. 

 

IMPLEMENTATION  
Gather a diverse dataset of PDF files containing both benign and malicious samples from various sources such as repositories, 

online sources, and malware databases. Parse the content of the PDF documents to extract text, images, metadata, and other 

structural elements, ensuring a comprehensive representation of potential threats and legitimate documents. 
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Utilize text extraction methods, including Optical Character Recognition (OCR) if necessary, to convert scanned documents into 

machine-readable text. Apply sophisticated image processing techniques to analyze embedded images, detect potential malicious 

content, and preprocess data for subsequent analysis. 

Extract a wide range of relevant features from the PDF documents, including document structure, textual content, embedded scripts, 

metadata attributes, and visual elements. Transform these extracted features into numerical representations suitable for input into 

machine learning algorithms. 

Train multiple base models using the preprocessed features extracted from the PDF files. Employ ensemble learning techniques 

such as bagging, boosting, and stacking to combine the predictions of these base models effectively. This ensemble approach 

enhances prediction accuracy and robustness by leveraging the strengths of individual models while mitigating their weaknesses. 

Utilize the trained ensemble learning models to predict the maliciousness of unseen PDF files. Validate the predictions against 

ground truth labels to assess the accuracy and reliability of the models. Split the dataset into training and testing sets, make 

predictions on the test set, and compare the predictions with the actual labels to measure the models' performance comprehensively. 

Conduct a thorough evaluation of the trained ensemble learning models using appropriate performance metrics such as accuracy, 

precision, recall, and F1-score. Gain valuable insights into the effectiveness of the models in real-world scenarios and identify 

potential areas for improvement or refinement. 

Integrate the trained ensemble learning models into a cohesive and scalable system for practical use in malware detection. Deploy 

the system in cybersecurity environments, ensuring seamless integration, maintainability, and reproducibility. Implement 

components for real-time detection and continuous model updates to adapt dynamically to evolving malware threats and ensure 

ongoing effectiveness and resilience. 

 

DATASET 

The dataset utilized comprises a diverse collection of PDF files sourced from various repositories, online platforms, and malware 

databases, encompassing both benign and malicious samples. Each PDF file is parsed to extract textual content, images, metadata 

attributes, and structural elements. Benign samples include legitimate documents from reputable sources, while malicious samples 

are sourced from malware databases and known online sources hosting malicious content. The dataset ensures diversity in file size, 

content, and origin, providing a robust foundation for training and evaluating ensemble learning models for PDF malware detection. 

Additional features extracted during preprocessing, such as image analysis results and metadata attributes, enrich the dataset and 

enhance model effectiveness. Overall, the dataset facilitates the development of robust models capable of handling real-world 

cybersecurity threats effectively. 

 
Figure 2: Dataset class distribution 

 

RESULT 

To begin with, testing of the trained model, we can split our project into modules of implementation that is done.  

Dataset collection involves the process of collecting the dataset from Kaggle website. The dataset used for this project is of the 

below figure: 

 
Figure 3. Dataset Collection 

 

The below figure shows the checking, whether missing data present or not in the dataset. As by the figure it is a null free dataset. 

55.40%

44.60%

Class Distribution

Malicioius Benign
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Figure 4. Checking missing data 

 

The below figure displays the descriptive statistical analysis of numerical features in the dataset, it includes mean, median, mode, 

standard deviation, variance, maximum, minimum values, etc.   

 
Figure 5. Descriptive statistics 

 

The below bar plot visualizes the correlation value of every feature with the output label, and most of the features are very well 

correlated but few have less correlation. 

 
Figure 6. Correlation matrix scores in Bar plot 

 

The depict the Stacking and Voting Classifier performance on the dataset using metrics like precision, recall, and F1-score. Precision 

gauges the accuracy of positive predictions, recall measures how well true positives are predicted, and F1-score provides a balanced 

assessment of both precision and recall. Additionally, the confusion matrix visually summarizes the model's performance by 

displaying counts of true positives, false positives, true negatives, and false negatives. The AUC-ROC curve evaluates how well a 

binary classification model distinguishes between positive and negative cases. It plots the True Positive Rate (TPR) against the 

False Positive Rate (FPR) for different classification thresholds. The AUC, or Area Under the Curve, summarizes the model's 

performance: a higher AUC suggests better discrimination ability, with 1 being perfect performance and 0.5 indicating random 

guessing. 

 
Figure 7. AUC - ROC Curve 
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Figure 8. Comparison among Various Classifiers 

 

             In above Figure of various classifiers. Incorporating the ensemble model into the comparison graph would provide a 

comprehensive view of its performance alongside the individual classifiers. Let's say the ensemble model achieved a detection 

accuracy score slightly higher than that of SVM, indicating its effectiveness in improving accuracy through the combination of 

multiple classifiers. By adding the ensemble model to the graph, we can visually demonstrate its superior performance compared 

to individual classifiers like SVM, highlighting its potential as a robust solution for the task at hand. The graph would show the 

ensemble model as having the highest detection accuracy, followed by SVM, Random Forest, Logistic Regression, KNN, Naive 

Bayes, and Decision Tree, in descending order. This visualization reinforces the notion that ensemble methods can often outperform 

individual classifiers by leveraging their collective strength and diversity. 

 

CONCLUSION 

The successful implementation of this project has been successfully implemented to provide a robust solution for detecting malware 

within PDF documents, distinguishing between malicious and benign files using a combination of ensemble machine learning and 

deep learning algorithms. By leveraging techniques such as Ensemble Machine Learning (Voting and Stacking) and Deep Learning 

algorithms (CNN and RNN), we have achieved efficient and accurate prediction of malware presence in PDF files. These algorithms 

have demonstrated their effectiveness in providing high-quality predictions, ensuring reliability in the detection process. 

Furthermore, the integration of both ensemble learning and deep learning algorithms has allowed us to capitalize on their respective 

strengths, resulting in a comprehensive approach to malware detection in PDF files. Through ensemble learning, we harness the 

collective intelligence of multiple models to enhance prediction accuracy, while deep learning algorithms, such as CNNs and RNNs, 

enable us to extract intricate patterns and features from PDF data, thereby improving the overall detection performance. 

 

FUTURE ENHANCEMENT 

In the coming future, we review the application of the PDF malware detection in various fields to determine technology in the 

malware detection field and it can promote for secure and smart devices used in various industries with more accuracy. In this field 

they have more chance to develop or convert this project in many ways. Thus, this project has an efficient scope in coming future 

where manual predicting can be converted to computerized production in a cheap way. 
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