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Abstract: Data Loss Prevention (DLP) solutions are critical in protecting sensitive
information from illegal access and disclosure. This article describes an Endpoint DLP
program that improves data security by tracking file activity and prevents illegal sharing. The
program allows users to set three keywords and choose a directory to monitor. It examines
PDF, Word, and text files for sensitive information and prevents their transfer via external
USB drives or sharing platforms. If a user attempts to share a flagged file, a warning box
appears, offering the choice to proceed with authentication or cancel the activity. This strategy
improves endpoint security by ensuring that vital data is secured within an enterprise and
reducing the possibility of data exfiltration.

Introduction:

The escalation in cyber attacks and data breaches has created a need for strong security
controls to safeguard confidential data. Companies deal with confidential data, such as
personal data, financial data, and intellectual property, and hence data protection is an
important issue. Legacy DLP solutions are mostly network-based scanning, and hence
endpoints remain at risk for insider attacks and unintended data disclosures. Company
employees can unintentionally send confidential data on removable storage media, email
attachments, or file-sharing software in the cloud.
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This paper presents an Endpoint DLP application that bars unauthorized file sharing through
keyword-based monitoring and access control policies. In contrast to traditional network-level
DLP products, this method targets the specific user's machine, offering real-time protection
against unauthorized data exchange. The application presented in this paper improves
endpoint security by flagging sensitive documents based on keywords defined by users and
blocking them from being shared with external systems without proper intervention. This
solution is most effective for industries that deal with classified content, financial documents,
and customer information, where data loss can have legal and economic repercussions.

Literature Review:
- Survey of Current Data Leakage Incidents

The past decade has witnessed a dramatic increase in the frequency and severity of enterprise
data breaches [1], [2], [5]. These incidents underscore the vulnerability of organizations to
both external cyberattacks and internal threats [1]. High-profile breaches, such as the Target
data breach of 2013, serve as stark reminders of the potentially devastating consequences of
data leakage, encompassing significant financial losses, reputational damage, legal liabilities,
and erosion of customer trust [1], [5]. The scale and impact of these breaches vary widely,
depending on factors such as the type of data compromised, the number of individuals
affected, and the organization's response capabilities. However, a common thread is the
significant disruption and long-term consequences experienced by affected organizations.

Analysis of these incidents reveals a diverse range of attack vectors, including phishing
campaigns  targeting employees [1], malware infections exploiting software
vulnerabilities [1], and malicious insiders leveraging their legitimate access privileges to
exfiltrate sensitive data. The increasing reliance on cloud services, mobile devices, and
interconnected systems further expands the attack surface, creating new avenues for data
exfiltration [5]. The healthcare sector, in particular, has experienced a significant number of
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breaches, highlighting the vulnerability of sensitive patient data [4], [5]. These breaches often
involve the stheft or unauthorized access of protected health information (PHI), leading to
substantial fines, reputational damage, and loss of patient confidence [4]. The financial
services industry is another sector particularly vulnerable to data breaches due to the sensitive
nature of the data handled. Breaches in this sector can result in significant financial losses for
both the organizations and their customers [5].

- Current Methodologies for DLP Implementation

Current DLP methodologies employ a variety of techniques designed to prevent data loss
across different data states (in use, in motion, at rest) and transmission channels (email, USB
drives, cloud storage, etc.) [1]. These methods can be broadly categorized into basic security
measures and advanced DLP approaches. Basic security measures include access control
mechanisms, encryption techniques, and firewalls designed to restrict access to sensitive data
and control its flow [1]. These are foundational elements in any comprehensive DLP strategy.
Access control lists (ACLSs) regulate which users or groups have permission to access specific
data resources. Encryption transforms data into an unreadable format, protecting it from
unauthorized access even if intercepted. Firewalls act as barriers, controlling network traffic
and preventing unauthorized access to internal systems.

Fingerprinting, play a crucial role in identifying sensitive information within data streams [1].
Regular expressions allow for the identification of specific patterns of characters within data,
such as credit card numbers or social security numbers. Data fingerprinting creates unique
identifiers for data sets, allowing for the identification of unauthorized copies or transfers.
Machine learning algorithms are increasingly being integrated into DLP systems to detect
anomalies and predict potential data leaks, enhancing the accuracy and effectiveness of these
systems [1], [5]. The use of machine learning allows DLP systems to adapt to new threats and
patterns of data loss. The effectiveness of these methodologies is heavily dependent on
accurate data classification and the definition of clear policies that outline acceptable data
usage and transfer practices [5]. The deployment of DLP systems can range from endpoint-
focused solutions that monitor individual devices [3] to network-centric approaches that
monitor all traffic flowing across the network [3]. The choice of methodology depends on the
specific needs of the organization and the types of data being protected.

Methodology:

The proposed Endpoint DLP application follows a systematic approach to securing sensitive
data. The application workflow consists of the following key stages:
1. User Input and Configuration:

= The user is prompted to input three keywords that define sensitive information.

= A directory is selected where the DLP policy will be enforced.
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= The system stores these configurations for real-time file monitoring.
2. File Analysis and Keyword Detection:
= The application scans all PDF, Word, and text files within the specified directory.

It uses string-matching algorithms to identify occurrences of the predefined
keywords.

If a file contains one or more of these keywords, it is flagged as a sensitive
document.

3. Sensitive File Identification and Logging:

= Flagged files are marked and logged into a database.

» The system maintains an audit trail of detected sensitive files for further analysis.

4. Restriction Mechanism and File Transfer Interception:

If the user attempts to share or copy a sensitive file to a USB device or external
location, the application intercepts the process.

= The system halts the transfer and triggers a warning popup.

5. User Warning and Authentication Process:
= A warning message informs the user that the file contains sensitive information.
= Two options are provided: "Share Anyway" and “Do Not Share."

If "Share Anyway" is selected, the system prompts the user to enter a password.
[ Password

= An incorrect password prevents the file transfer, whereas a correct password
allows it.
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Results:

The Endpoint DLP application's preliminary testing showed that it can detect and block
sensitive files effectively. The system successfully scanned folders, detected sensitive
material, and prevented illegal sharing attempts. User authentication provided an extra degree
of protection, guaranteeing that only authorized workers could overcome constraints.

The following key observations were made during testing:

= Detection Accuracy: The keyword-based scanning method has a high success rate in
correctly identifying sensitive files.

= Effectiveness of Transfer Restriction: The effectiveness of transfer restriction was
demonstrated by the successful interceptions and prevention of unauthorized file
transfers to USB devices and other external sites.

« User Interaction and Compliance: ¢ User Interaction and Compliance: Before
continuing, users were informed of the file's sensitivity through a clear warning notice.

The results highlight the importance of endpoint-level data protection in reducing the risk of
accidental or malicious data exfiltration.

Conclusion:

The Endpoint DLP application offers an efficient solution for preventing data loss by
enforcing content-based monitoring and controlled file sharing. Unlike traditional DLP
solutions that operate at the network level, this endpoint-focused approach ensures that
sensitive files remain protected even before they are transmitted. By integrating keyword
detection, authentication mechanisms, and logging capabilities, the system enhances endpoint
security and mitigates risks associated with data loss.

There are several challenges associated with DLP systems, before they are deployed it is
necessary and as well as important to adequately have a deep understanding and be able to
analyze these various challenges associated with the system. It is also important to make the
system easy to be used and managed, so as to avoid any form of complexity, as the more
complex a DLP system, the more likelihood the system will be compromised by the user. As
new technology are been developed and the ways this technologies communicates changes as
well, it is of great importance an organizations must keep pace with these increasing
technology advancements by identifying new and better ways in protecting data from been
lost by unauthorized users.
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