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1. Abstract:Automated Teller Machines (ATMs) have revolutionized banking services by 

providingcustomerswitheasy accesstofinancial transactionssuchas cashwithdrawals, fund 

transfers,andaccountinquiries.However,traditionalATMsystemsprimarilyrelyonPINbased 

authentication,whichissusceptibletofraudandunauthorizedaccess.Toenhancesecurityand reduce fraudulent 

activities, this research proposes a biometric authenticationbased ATM 

systemthatintegratesfacerecognitionwithPINauthentication.Ifauthenticationfailsmultiple 

times,thesystemwilllogandreportinvalidaccessattemptstolawenforcementagencies.This paper discusses the 

design, implementation, and security benefits of integrating face recognition technology into ATM 

transactions. 

 

 

2. Introduction:ATMsareanessentialpartofmodernbankinginfrastructure,offering24/7 

accesstofinancialservices.However,ATMfraud,includingcardskimming,shouldersurfing, and PIN theft, 

poses significant security challenges. Traditional PIN-based authentication is vulnerable to hacking and 

theft, leading to unauthorized transactions. The proposed system aims to enhance ATM security by 

implementing face recognition as an additional layer of authentication. 

 

 

3. Literature Review Existing ATM security measures include PIN authentication, biometric methods 

(such as fingerprint recognition), and one-time passwords (OTPs). While 

biometricmethodsofferincreasedsecurity,theyarenotfoolproof.Facerecognitionisemerging as a secure and 

user-friendly authentication technique, reducing dependency on PINbased authentication alone. 
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SystemDesignandArchitecture 

TheproposedATMsecuritysystemconsistsof: 

• Face Recognition Module: Captures and verifies the user's facial features using deep 

learning-based algorithms. 

• PINAuthentication: Provides an additional layer of security to verify the legitimate 

user. 

• InvalidAccess Logging and Reporting: If multiple authentication attempts fail, the 

systemlogsunauthorizedaccessattemptsandreportsthemtopoliceofficesforfurther action 

 

 

4. HardwareRequirements 
 

Processor -I3/Intel Processor 

HardDisk -160GB 

KeyBoard -StandardWindowsKeyboard 

Mouse -TwoorThreeButtonMouse 

Monitor -SVGA 

RAM 

 

 

 

 

5.SoftwareRequirements: 

-8GB 

OperatingSystem :Windows7/8/10 

ServersideScript :HTML,CSS,Bootstrap& JS 

ProgrammingLanguage :Python 

Libraries :Django,Pandas,Os 

IDE/Workbench :PyCharm,VSCode 

Technology :Python3.6+ 
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6. BLOCKDIAGRAM: 
 

 

 

 

 

7. UMLDiagrams: 
 

 

 

Figure:7.1UseCaseDiagram 
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Figure:7.2SequenceDiagram 
 

 

 

 

 

 

 

Figure:7.3ClassDiagram 
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DeploymentDiagram: 
 

 

 

Figure:7.4DeploymentDiagram Implementation 

Methodology 

1. FaceRecognitionProcess: 

o Ahigh-resolutioncameracapturestheuser’sface.oFacialfeaturesare 

extractedandcomparedwiththestoreddatabaseusingAIdrivenalgorithms. 

o Iffacerecognition issuccessful, theuserproceedstoPINauthentication. 

 

 

2. PINAuthenticationProcess: 

o TheuserenterstheirPIN. 

o If the PIN is correct, the transaction proceeds. o IfthePINisincorrect, 

the system allows a limited number of retries before locking the account. 

 

 

3. SecurityandFraudPreventionMeasures: 

o If face recognition fails multiple times, an alert is generated. o Ifrepeated 

invalid PIN attempts occur, the system logs the event and alerts law 

enforcementagencies. 

o Integrationwithbankingsecuritydatabasesenhancesfrauddetection. 

 

 

 

AdvantagesoftheProposedSystem 

• EnhancedSecurity:Dualauthenticationsignificantlyreducesfraud risk. 

• FraudPrevention:Reportinginvalidattemptstoauthoritiesaidsinpreventing potential 

crimes. 

• UserConvenience:Contactlessauthenticationimprovesuserexperienceandtransaction 

speed. 

http://www.ijrti.org/
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RESULT: 

STEP1: 
 

Figure8.1AdminLoginInterface 

 

 

STEP2: 

Figure8.2MainInterface 

STEP:3 
 

Figure8.3AddingUserInterface 
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STEP:4 
 

Figure8.4UserImageCapturing 

STEP:5 
 

Figure8.5ViewUsers 

 

 

STEP:6 
 

Figure8.6TwoStepAuthentication 
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STEP:7 
 

 

 

Figure8.7UserLogin 

 

 

STEP:8 
 

Figure8.8EnterPin 

STEP:9 
 

Figure8.9AccountOverview 
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STEP:10 
 

Figure8.10ProfileofUserAfterAuthentication 

 

 

STEP:11 
 

Figure8.11InvalidPinifEnter 

 

 

STEP:12 
 

http://www.ijrti.org/


© 2025 IJNRD | Volume 10, Issue 4 April 2025 | ISSN: 2456-4184 | IJNRD.ORG 

 

IJNRD2504058 International Journal Of Novel Research And Development (www.ijnrd.org) 
 

 

a541 

c541 

Hereareafewgraphsthatwouldbeusefulforanalysingtheperformanceof our 

Secure Cardless ATM Access Using Face Recognition and PIN 

Authentication system: 

1. FaceRecognitionAccuracyvs.LightingConditions 

 

2. AuthenticationTimeforDifferentUsers 

 

3. FailureRateofFaceRecognitionwithOcclusions 

 

4. PINEntrySuccessRatevs.NumberofAttempts 
 

Figure8.12GRAPHANALYSES 

 

 

9. CONCLUSION:IntegratingfacerecognitionwithPINauthenticationenhancesATM 

securitybymitigatingrisksassociatedwithPIN-onlysystems.Theproposedsystemprovides a 

robust, user-friendly, and secure solution for banking transactions while ensuring prompt 

reportingofunauthorizedaccessattemptstolawenforcementagencies.Thisdual-layer 

authentication approach significantly improves the security and reliability ofATM 

transactions. 

http://www.ijrti.org/


© 2025 IJNRD | Volume 10, Issue 4 April 2025 | ISSN: 2456-4184 | IJNRD.ORG 

 

IJNRD2504058 International Journal Of Novel Research And Development (www.ijnrd.org) 
 

 

a542 

c542 

10. Keywords:ATM Security, Face Recognition, PIN Authentication,Biometric Security, 

Fraud Prevention, Banking Security Systems. 
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