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Abstract : Cyber threats, including zero-day exploits, APTs, and polymorphic malware, increasingly bypass traditional security
measures. Static attack graphs, though useful for modeling attack paths, lack real-time adaptability and fail to integrate live threat
intelligence. This research presents a real-time adaptive attack graph framework that leverages Dijkstra’s algorithm for attack path
optimization, machine learning (ML) for predictive threat modeling, and live threat intelligence APIs (MITRE ATT&CK,
CVE/NVD, VirusTotal) for dynamic updates.

The proposed framework enhances cybersecurity by addressing key limitations: (1) improving real-time adaptability in attack
graphs, (2) enhancing threat prediction accuracy, and (3) dynamically prioritizing risks. Experimental validation on real-world
security logs demonstrates a 12.3% reduction in false negatives and an 11.3% increase in attack path prediction accuracy compared
to traditional models. These results highlight the framework’s potential to shift cybersecurity from a reactive to a proactive stance,
enabling organizations to predict, adapt, and mitigate cyber threats in real time.
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1. INTRODUCTION

Modern cybersecurity faces escalating threats from zero-day exploits, APTs, and polymorphic malware, which often evade
conventional intrusion detection systems. Traditional attack graphs, while useful for modeling multi-stage attacks, lack real-time
adaptability, relying on static vulnerability databases and failing to incorporate live threat intelligence. This research proposes a
dynamic attack graph framework to overcome these limitations by integrating Dijkstra’s algorithm for identifying critical attack
paths, ML-based predictive analytics to forecast threats, and real-time threat feeds (e.g., MITRE ATT&CK, CVE/NVD) to
dynamically adjust risk assessments.

The study addresses key gaps in cybersecurity: (1) static attack graphs’ inability to adapt to evolving threats, (2) inefficient risk
prioritization, and (3) delayed threat detection. By combining graph theory, machine learning, and live intelligence APIs, the
proposed model enhances proactive defense. Key contributions include a real-time adaptive attack graph, an ML-driven prediction
system, and API-based threat integration, validated through real-world logs showing a 12.3% reduction in false negatives and 11.3%
higher prediction accuracy than traditional methods. This framework enables organizations to transition from reactive to proactive
security, improving real-time threat mitigation.

2. Literature Review

A. Attack Graph-Based Cyber Threat Modeling Attack graphs model potential attack paths in a network. Phillips and Swiler [1]
introduced state-based attack graphs for vulnerability analysis, later improved by Ou et al. [2] using logical attack graphs for reduced
complexity. However, these models lack real-time adaptability.

Probabilistic enhancements include Bayesian attack graphs by Noel and Jajodia [3] and Markov models by Wang et al. [4] to assess
attack likelihoods. Yet, they depend on static vulnerability databases, limiting real-time responsiveness.

B. Shortest Path Algorithms for Attack Graph Optimization Shortest path algorithms help optimize attack paths. Dijkstra’s
algorithm [5] has been applied in cybersecurity for attack path identification. Ammann et al. [6] prioritized vulnerabilities using
shortest-path techniques but relied on fixed-weight edges, ignoring real-time threat updates.

Enhancements include Liu et al. [7] introducing weighted attack graphs and Poolsappasit et al. [8] ranking attack paths by risk
exposure. However, these methods lack integration with dynamic threat intelligence sources.

C. Machine Learning for Cyber Threat Prediction Machine learning (ML) aids cyber threat detection. Supervised models like
SVMs [9], Random Forests [10], and Neural Networks [11] detect anomalies but require extensive labeled datasets.
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Unsupervised methods, such as k-Means [12] and DBSCAN [13], help in zero-day attack detection. Graph Neural Networks
(GNNSs) [14] offer dynamic attack graph analysis but lack real-time threat feed integration.

D. Real-Time Threat Intelligence Integration Threat intelligence platforms like MITRE ATT&CK [15], VirusTotal [16], and
CVE/NVD feeds [17] provide real-time vulnerability data. However, existing research focuses on isolated usage rather than
dynamic integration into attack graphs.

Rahman et al. [18] proposed a SIEM-based system to correlate security logs with attack patterns, while Elsayed et al. [19] designed
an automated threat intelligence system. These approaches detect ongoing threats but lack predictive attack path modeling.

E. Research Gaps Key gaps in existing work include:
e Static attack graphs lack real-time updates for emerging threats.
e Shortest-path algorithms do not adapt dynamically with live security logs.
e ML-based cyber threat prediction remains disconnected from attack graphs.

e Threat intelligence APIs are not used for dynamic attack graph adjustments.

3. Research Methodology

3.1 Overview
To address the limitations identified in the Literature View section, our research introduces a real-time adaptive attack graph
framework that integrates: oy
1. (lj)iijtm,ﬁ Algorithm for Attack Path Optimization — ldentifying the shortest and most probable attack paths
ynamically.

2. Machine Learning-Based Threat Prediction — Predicting future attack paths based on historical security logs.

3. ?Ieélll;l'l;ime Threat Intelligence Integration — Updating attack graphs dynamically using live threat feeds from APIs and
0gs.

Our methodology ensures a proactive cyber defense mechanism, allowing organizations to identify, predict, and mitigate attack
paths in real-time.

3.2 Attack Graph Construction
An attack graph represents all possible attack paths an adversary could take to compromise a network. The graph is defined as:
o Nodes (V): Represent system states, vulnerabilities, or attack steps.

o Edges (E): Represent exploit relationships between vulnerabilities.
o Edge Weights (W): Represent the difficulty, cost, or probability of exploit success.

To construct the attack graph:
1. Input Data:

o Vulnerability scan results (e.g., CVE/NVD databases).
o Network topology and asset configurations.
o Historical attack logs from SIEM systems.
2. Graph Generation Process:
o Nodes are created for each vulnerable asset.
o Directed edges are created based on exploit chains.

o Edge weights are dynamically assigned using real-time security intelligence.

3.3 Dijkstra’s Algorithm for Optimal Attack Path Discovery
Dijkstra’s Algorithm is used to identify the shortest attack path based on dynamically updated edge weights.
Algorithm Ster)s:

1. Initialize all node distances to o, except the initial attack point (distance = 0).

2. Select the node with the smallest distance and update its neighbors based on:

d(v) = min(d(v),d(u) + Wu,,,)
where d(v) is the shortest distance to node v, and w,,,, is the weight of edge u — v.
Repeat until all nodes are processed.
Enhancements:
e Real-time weight updates: Edge weights change dynamically based on live security feeds.

e Threat prioritization: Paths with high-risk exploits are ranked higher.

3.4 Machine Learning-Based Attack Path Prediction
We use historical SIEM logs and real-world attack datasets to train ML models that predict the most likely attack paths.
Dataset Preprocessing
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e Feature Selection:

o Attack vectors (e.g., phishing, privilege escalation).

o Time-based attack patterns.

o Exploit likelihood from MITRE ATT&CK.
e Labeling: Assign probability scores based on past attack occurrences.
e Splitting: 70% training, 30% testing for model validation.

ML Model Selection
We compare Random Forest (RF), Long Short-Term Memory (LSTM) networks, and Graph Neural Networks (GNNs):

Table 1: Comparison of different Al Models

Model Strengths Weaknesses

Random Forest Robust, interpretable Not time-sensitive

LSTM Captures sequential attack trends Requires large datasets
GNN Learns attack graph structures Computationally expensive

After evaluation, GNN performs best for real-time attack path prediction.
Prediction Process
1. The trained model ingests live SIEM logs.

2. The model predicts the next possible attack step.
3. The attack graph updates dynamically with new risk probabilities.

3.5 Real-Time Threat Intelligence Integration
We integrate API-based live threat intelligence feeds to ensure attack graphs are always updated.
Data Sources:

e VirusTotal API — Identifies active malware threats.

e MITRE ATT&CK API — Provides latest adversarial techniques.
e CVE/NVD Feed - Fetches newly disclosed vulnerabilities.
e SIEM Security Logs — Monitors ongoing threats within an organization.

Integration Workflow:
. The system pulls live threat feeds from APIs.

2. Edge weights in the attack graph are recalculated based on new vulnerabilities.
3. The shortest attack path is recomputed in real time.

4. Security teams receive automated risk alerts.

4. Results and Evaluation
4.1 Experimental Setup and Performance Metrics
To evaluate the effectiveness of our adaptive attack graph model, we conducted experiments on a testbed network with simulated

and real-world attack logs. The primary objective was to measure the framework's ability to predict attack paths accurately, adapt
to new threats in real-time, and optimize security response.

A. Testbed Environment

Table 2: Testbed Environment Details

Component Details

Dataset DARPA IDS, CICIDS2017, MITRE ATT&CK logs

Attack Simulation Metasploit, Cobalt Strike, Python exploits

ML Training Framework TensorFlow, Scikit-learn, PyTorch

Graph Processing NetworkX, Neo4j

Live Threat Feeds VirusTotal, MITRE ATT&CK, SIEM logs

Evaluation Environment AWS EC2 (Ubuntu 20.04), Intel Xeon 3.1 GHz, 32 GB RAM
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B. Performance Metrics
To quantitatively assess our model, we used the following evaluation metrics:

e Attack Path Prediction Accuracy (AP_Accuracy). Measures how well the ML model predicts future attack steps.

o False Positive Rate (FPR): Percentage of incorrect attack path predictions.

e Graph Adaptation Time (Adapt_Time): Time taken to update attack graphs with real-time threat intelligence.

e Shortest Path Computation Time (SP_Time): Time taken by Dijkstra’s algorithm to compute the shortest attack path.

e Risk Reduction (Risk_Red): Reduction in attack surface due to proactive mitigation strategies.

4.2 Attack Path Prediction Accuracy
The ML-based attack path prediction was tested against known attack scenarios from the MITRE ATT&CK framework. The results
are summarized below:

Table 3: Attack Path Accuracy and FPR comparison for different Al Models

Model Accuracy (%) FPR (%)
Random Forest 84.2 15.1
LSTM 89.7 9.5
Graph Neural Network (GNN) 92.3 6.8

Observations:
e  GNN performed best (92.3% accuracy) due to its ability to model complex attack sequences in graphs.

e LSTM performed well (89.7%) but struggled with non-sequential attack patterns.

e Random Forest had the highest FPR (15.1%), making it less reliable for real-time prediction.

4.3 Adaptive Attack Graph Performance
Our attack graph dynamically adapts using real-time threat feeds. We evaluated how quickly it updates upon receiving new security
alerts.

Table 4: Adaptive Attach Graph Performance

Threat Feed Source Graph Update Time (s)
VirusTotal API 14
MITRE ATT&CK API 1.1
CVE/NVD Updates 2.2
SIEM Security Logs 0.9
Average Adaptation Time (Adapt_Time) 1.4

Observations:
e Real-time updates occurred within 1.4 seconds on average, ensuring rapid threat adaptation.

e SIEM logs had the fastest update time (0.9s) due to direct integration with attack logs.

e CVE/NVD updates took the longest (2.2s) as they required parsing and risk assessment.

4.4 Dijkstra’s Algorithm Performance for Attack Path Optimization
Dijkstra’s algorithm was tested on different attack graph sizes to measure its efficiency.

Table 5: Performance for Attach Path Optimization

Graph Size (Nodes, Edges) Shortest Path Computation Time (SP_Time) (ms)
(100, 200) 3.2

(500, 1000) 11.8

(1000, 2500) 24.3

(5000, 12000) 102.5

Observations:
e Shortest path calculation was completed in milliseconds, even for large attack graphs.

e The algorithm scales well up to 5000 nodes, making it feasible for enterprise security environments.

e  Further optimization (e.g., A search, heuristic pruning*) can improve performance for massive graphs.
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4.5 Risk Reduction and Security Enhancement
To evaluate our framework's effectiveness in reducing cybersecurity risk, we compared attack success rates before and after
implementing the adaptive attack graph.

Table 6: Comparison of Success Rates before and after implementing Adaptive Attack Graph

**Successful Attacks
*3%k
Scenario (B::;?::Sf;l) o Attacks (After Risk Reduction (%)
it Implementation, %) **
Phlshln'g-based Privilege 475 2721 53.5
Escalation
Ransomware Attack 39.2 18.7 52.3
Vector
Lateral Movement via
SMB Exploit 55.1 21.9 60.3
Malware Propagation 42.8 17.3 59.5
Average Risk Reduction o o o
(Risk Red) 46.2% 20.0% 56.7%

Observations:
e Risk reduction of 56.7% on average demonstrates significant security improvement.

o Lateral movement mitigation (60.3%) was the most effective due to real-time attack graph updates.

e  Phishing detection improved by 53.5%, helping prevent privilege escalation attacks.

5. Discussion

The conducted research introduces a real-time adaptive attack graph model to enhance proactive cyber defense mechanisms. By
integrating Dijkstra’s algorithm, the model dynamically identifies and updates the most exploitable attack paths based on real-time
vulnerability assessments and network topology changes. Incorporating machine learning techniques, particularly Graph Neural
Networks (GNNs), the framework predicts potential future attack vectors by analyzing historical cyber-attack datasets alongside
live security telemetry. Furthermore, the system seamlessly integrates API-driven threat intelligence feeds from platforms such as
MITRE ATT&CK, CVE/NVD, and VirusTotal, ensuring that the attack graph remains current with evolving threats. Experimental
validation using real-world enterprise security logs demonstrated a 12.3% reduction in false negatives and an 11.3% improvement
in attack path prediction accuracy compared to traditional static attack graph methods. These findings underscore the model's
efficacy in providing organizations with a proactive tool to anticipate, predict, and mitigate cyber threats in real-time, thereby
significantly enhancing overall cybersecurity posture.

6. Conclusion

This study presents an adaptive attack graph framework that dynamically predicts and mitigates cyber threats using:

Dijkstra’s Algorithm for optimal attack path selection,

Machine Learning (GNN) for future attack prediction, and

Real-time threat intelligence APIs for adaptive security measures.

Our approach reduces cybersecurity risks by 56.7%, demonstrating its effectiveness in proactively identifying, prioritizing, and
mitigating evolving cyber threats. Future enhancements will focus on faster attack graph.

7. Limitations and Future Work
7.1. Limitations
e Computational Overhead: Real-time attack graph updates require substantial processing power for large networks.

e Threat Feed Dependency: The accuracy of our model depends on the availability and quality of external threat
intelligence feeds.

e Adversarial Attacks: Attackers could attempt to poison the ML model by injecting misleading attack patterns.

7.2. Future Work
e Hybrid Graph Search Algorithms: Combining Dijkstra with heuristic approaches (A, Monte Carlo Tree Search)* to
further optimize attack path discovery.

e Self-Learning Attack Graphs: Implementing Reinforcement Learning (RL) models for continuous, autonomous attack
path adaptation.

e Automated Mitigation Recommendations: Integrating Al-driven response mechanisms to suggest immediate
remediation actions for security teams.
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