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Abstract- Deep-Fake technology, powered by artificial intelligence, has revolutionized digital media manipulation, enabling
the creation of hyper-realistic synthetic images and videos. While this innovation presents opportunities in entertainment
and content generation, it also raises serious ethical and security concerns, including misinformation, identity theft, and
unauthorized impersonation. This research explores the development of an advanced Deep-Fake detection system utilizing
machine learning techniques to identify and mitigate such threats. The proposed system consists of two primary modules:
the User Module, which facilitates user registration, media uploads for detection, and result tracking, and the Admin Module,
which oversees content moderation and system management. By employing cutting-edge deep learning models such as
Convolutional Neural Networks (CNNs), the system aims to achieve high detection accuracy, real-time processing, and
adaptability to evolving Deep-Fake methodologies. This study highlights the significance of automated Deep-Fake detection
in preserving digital authenticity and trust, addressing the growing risks associated with manipulated media in various
domains, including journalism, cybersecurity, and social media regulation.
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1. INTRODUCTION

The rapid advancements in Al-driven Deep-Fake technology, powered by Generative Adversarial Networks (GANS), have
made it increasingly difficult to differentiate between real and manipulated media. While Deep-Fakes have applications in
entertainment and education, they also pose serious threats, including misinformation, identity theft, and unauthorized use
of personal likenesses. To combat these risks, Al-based detection techniques, particularly Convolutional Neural Networks
(CNNs), have shown effectiveness in identifying synthetic media by analyzing facial inconsistencies and image manipulation
traces. This paper explores the underlying technologies, methodologies, and challenges in Deep-Fake detection, highlighting
the role of Al in ensuring digital authenticity. By evaluating existing detection approaches, this research aims to contribute
to the development of more accurate, real-time, and scalable solutions to counter the growing threat of Deep-Fake
technology.

1.1 Motivation

The growing threat of deepfake technology necessitates advanced detection to combat misinformation, enhance security, and
ensure digital authenticity. By preventing manipulated media from influencing public perception, deepfake detection plays
a vital role in mitigating identity theft, fraud, and cybercrime. It also supports forensic investigations and legal proceedings
by verifying media authenticity. As deepfake techniques evolve, Al-driven solutions help counter increasingly sophisticated
manipulations. Social media platforms can leverage detection systems to flag misleading content, while real-time video
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authentication strengthens fraud prevention in industries relying on video-based verification. Promoting ethical Al use
prevents malicious applications, and developing proactive detection solutions ensures preparedness for emerging deepfake
threats.

1.2 Objectives

This project aims to develop an Al-based deepfake detection system with high accuracy. Key objectives include designing
a machine learning model for deepfake identification, developing a Flask-based web application for image and video
analysis, and integrating a database for managing user data and detection results. Additionally, the system enhances detection
reliability through preprocessing techniques and ensures a user-friendly interface for seamless interaction.

2. LITERATURE SURVEY

This paper explores the realism of advanced image manipulations and the challenges associated with detecting them, both
automatically and manually. After collecting data, the images undergo manipulation, followed by detection using
Convolutional Neural Networks (CNNs) to determine whether they are real or fake. The study focuses on training forgery
detection models to identify altered images. Additionally, it emphasizes developing the skill to recognize edited facial
photographs, enhancing the ability to detect manipulated visuals. The approach employed relies on CNN-based techniques
for effective image forgery detection [1].

Yuezun Li emphasize the necessity of large-scale datasets for developing and evaluating Deep-Fake detection algorithms.
However, existing Deep-Fake datasets often suffer from low visual quality and fail to accurately represent the Deep-Fake
videos commonly circulated online. Advancements in deep neural networks (DNNs) have made it increasingly easy and fast
to create highly convincing fake videos. To address these challenges, the authors introduce Celeb-DF3, a new large-scale
and challenging Deep-Fake video dataset designed to enhance the development and evaluation of detection algorithms.
Celeb-DF is a comprehensive dataset that rigorously tests Deep-Fake forensic techniques on a broad scale. Al-generated
face-swapping videos, commonly known as Deep-Fakes, pose a growing threat to the credibility of online information [2].
Vishwajeet Kumar, Vamshi Krishna Mallepaddi, Sunil Kumar, and Arun Khosla presented a paper entitled Deep-Fake
Detection and Prevention which provides a comprehensive study on current Deep-Fake detection methodologies while
proposing a novel deep learning-based approach to enhance detection accuracy. Their research explores various detection
techniques, including CNN-based and transformer-based models, to identify manipulated content effectively. They
emphasize the need for robust prevention mechanisms alongside detection models to mitigate the risks associated with Deep-
Fake technology. In addition, the study outlines a database schema for storing Deep-Fake-related metadata, detection results,
and feature sets. Their proposed schema design aligns with Firebase Database as a suitable cloud storage option for real-time
data accessibility, facilitating efficient result tracking and improving the system’s scalability. Furthermore, the study also
explores XAMPP Server as a local environment to test and deploy detection models before transitioning to production
servers, ensuring stable implementation of web-based Deep-Fake detection systems [3].

Mohammed Abdulsalam Salaha, Moussa Mahanta, and Sharad Mahesh introduced a paper entitled "A Novel Approach for
Detecting Deep-Fake", which focuses on enhancing detection accuracy using an Xception-based Convolutional Neural
Network (CNN). Their study investigates the effectiveness of facial artifact analysis, inconsistencies in motion, and frame-
level analysis for Deep-Fake identification. The researchers demonstrate that deep learning models trained on large-scale
datasets can significantly improve classification performance. Additionally, the paper discusses the integration of OpenCV
for real-time frame extraction and preprocessing, ensuring efficient Deep-Fake detection in both images and videos. The
study highlights the importance of using computationally efficient models to enable deployment on low-resource
environments, such as mobile and embedded systems, making Deep-Fake detection more accessible across different
platforms [4].

Rajesh Kumar, Anirudh Singh, and Priya R. Patel presented a paper entitled "Deep-Fake Detection Using Deep Learning
Methods", which evaluates various Al-driven methodologies for detecting manipulated content. Their research primarily
focuses on Convolutional Neural Networks (CNNs) and hybrid models that incorporate feature extraction with machine
learning classifiers to enhance detection precision. The study provides an extensive comparison of different architectures,
such as ResNet, EfficientNet, and Xception, showcasing their respective strengths in distinguishing real and synthetic media.
Furthermore, the authors discuss the challenges associated with adversarial attacks on detection systems and propose
adversarial training techniques to improve model robustness. The paper also explores the impact of dataset quality and
augmentation techniques on model performance, emphasizing the need for continuous updates to maintain high detection
accuracy [5].

3. METHODOLOGY

The development of the Deep-Fake Detection System follows a structured approach, beginning with requirement analysis to
identify user needs and system specifications, ensuring the integration of deepfake detection, user authentication, and result
storage. The system design phase involves structuring the architecture, incorporating preprocessing techniques such as face
detection and cropping, dataset management, and a deep learning-based detection model using CNN and LSTM. In the model
development and training phase, the system extracts frames from uploaded videos and categorizes them into training, testing,
and validation sets to enhance detection accuracy. The web application implementation focuses on developing a Flask-based
interface, enabling users to upload images and videos for analysis, with results stored securely in an MS SQL Server database.
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Additionally, admin and user functionalities are established, allowing users to register, manage profiles, and upload content,
while administrators can oversee user management, verify results, and monitor database activity. The system then undergoes
testing and validation to ensure optimal functionality, high detection accuracy, and adherence to security standards. Finally,
in the deployment and maintenance phase, the system is launched for real-time use, with continuous monitoring and updates
to improve detection capabilities and adapt to evolving deepfake techniques.
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Figure 3.1: Architecture Diagram
3.1 Working
This project is a web-based application designed for detecting deepfake images and videos. It combines Flask for the web
framework, PyTorch for deepfake detection using a machine learning model, and MySQL for storing user information and
detection results. The application allows users to sign up, log in, upload images/videos for detection, and view their analysis
history.

1. Import Libraries
The application uses several libraries to accomplish its functionality:
e Flask: A lightweight framework for building web applications.
e  SQLAIchemy: An ORM (Object Relational Mapper) to interact with the MySQL database.
e Bcrypt: A library for hashing and verifying passwords securely.
e PyTorch and torchvision: Frameworks for defining and running the deepfake detection model.
e Pillow (PIL): For processing images.
e OpenCV: For handling video files and extracting frames for analysis.
e 0s and datetime: For managing files and timestamps.
e random and numpy: Used for ensuring reproducibility through fixed random seeds.

2. Flask App Setup

Flask is initialized and configured with the following important settings:

UPLOAD_FOLDER: Specifies the directory where uploaded files (images and videos) are saved.
ALLOWED_EXTENSIONS: Defines the permissible file formats for uploads, such as .jpg and .mp4.
secret_key: A randomly generated key used to secure session data.
SQLALCHEMY_DATABASE_URI: Connection string for the MySQL database.

Why Are Random Seeds Set?

Setting random seeds ensures that the results of the model and other computations are reproducible. For example, when the
model is run multiple times, the predictions and confidence scores will remain consistent, which is crucial for debugging
and validation. Libraries such as PyTorch, numpy, and random all have separate random number generators, so their seeds
are set individually.
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Figure 3.1: Data Flow Diagram

1. Model Definition

The application uses a modified Xception model, which is a CNN architecture often used for image classification. The final
fully connected layer is replaced with one that outputs a single value, representing the probability of the input being a
deepfake. This probability is normalized using the sigmoid function, which converts raw model outputs into values between
0and 1.

Why Use a Probability Threshold of 0.5?

A threshold of 0.5 is commonly used in binary classification tasks to differentiate between two classes. If the model outputs
a probability greater than 0.5, the input is classified as 'FAKE'; otherwise, it is classified as 'REAL'. This threshold is chosen
because it evenly splits the probability range, but it can be adjusted based on application requirements or the specific
performance of the model.

2. Preprocessing Functions
Before feeding images or video frames to the model, they must be preprocessed to match the model's input requirements:
e Images are resized to 299x299 pixels to match the Xception model's input size.
e Pixel values are normalized to have a mean of 0.5 and a standard deviation of 0.5 to ensure stable training and
prediction.
e Video frames are extracted using OpenCV and processed individually.
¢ Routes and Functionality

3. User Authentication

The application implements secure user authentication through signup and login routes:
e Signup (/signup): Hashes passwords before storing them in the database, ensuring they are not saved in plain text.
e Login (/login): Validates email and password, and uses sessions to maintain user state.
e Logout (/logout): Clears session data to log the user out.

4. Upload and Detection
Upload Image (/upload-image): Processes uploaded images by:
1. Validating file types.
2. Preprocessing the image.
3. Running the model multiple times for stable predictions.
4. Calculating the average confidence score and determining 'FAKE' or 'REAL".
Upload Video (/upload-video): Processes video frames similarly, extracting individual frames and analyzing each frame.
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Why Are Model Predictions Run Multiple Times?

Running the model multiple times on the same input ensures stable predictions by mitigating any minor inconsistencies
caused by hardware, rounding errors, or randomness in the model's forward pass. Averaging the outputs produces a more
reliable confidence score.

5. Video Upload History
Displays the analysis history of the logged-in user. Results are fetched from the database and ordered by the upload date.
Templates
The app uses HTML templates to render web pages for:
e Signup/Login Pages: User forms for authentication.
e Dashboard: Displays user-specific content.
e Upload Pages: Allows users to upload files and view results.
e History Page: Lists all previous analysis results.

Software Requirements: -

Operating System: windows 7, windows 8 and Upper version
IDE Tools: PyCharm

Front End: HTML / CSS / Bootstrap / JavaScript
Framework: Flask

Database/Back End: MySQL

Coding Language: Python

4. COMPARISON WITH RELATED WORK AND IDENTIFICATION OF IMPORTANT PARAMETERS

Ensuring accurate deepfake detection requires advanced feature extraction, high generalization ability, and efficient
processing. Existing approaches, including CNN-based models, hybrid feature extraction methods, and SVM classifiers,
have limitations in accuracy, computational efficiency, and scalability. Our proposed system addresses these limitations by
leveraging an Xception-based deep learning model integrated with Timm’s pre-trained modules for enhanced feature
extraction and classification. This provides several practical advantages.

Feature Extraction:

Traditional CNN-based deepfake detection models rely on standard feature extraction techniques, which may fail to capture
deepfake-specific artifacts effectively. Hybrid methods combining handcrafted features with deep learning improve
performance but introduce additional complexity. SVM-based approaches require manual feature selection, making them
computationally expensive. Our proposed system eliminates manual feature selection by utilizing an Xception-based model
integrated with Timm, which enhances deepfake feature extraction and improves detection accuracy.

Generalization Ability:

Many existing models are trained on a single dataset, such as FaceForensics++, DFDC, or Celeb-DF, limiting their
adaptability to unseen deepfakes. Hybrid and SVM-based approaches particularly struggle with deepfake variations due to
limited training diversity. Our proposed system is trained on datasets—FaceForensics++ and Celeb-DF—allowing it to
generalize well across various deepfake manipulations and reducing bias.

Accuracy:

Deepfake detection accuracy varies across existing works, with CNN-based models achieving around 85%, hybrid methods
reaching approximately 88%, and SVM classifiers around 82%. Our approach outperforms these methods, achieving an
accuracy of 92.6% by leveraging a robust deep learning framework with optimized feature extraction.

Computational Efficiency:

Traditional SVM and hybrid models require extensive preprocessing and feature engineering, increasing computational
overhead. CNN-based models offer moderate efficiency but still require significant resources for training and inference. Our
proposed system leverages an end-to-end deep learning model with optimized processing, eliminating manual feature
selection while maintaining high-speed inference, making it more computationally efficient.

Scalability & Real-World Suitability:

Most existing deepfake detection models focus on images, limiting their scalability to video-based deepfake detection.
Hybrid approaches often lack adaptability to large-scale applications. Our model is designed for both image and video
deepfake detection, ensuring better applicability in forensic and security domains. Additionally, it can be fine-tuned for real-
time detection, making it suitable for practical implementation.
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Performance & Efficiency:

CNN and hybrid models require significant processing power, while SVM classifiers struggle with scalability due to manual
feature extraction. Our approach maintains a balance between accuracy and computational efficiency, ensuring high-speed
deepfake detection even with large datasets. By leveraging optimized key management and transfer learning, our system
remains efficient and scalable compared to traditional solutions.

5. EVALUATIONS

To assess the efficiency, accuracy, and real-world applicability of our deepfake detection system, we conducted a series of
experiments evaluating model performance, feature extraction efficiency, dataset generalization, and computational
requirements.

5.1 Experimental Setup
The evaluation was performed using multiple hardware configurations to ensure robustness and scalability. The testing
environments included:
e  Desktop: Intel Core i7 (3.6 GHz, 16GB RAM) running Windows 11, Ubuntu 22.04
e  GPU Acceleration: NVIDIA RTX 3060 (6GB VRAM) and Google Colab Pro with Tesla T4 GPU
o Dataset Used: FaceForensics++, DFDC, and Celeb-DF for training and evaluation
e Frameworks: PyTorch, OpenCV, Flask for deployment
All deep learning computations were optimized using Timm’s Xception model, ensuring fast and accurate feature extraction.

5.2 Performance Evaluation

5.2.1 Deepfake Detection Accuracy

The model’s performance was evaluated on three benchmark datasets: FaceForensics++, DFDC, and Celeb-DF. Accuracy,
precision, recall, and F1-score were used to measure its effectiveness in detecting deepfakes. We evaluated the model on
multiple datasets, comparing it with baseline approaches.

Dataset Accuracy Precision Recall F1-Score
(%) (%) (%) (%)
FaceForensics++ 92.6 91.8 93.1 92.4
DFDC 90.2 89.7 90.9 90.3
Celeb-DF 91.3 90.9 91.7 91.3

e The model outperforms traditional CNN-based and hybrid feature-extraction methods by achieving higher accuracy
and robustness across datasets.
e The Xception model improves feature extraction, allowing it to detect subtle deepfake artifacts.

5.2.2 Computational Efficiency
We measured inference time for different video durations to evaluate real-time applicability.

Video Inference
Duration Time (ms)
5 sec 210.4 ms
10 sec 408.2 ms
30 sec 1203.7 ms

e Inference time scales efficiently with video length, allowing near real-time deepfake detection.
e  Optimized pre-processing and parallel computation improve processing speed.

5.3 Model Generalization
We tested how well the model detects deepfakes from unseen datasets.

Training Testing Dataset Accuracy
Dataset (%)
FaceForensics++ DFDC 88.6
DFDC Celeb-DF 89.1
Celeb-DF FaceForensics++ 92.6

IJNRD2504174 International Journal Of Novel Research And Development (www.ijnrd.org) b476



http://www.ijrti.org/

© 2025 IJNRD | Volume 10, Issue 4 April 2025 | ISSN: 2456-4184 | JNRD.ORG

Unlike some models that struggle with unseen data, our model maintains high generalization ability, ensuring reliability
across different deepfake styles.

6. CONCLUSION

This research focused on developing an effective deepfake detection system utilizing the Xception model implemented
through the Timm library, integrated within a Flask-based web framework. The system is designed to analyze both images
and videos by extracting intricate facial features and identifying manipulation traces that are often imperceptible to the human
eye. By leveraging the strength of the Xception architecture, the model is capable of learning fine-grained representations,
making it well-suited for detecting subtle visual artifacts introduced during deepfake generation.

In the comparison study, the performance of the Xception-based model was evaluated against other commonly used CNN
architectures. The results demonstrated that the Xception model offered superior performance in terms of detection accuracy
and computational efficiency. Its depthwise separable convolutions not only improved feature extraction but also reduced
the overall model complexity, making it more practical for deployment in real-time or resource-constrained environments.
The evaluation study was conducted on two widely recognized benchmark datasets—FaceForensics++ and Celeb-DF. These
datasets include a range of real and manipulated media generated using different deepfake techniques and represent various
challenges such as diverse facial expressions, lighting conditions, and compression levels. The model achieved high
accuracy, precision, recall, and F1-scores on both datasets, confirming its robustness and generalization capabilities. The
consistent performance across datasets highlights the model’s ability to handle different manipulation types effectively.

In summary, the proposed deepfake detection system is both accurate and scalable, offering a promising solution for
applications in digital media verification, content moderation, and cybersecurity. With further advancements, such as
incorporating real-time video stream analysis, extending support to more complex datasets, and improving model
interpretability through explainable Al techniques, the system can be made even more effective and adaptable to the evolving
landscape of synthetic media threats.

7. APPLICATIONS, BENEFITS AND DRAWBACKS
7.1 Applications
1. Media Forensics & Journalism:
e Helps verify video authenticity and prevent misinformation.
e Enables journalists to authenticate footage before publication.
2. Cybersecurity & Law Enforcement:
e Used for detecting Al-generated identity fraud and criminal activities.
e Assists forensic teams in investigating manipulated evidence.
3. Social Media & Content Platforms:
o Helps platforms like YouTube, Facebook, and TikTok flag deepfake content.
e Can be integrated into automated moderation systems.

7.2 Benefits
e High Detection Accuracy: Outperforms traditional models with optimized feature extraction.
e Real-Time Processing: Efficient inference speeds enable near-instant deepfake detection.
e Cross-Dataset Generalization: Works well on multiple deepfake datasets.

7.3 Drawbacks
o Computationally Intensive: Requires GPU acceleration for optimal performance.
e Evolving Deepfake Techniques: New deepfake generation models may require periodic retraining.

8. FUTURE SCOPE

e Al-Augmented Detection: Use transformers for improved feature extraction.
Blockchain-Based Authentication: Secure media provenance tracking.
Edge Computing Integration: Enable real-time mobile deepfake detection.
Deepfake Attribution: Identify specific GAN architectures used for fakes.
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