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Abstract 

Federated Learning (FL) is an emerging decentralized machine learning approach that enables multiple 

institutions to collaboratively train models without sharing raw data, making it particularly valuable for sensitive 

domains like healthcare. This review explores the fundamental principles of FL, its privacy-preserving 

mechanisms such as secure aggregation, homomorphic encryption, and differential privacy, and its application 

in secure health data sharing. Key technical architectures, including edge-cloud integration and FL frameworks 

like TensorFlow Federated, PySyft, and Flower, are discussed. The paper highlights current challenges such as 

data heterogeneity, communication overhead, security threats, and interoperability issues. Furthermore, it 

examines future directions, including FL’s integration with blockchain, IoT, and real-time clinical systems, and 

its potential in personalized medicine and global epidemiological monitoring. The review concludes by 

emphasizing the transformative potential of FL in healthcare and calls for interdisciplinary collaboration and 

ethical frameworks to guide its responsible deployment and maximize its impact in global health data 

ecosystems. 
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1. Introduction 

The healthcare sector is increasingly reliant on data-driven approaches to improve diagnostics, treatment 

personalization, and collaborative research. However, the centralized aggregation of sensitive patient data—

common in traditional machine learning—raises significant privacy concerns, particularly under regulations 

like HIPAA. Data breaches and cyberattacks in healthcare systems have surged, exposing vulnerabilities in 

conventional data-sharing frameworks. These challenges highlight the critical need for privacy-preserving 

technologies that enable collaborative analysis without compromising patient confidentiality or data security 

[1].  Federated Learning (FL) has emerged as a transformative paradigm, allowing multiple institutions to 

collaboratively train machine learning models while keeping raw data decentralized. Unlike centralized 

methods, FL ensures that sensitive health information—such as electronic health records (EHRs) or medical 
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imaging data—remains within local servers or devices, with only model updates shared across participants. 

Studies demonstrate that FL achieves accuracy comparable to centralized models, with marginal performance 

trade-offs offset by robust privacy guarantees [2]. For instance, integrating differential privacy mechanisms into 

FL frameworks has proven effective in mitigating data leakage risks, even against adversarial attacks. 

Additionally, blockchain technology is being explored to enhance traceability and integrity in FL workflows, 

ensuring tamper-proof record-keeping of model updates. Despite its promise, FL faces challenges such as data 

heterogeneity across institutions, communication bottlenecks, and vulnerability to model inversion attacks. 

Variations in data formats, labeling practices, and device-specific biases can hinder model convergence, 

necessitating advanced optimization techniques. Furthermore, balancing privacy budgets in differential 

privacy—ensuring sufficient noise to protect data without degrading model utility—remains an active area of 

research. Real-world implementations in healthcare, such as FL-based diagnostic tools for mental health 

disorders, dermatology, and cancer detection, underscore its potential to unlock siloed datasets while adhering 

to ethical standards [3].  

This paper aims to comprehensively review the advancements, challenges, and practical implications of FL 

in secure health data sharing. It evaluates FL’s efficacy in preserving privacy, maintaining model performance, 

and fostering multi-institutional collaboration. By synthesizing insights from recent studies and technological 

innovations, the review highlights critical gaps in scalability, explainability, and regulatory compliance. Finally, 

it outlines future directions for integrating FL with emerging technologies like edge computing and 

homomorphic encryption to address current limitations and expand its applicability in healthcare [4]. 

2. Fundamentals of Federated Learning 

Federated Learning is a decentralized machine learning paradigm that enables multiple clients—such as 

hospitals, research centers, or edge devices—to collaboratively train a shared global model without directly 

exchanging their raw data. Instead of sending sensitive data to a central server, each participant trains the model 

locally using its own dataset and only shares model updates, such as gradients or parameters, with a coordinating 

server [5]. This server aggregates the updates (commonly using algorithms like Federated Averaging or 

FedAvg) to improve the global model, which is then redistributed to the clients for further rounds of training. 

This cycle continues until the model converges. FL operates primarily in three forms: Horizontal FL, where 

clients share the same feature space but have different data samples (common in healthcare across hospitals); 

Vertical FL, where clients share the same data samples but differ in features (used in collaborations between 

labs and insurance companies); and Federated Transfer Learning, used when both feature and sample spaces 

are different. One of the core motivations behind FL is to preserve data privacy and security, especially in 

domains like healthcare, where patient data is sensitive and regulated by laws such as HIPAA or GDPR. In 

addition to privacy preservation, FL significantly reduces the need for massive data transfers, lowering 

communication overhead and enhancing efficiency in distributed systems [6]. FL systems can be combined with 

privacy-enhancing technologies like differential privacy, secure multi-party computation, or homomorphic 

encryption to strengthen data protection. Moreover, FL leverages edge computing and IoT integration to 

facilitate real-time model updates from devices like wearables and patient monitors. While the framework 
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addresses critical concerns of data sharing and ownership, it also poses unique challenges such as data 

heterogeneity, communication latency, and vulnerability to adversarial attacks. Nevertheless, FL continues to 

emerge as a transformative solution for secure, collaborative, and intelligent systems in healthcare and beyond 

[7]. 

3. Data privacy and security in healthcare 

Data privacy and security in healthcare are critical concerns in the age of digital transformation, where 

vast amounts of sensitive patient information are generated, stored, and analyzed through electronic health 

records (EHRs), medical imaging, wearable devices, genomics, and remote monitoring tools. Protecting this 

data is essential, not only to maintain patient trust but also to comply with stringent regulations such as the 

Health Insurance Portability and Accountability Act (HIPAA) in the United States, the General Data Protection 

Regulation (GDPR) in the European Union, and other national policies that dictate how health information must 

be handled. Healthcare data is highly personal and includes identifiable information such as names, addresses, 

medical histories, diagnostic results, genetic profiles, and treatment plans, making it a prime target for 

cyberattacks, identity theft, and unauthorized surveillance [8]. Traditional centralized data storage and machine 

learning systems require transmitting data to a central server for processing, which increases the risk of breaches, 

leaks, and misuse. This model also creates challenges in cross-institutional collaborations due to legal, ethical, 

and administrative barriers [9].  

To mitigate these risks, healthcare institutions are increasingly turning to privacy-preserving 

technologies, among which Federated Learning (FL) stands out as a groundbreaking approach. By allowing 

data to remain at its source and only sharing model parameters instead of raw data, FL significantly enhances 

privacy protection. Additional security mechanisms such as differential privacy—which adds noise to model 

updates to prevent individual data point identification—and homomorphic encryption, which enables 

computations on encrypted data, further fortify the FL framework. Secure Multi-party Computation (SMPC) 

can also be employed to enable collaborative computations among parties without revealing their inputs. Despite 

these advances, challenges remain, including ensuring trustworthiness of participants, handling adversarial 

attacks such as model poisoning, and maintaining consistency across heterogeneous data sources. Regular 

audits, robust access controls, and blockchain-based audit trails are being explored to overcome these 

vulnerabilities [10,11].  

4. Federated Learning in Healthcare: Applications 

Federated Learning has emerged as a transformative approach in healthcare, enabling privacy-preserving 

collaboration across institutions while addressing data silos and regulatory constraints. In medical imaging, FL 

facilitates multi-institutional analysis of sensitive datasets, such as brain tumor segmentation via the Federated 

Tumor Segmentation (FeTS) initiative, which improved glioma detection accuracy across 30 healthcare sites 

by harmonizing MRI data without sharing raw images. For electronic health records (EHRs), FL models predict 

hospitalizations, ICU stays, and mortality risks by training on decentralized patient data, achieving performance 

comparable to centralized methods while complying with GDPR and HIPAA. Wearables and remote monitoring 
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leverage FL to analyze real-time data from devices like ECG sensors, enabling early detection of arrhythmias 

and monitoring Parkinson’s disease progression through gait analysis. In pharmacogenomics, the MELLODDY 

project demonstrated FL’s potential in drug discovery by aggregating 2.6 billion proprietary data points from 

10 pharmaceutical companies, enhancing predictive models for drug efficacy and safety without compromising 

intellectual property [12]. FL also advances precision medicine through frameworks like EXAM, which 

predicted COVID-19 outcomes using distributed datasets from global hospitals. These case studies underscore 

FL’s versatility in overcoming data fragmentation, with applications ranging from oncology to infectious 

disease management, while maintaining stringent privacy standards [13]. 

5. Technical Approaches and Architectures in Federated Learning 

Federated Learning  relies on a blend of advanced technical strategies and robust system architectures 

to ensure efficiency, scalability, and privacy in collaborative model training. At its core lies federated 

optimization, a key process where individual clients (such as hospitals, clinics, or mobile devices) train a local 

model using their private datasets and periodically send only the model updates to a central server. Algorithms 

like Federated Averaging (FedAvg) are commonly used to aggregate these updates and refine a global model 

iteratively [14]. This distributed approach not only reduces the need for data transfer but also tackles challenges 

like non-IID data (data that varies greatly across clients), limited computational power, and unstable network 

conditions [15]. To enhance data privacy, secure aggregation protocols are implemented. These allow the central 

server to compute the average of all client updates without learning any individual update, preserving user 

confidentiality. In addition, advanced encryption methods such as homomorphic encryption—which permits 

computations on encrypted data without decryption—and differential privacy, which introduces noise to the 

data or model updates to obscure individual contributions, serve as protective layers against privacy attacks and 

data leakage [16].  

The integration of edge computing and cloud architecture further supports FL’s functionality. While 

edge devices like smartwatches, medical monitors, or mobile health apps handle local training and data 

collection, cloud servers manage the coordination, model versioning, and large-scale computation, ensuring fast 

and secure model convergence. Several open-source frameworks facilitate the deployment and experimentation 

of FL models. TensorFlow Federated (TFF) integrates well with TensorFlow pipelines, offering tools for 

simulation and testing. PySyft focuses on secure and private deep learning using PyTorch, and Flower provides 

a flexible platform to build scalable FL systems across diverse devices and platforms. Together, these 

components form the technical backbone that empowers FL to function as a privacy-first solution for secure 

data collaboration in domains like healthcare [17]. 

6. Challenges and Limitations of Federated Learning 

Despite its promise, Federated Learning (FL) faces several challenges and limitations that affect its 

practical implementation, particularly in sensitive and data-rich domains like healthcare. One of the most 

prominent issues is data heterogeneity, where client data varies significantly in distribution, quality, and volume. 

In real-world healthcare settings, hospitals and clinics may record data differently, use varied devices, or follow 
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different protocols, making it difficult for a unified model to generalize well across all nodes. This non-IID 

(non-independent and identically distributed) nature of data can hinder model convergence and performance. 

Additionally, communication and computational overhead pose serious constraints. Since FL involves frequent 

transmission of model updates between clients and the central server, bandwidth limitations and latency issues 

can slow down training [18].  

FL is also susceptible to security threats, including model poisoning and backdoor attacks, where 

malicious clients deliberately manipulate model updates to degrade performance or embed harmful behaviors. 

These threats are challenging to detect due to the decentralized and privacy-preserving nature of FL. Another 

limitation lies in system scalability and deployment—as the number of participating clients increases, 

maintaining synchronization, ensuring reliable participation, and managing fault tolerance become complex 

tasks. Moreover, interoperability and standardization barriers further complicate FL adoption. Differences in 

software, hardware, data formats, and legal regulations across institutions can prevent seamless collaboration 

[19]. The lack of universal FL standards makes it difficult to develop cross-platform solutions or integrate FL 

into existing infrastructures smoothly. Addressing these challenges requires the development of adaptive 

algorithms, robust security frameworks, optimized communication protocols, and collaborative efforts toward 

creating standardized FL tools and guidelines. Without resolving these limitations, the full potential of Federated 

Learning in transforming secure, large-scale data collaboration will remain constrained [20]. 

7. Opportunities and Future Directions 

Federated Learning (FL) opens vast opportunities for revolutionizing healthcare, especially when 

integrated with emerging technologies like blockchain and the Internet of Things (IoT). Blockchain can offer a 

decentralized ledger to track model updates, ensuring transparency and data integrity, while IoT devices like 

smartwatches, biosensors, and remote patient monitoring systems can continuously train local models, enabling 

real-time federated learning in clinical settings. This can enhance early diagnosis, continuous patient 

monitoring, and timely intervention. Another major direction is the development of personalized healthcare 

models through FL, where patient-specific data remains private but still contributes to training models tailored 

to individual needs, accounting for genetic, lifestyle, or demographic differences. FL also holds promise in 

global health surveillance and epidemiology by allowing countries and institutions to collaboratively monitor 

disease outbreaks, resistance patterns, and vaccination responses without compromising national or patient 

privacy. Finally, cross-border federated collaboration can overcome legal and ethical challenges of international 

data sharing, promoting unified research efforts during pandemics or in rare disease studies. These future 

directions highlight FL's potential as a transformative tool in digital health, pushing for innovation while 

respecting privacy, ethics, and global inclusivity in healthcare data science [21,22]. 

8. Conclusion 

Federated Learning represents a paradigm shift in how sensitive health data can be utilized for 

collaborative and intelligent healthcare solutions. This review highlights FL’s fundamental principles, its 

privacy-preserving mechanisms like secure aggregation and encryption, and its applicability to modern 
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healthcare challenges [23]. It addresses technical components such as edge-cloud architectures and frameworks, 

while also acknowledging ongoing limitations, including data heterogeneity, security threats, and 

standardization gaps. Despite these challenges, the integration of FL with blockchain, IoT, and real-time clinical 

applications opens new frontiers in personalized medicine, global epidemiological tracking, and international 

research collaboration. FL empowers institutions to break data silos and build smarter, fairer models without 

risking data privacy or violating regulations [24]. However, for FL to reach its full potential, interdisciplinary 

collaboration among computer scientists, healthcare professionals, ethicists, and policymakers is vital. There is 

a pressing need for ethical frameworks, regulatory alignment, and infrastructure development to ensure that FL 

is not only technically sound but also socially responsible. In essence, FL is more than a computational 

innovation—it is a bridge toward more inclusive, privacy-conscious, and impactful health data sharing in the 

digital age [25,26]. 
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