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Abstract: An important application of the Internet-of Things & cloud computing, many remote monitoring
systems adopt a device-to-cloud network paradigm.. Software-Based Solutions that adopt advanced
cryptographic tools, such as Attribute-Based Encryption and fully homomorphic encryption.IOT, many
remote monitoring systems adopt a device-to-cloud network paradigm. In a remote patient monitoring case,
various resource-constrained devices are used to measure the health conditions of a target patient in a distant
non-clinical environment and the collected data are sent to the cloud backend an authorized health care
service for processing and decision-making.Software-Based Solutions that adopt advanced cryptographic
tools, such as Attribute-Based Encryption and fully homomorphic encryption, can address the problem, but
they also computation overhead on both client and server sides. In this Project work front end ASP.NET and
SQLSERVER software-based solutions and propose a secure and efficient remote monitoring framework,
called 2PVC techniques such .NET Technology . In addition a robust and lightweight “heartdata” protocol
to handle notoriously difficult key revocation problem. An implemented a prototype of the framework
for ASP.NET and SQLSERVER can protect user data privacy against unauthorized parties, with minimum
performance cost compared to existing software-based solutions.

IndexTerms — Two Phase Verification Commit,Cipher text Attribute based encryption,Object
Revocation Based Access Control.

1 INTRODUCTION
1.1CLOUD COMPUTING

Cloud Computing is an emerging knowledge and its popularity is increasing drastically day-by-day.
Although the advantages are understandable taking up users ‘physical control’ of their outsourced
information, which unavoidably creates new security threats towards the accuracy of the information in
cloud. To start working on data access control, initially a study is necessary to find out effectiveness of
cryptographic algorithms so that data operations on mobile could be fast and consistent. Making use of
mobile tools, computing ability from cloud computing technology and Internet convenience jointly is
making a new surge, which is mobile cloud computing for organization.
1.2 CLOUD COMPUTING APPLICATION

Cloud computing is a model for enabling ubiquitous, convenient, on-demand structure access to a
common pool of configurable computing resources (e.g., networks, servers, storage, applications, and
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services) that can be speed provisioned and unconfined with minimal management effort or service provider
interaction. Key supervision is another vast area of research and still studies are going on to make key
management more secured and resourceful. Let us in brief have a discussion regarding the security problems
that take place with key management on mobile devices with outsourcing information on cloud
server.Common security problems in key management are

» Effectiveness in mobile operations

» Strong protection of cryptographic algorithms

> Keys being fetch

> Keys being susceptible to hack or cooperation

» Supervision of all keys
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Fig 1.1.1 Cloud Service Provider Infrastructures
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2.1MODULES DESCRIPTION
2.1.1 CLOUD USER REGISTRATION
For the registration of user with identity 1D the group manager randomly selects a number. Then the group
manager adds into the group user list which will be used in the traceability phase.
2.1.2 CLOUD MEMBER LOGIN
This module is the first module. From this page only the user can navigate to project. Only the Authorized
person can enter giving by valid information. If the user provides the invalid information then permission
navigating to other pages. This authentication module concentrates the security of the project from the
unauthorized users. User can authenticate only if the cloud authority provides permission else the
access is denied to the user.
2.1.3 DATA OWNER REGISTERED WITH AUTHORIZATION POLICIES:
Next Data Owner Registered with authorization policies, valid date from and valid date to in desirable
Trusted Third Party or CA. Because this Secret Keys are used to Authentication Purpose. A Data Owner
wants to upload his file and end user wants to download a file, both are used this secret key for encryption
and decryption.
2.1.4. UPLOAD FILE

Data Owner wants to upload a file. So he encrypted this file using TA’s secret Key, First he sends a
key request to Trusted Third Party. Then the data owner encrypts his file using this secret key.
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2.1.5 THRESHOLD CRYPTOSYSTEMS
Threshold cryptosystems offer to ability to share the power of performing certain cryptographic
operations (e.g. generating a signature, decrypting a message, computing a shared secret) among n
authorized users, such that any t of them can do it efficiently.
2.1.6 SYMMETRIC KEY CRYPTOSYSTEM
Symmetric encryption also referred to as conventional encryption or single key encryption was the only
type of encryption in use prior to the development of public-key encryption.
2.1.7 CLOUD FORMATION
First create a cloud infrastructure. It consisting of a set of servers, where each server is responsible for
hosting a subset of all data items belonging to a specific application domain. A transaction is submitted to a
Transaction Manager (TM) that coordinates its execution.Here each CA offers an online method that allows
any server to check the current status of credentials.
2.1.8 SAFE TRANSACTION
A safe transaction is a transaction that is both trusted (i.e., satisfies the correctness properties of proofs
of authorization) and database correct (i.e., satisfies the data integrity constraints).It first describes an
algorithm that enforces trusted transactions (2PV), and then expands this algorithm to enforce safe
transactions (2PVC). In response to this message, each participant 1) evaluates the proofs for each query of
the transaction using the latest policies it has available and 2) sends a reply back to the TM containing the
truth value (TRUE/FALSE) of those proofs along with the version number and policy identifier for each
policy used.
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2.1.9 DOWNLOAD FILE
An end User wants to access this upload file, he give the download request to particular DB’s
Server.The particular Server match this request to its database then retrieve
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2.1.10 CLOUD AUTHORITY
This module is main module which is developed for cloud authority. The cloud authority gives access
credentials to the registered users. Then only the users can access further to upload and download files.
3 CONCLUSION
The project conclusion a secure and efficient remote monitoring framework named any organization in the
context of 10T, which enables two fundamental security functionalities for users, i.e, a user can control
which deployed devices can be accessed by which monitoring services, and he/she can be further assured
that functions over his/her data are securely executed without leaking the privacy information to
unauthorized entities. To this end, we leverage the off-the-shelf secure hardware, i.e., Intel 2PVC algorithm
those cumbersome crypto-based solutions in previous works. Furthermore, we also introduce a “heartbeat”
mechanism to solve the key revocation issue and thus efficiently support service un-subscription for users.
4 FUTURE ENHANCEMENT

In future work will focus on further improvements of the scheme based on the community feedback.
Security wise, finding an alternative solution to the trusted index repository service and removing this
limiting component from the scheme seems a reasonable next step.
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