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Abstract 

The swift growth of digital payment systems in India has revolutionised financial transactions while 

simultaneously creating new opportunities for cyber-enabled fraud. Among these, scams involving credit and 

debit cards have surfaced as a major threat, impacting millions of consumers and testing the resilience of 

India’s financial and legal systems. This paper explores the changing landscape of card-related fraud in India, 

concentrating on the tactics used by fraudsters—spanning skimming, phishing, SIM-swap attacks, and 

advanced card-not-present frauds. By analyzing statutory provisions under the Indian Penal Code, the 

Information Technology Act of 2000, and pertinent guidelines from the Reserve Bank of India, the study 

assesses the sufficiency of current regulatory frameworks in tackling the intricacies of contemporary financial 

deception. It also pinpoints significant gaps stemming from technological weaknesses, insufficient 

cybersecurity awareness, and procedural constraints within law enforcement. By integrating case studies and 

comparative perspectives from international jurisdictions, the article underscores best practices and suggests 

reforms aimed at bolstering consumer protection, improving investigative efficiency, and promoting safer 

digital payment environments. The paper concludes that addressing card fraud in India necessitates a 

comprehensive strategy that combines legal reform, technological advancement, and strong public awareness 

campaigns. 

Keywords : Credit card fraud, Debit card scam, Financial cybersecurity, Digital payments, Consumer 

protection, Electronic banking fraud. 

 

 

1. Introduction 

The swift digitisation of India's financial landscape has fundamentally altered how individuals and businesses 

engage in transactions. The widespread adoption of credit and debit cards—driven by government-led 

financial inclusion efforts, the growth of e-commerce, and advancements in banking technology—has 

improved convenience but also introduced significant vulnerabilities. As digital payment systems expand, 

cybercriminals have concurrently developed sophisticated methods to exploit systemic weaknesses, leading to 

a rise in card-related fraud throughout the nation. 

Credit and debit card scams in India now cover a wide range of deceptive activities, including card skimming, 

cloning, phishing, vishing, SIM-swap fraud, and card-not-present (CNP) attacks. These offenses not only 

result in considerable financial losses for consumers and banks but also undermine trust in digital payment 

systems. Reports from cybercrime units and financial regulators indicate that card fraud remains one of the 

most commonly reported types of digital financial crime, highlighting a growing disparity between 

technological advancement and legal readiness. Despite the existence of statutory protections under the 

Information Technology Act, 2000, the Indian Penal Code, and regulatory frameworks established by the 

Reserve Bank of India, significant obstacles remain in detecting, preventing, and prosecuting card-related 

fraud. Challenges such as jurisdictional complexities, the anonymity of online offenders, low levels of digital 

literacy, and the rapid evolution of fraud tactics impede effective law enforcement. Furthermore, varying 

interpretations of liability between banks and consumers complicate the processes of dispute resolution and 

compensation. 
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2. Understanding Credit & Debit Card Scams 

Credit and debit card scams constitute a complex form of financial fraud that takes advantage of both 

technological weaknesses and human behaviour. In India, the swift increase in card-based transactions—

driven by the expansion of e-commerce, digital banking, and mobile integration—has established a conducive 

environment for more advanced deceptive practices. Grasping the operational dynamics of these scams is 

crucial for assessing legal responses and formulating preventive strategies. Generally, card-related fraud can 

be classified into technological assaults, social engineering tactics, and hybrid approaches that merge both. 

2.1 Skimming and Cloning 

Skimming refers to the illicit duplication of information contained in the magnetic stripe of a card, achieved 

through hidden devices installed on ATMs, point-of-sale (POS) terminals, or fuel stations. Criminals then 

replicate the card utilising the obtained data to perform unauthorised transactions. While chip-and-PIN 

technology has diminished the frequency of these occurrences, skimming continues to be a problem due to the 

prevalent use of outdated machines and insufficient consumer awareness. 

2.2 Phishing, Vishing, and Smishing 

Social engineering is a significant factor in card fraud. 

• Phishing utilises misleading emails or website links that resemble authentic banking sites to 

acquire card information, passwords, and OTPs. 

• Vishing consists of voice impersonation of bank officials or customer service agents to coerce 

individuals into disclosing private information. 

• Smishing employs deceptive SMS messages that include harmful links or urgent alerts to encourage 

users to provide sensitive data. 

These strategies depend on psychological manipulation instead of technological means, rendering them 

particularly challenging to identify and thwart. 

2.3 SIM-Swap and Mobile Number Hijacking 

In SIM-swap fraud, perpetrators impersonate the genuine customer to acquire a duplicate SIM card from a 

telecommunications provider. After the victim's mobile service is disabled, the fraudsters can access one-time 

passwords (OTPs), banking notifications, and authentication messages, which allows them to make 

unauthorised withdrawals and purchases. This type of fraud highlights the weaknesses in identity verification 

procedures within telecom networks. 

2.4 Card-Not-Present (CNP) Fraud 

CNP fraud takes place when transactions are carried out without the physical card, usually during online or 

telephone purchases.Fraudsters exploit stolen card numbers, CVV information, or compromised payment 

gateway data.As India experiences rapid growth in e-commerce, incidents of CNP fraud have increased, 

frequently enabled by international cybercrime networks that sell stolen credentials on dark-web 

marketplaces. 

2.5 Malware and Spyware Attacks 

Malicious programs, like keyloggers, trojans, and tools that record screens, are used to sneak into 

computers and phones. They can track what you type, grab your banking info when you’re online, or 

send you to bogus payment websites. These kinds of attacks happen a lot on public Wi-Fi that isn't safe and 

to people who use old devices or programs. 
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2.6 Fake Payment Gateways and Rogue Apps 

Deceptive individuals are progressively taking advantage of India's thriving financial technology 

environment by fabricating deceptive merchant websites and mobile applications designed to mimic 

genuine platforms. Unsuspecting individuals  input their payment  card details  into 

these sham interfaces, inadvertently enabling criminals to gather and exploit their confidential information. 

This particular tactic is frequently observed during online shopping carnivals or periods of heightened 

demand, where consumers are prone to acting quickly without due diligence. 

 

 

3. Emerging Trends in India 

Recent crime reports indicate the evolution of hybrid frauds, combining social engineering with technical 

infiltration. Tier-2 and Tier-3 cities have emerged as hotspots due to lower digital literacy, while organised 

cybercrime groups employ automated tools and AI-driven scripts to execute large-scale fraud. Additionally, 

while UPI has reduced card dependency, fraudsters have adapted by targeting consumers through multi-

platform attacks that blend card misuse with mobile-based deception. 

3.1 Hybrid Fraud Models Combining Social Engineering and Technology 

A notable development in India is the fusion of social engineering with advanced technical intrusion1. 

Fraudsters increasingly deploy a multi-layered approach wherein victims are manipulated into installing 

malicious apps, sharing authentication credentials, or granting remote access to their devices. Once initial 

access is established through deception, criminals deploy technical tools such as remote access trojans 

(RATs), keyloggers, or dynamic phishing pages to capture card details and OTPs in real time.This integration 

of psychological manipulation and digital infiltration dramatically reduces detection rates and accelerates 

financial loss. India has witnessed the growth of professionalized fraud networks, often operating out of 

clusters in certain states or collaborating with international cybercrime markets. These networks function with 

division of labour—separate teams handle phishing campaigns, data harvesting, card cloning, mule account 

recruitment, and encashment. 

Stolen card credentials are frequently trafficked on dark-web marketplaces, where Indian cards are traded at 

varying prices based on credit limits, bank reputation, and security features. The scale and anonymity of such 

networks complicate law enforcement efforts and contribute to the persistence of high-volume card-related 

fraud. 

3.2 Card Fraud Adaptation in the UPI Era 

The introduction of Unified Payments Interface (UPI) has brought about a significant change in the way 

people in India make payments, decreasing the need for traditional plastic cards. On the contrary, instead of 

decreasing fraudulent activities, this evolution has encouraged scammers to broaden their 

methods and modify their approaches, frequently incorporating card-related trickery with schemes that involve 

UPI or QR codes. Consider the following examples: 

• During deceptive Know Your Customer (KYC) procedures or “UPI activation” processes, con artists obtain 

crucial card details. 

• After breaching security protocols, scammers exploit bank accounts linked to cards to carry out unauthorised 

UPI transfers. 

• Phishing techniques are used to acquire card details, which are then employed to push deceptive UPI 

transactions, disguising them as refunds or cashback incentives. 

This interaction between fraudulent card activities and the manipulation of mobile payment systems 

emphasises an ever-changing situation where criminals quickly adapt to consumer trends2. 
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3.3 Use of AI Tools and Automation by Fraudsters 

Cyber criminals are relying more on tools powered by artificial intelligence to make their operations bigger. 

Bots that work automatically can create very believable fake websites for phishing, make scam messages that 

seem personal, and use stolen personal information to try to get into accounts. New audio technology that can 

create very realistic fake voices is being used to try to trick people over the phone, letting 

criminals pretend to be bank employees or relatives to get someone's card information. These 

improvements in technology make it harder to tell what is real and what is fake and make new problems for 

computer security systems. 
 

 

1 S. Dutta, Cyber Forensics and Evidence in Financial Fraud Cases, 12 Int’l Rev. Cyber L. 45, 52 (2023). 

2 National Payments Corporation of India, UPI Procedural Guidelines (2022). 

3.4 Targeting of E-commerce and Small Merchants 

Small merchants and online sellers, many of whom lack advanced payment security systems, have become 

prime targets for card-present and card-not-present fraud. Fraudsters conduct chargeback scams, use hacked 

merchant accounts to store stolen card data, or inject malicious scripts into inadequately secured payment 

pages (a technique known as web skimming or Magecart attacks). 

These attacks compromise large volumes of cardholder data with minimal detection, contributing significantly 

to credential leaks. 

 

 

4. Legal Regulatory Frame Works Covers Debit & Credit Card Scams in India 

In India, the judicial structure that tackles credit and debit card fraud is a comprehensive network 

featuring laws passed by the government, rules set by regulatory bodies, and benchmarks for keeping data safe 

on the internet. Rather than having one specific law for card fraud, it is handled using several laws, which 

include the Information Technology Act, 2000, the Indian Penal Code, the Payment and Settlement Systems 

Act, 2007, and the Consumer Protection Act, 2019, in addition to obligatory instructions from the Reserve 

Bank of India (RBI), alongside necessities for data protection outlined in the Digital Personal Data Protection 

Act, 2023. Taken 

together, these legislations address various illegal acts like gaining unauthorised access systems, identity theft, 

cheating, forgery, security failures, data breach, and failures in delivering reliable financial services. 

Organisations that regulate, such as RBI, NPCI, CERT-In, and local cybercrime units, have a vital function in 

stopping, keeping watch on, and probing crimes linked to cards. 

 

The quick move to digital methods in India has greatly broadened how cards are used and the systems used for 

electronic payments, leading to changes in how regulations are formulated in response. The judicial system has 

increasingly acknowledged the intricate nature of financial crimes done electronically and has stressed 

that banks must use sensible security protocols. Even with a solid regulatory design in place, challenges 

remain, including statutory laws that are not well-coordinated, problems with legal authority across different 

areas, crime groups that function internationally, and customers not knowing enough about these issues. This 

emphasises the requirement for a legal structure that is more unified and adjusts quickly to new technological 

advancements. 

4.1 Information Technology Act 2000. 

The Information Technology Act3, 2000 is India’s primary cyber law framework, designed to address offences 
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involving electronic data, digital communication, and unauthorised access to computer systems. Although the 

Act was not originally tailored specifically for credit and debit card fraud, its provisions have become central 

to prosecuting offences involving the theft of card information, identity impersonation, phishing, skimming, 

data breaches, and unauthorised electronic transactions. Through both substantive and procedural provisions, 

the IT Act extends legal recognition to electronic records and establishes liability for misuse of digital 

financial information. Under the Act, several sections directly apply to card-related crimes. Section 43 

penalises unauthorised access, data extraction, and manipulation of computer systems—covering acts such as 

hacking bank servers or installing skimming malware at ATMs. Section 66C criminalises identity theft, 

making it punishable to fraudulently use another person’s digital identity, including card credentials. Section 

66D addresses cheating by personation through electronic means, often invoked in phishing and vishing cases. 

Section 66F, relating to cyber terrorism, may apply in large-scale attacks targeting payment infrastructure. 

Additionally, the Act prescribes obligations for intermediaries and mandates 

breach reporting under CERT-In4 guidelines. Collectively, the IT Act provides a comprehensive legal 
base foraddressing the technological dimensions of card fraud in India. 
 

 

 

 

 

3 Information Technology Act, No. 21, Acts of Parliament, 2000 (India). 

4 CERT-In, Directions Relating to Information Security Practices (2022). 

4.2 Bharathiya Nyaya Sanhita 

The Bharatiya Nyaya Sanhita (BNS)5 of 2023 brings India’s criminal law up to date and offers 

definitions that are more precise and consider technology, which are directly applicable to today's 

financial crimes, like credit and debit card fraud. Even though card scams are mainly handled as 

cybercrimes under the IT Act, the BNS deals with the basic parts of deceit, pretending to be someone else, 

forgery, and violation of trust that often go along with digital financial fraud. Important parts related to 

offences involving cards are Section 318 (cheating) and Section 319 (cheating by personation), which are key 

in situations involving phishing, vishing, fake customer-care scams, and tricking people into revealing PINs or 

OTPs. Section 330 (forgery) and Section 331 (forgery of electronic records or valuable security) are especially 

important because they include making or changing cloned cards, skimming tools, and fake digital 

authentication details. 

 

In addition, Section 337 (using forged documents or electronic records) is used when fraudsters use fake 

IDs or changed digital records to perform transactions without permission. Taking funds 

dishonestly that were obtained using stolen card information can be prosecuted under Section 316 (dishonest 

misappropriation of property), while involvement from the inside—like bank employees giving away 

cardholder information—may be c o v e r e d  b y  S e c t i o n  3 1 5  ( c r i m i n a l  b r e a c h  o f  t r u s t 

) .  C y b e r c r i m e   g r o u p s   t h a t  are organised and participate in planned card fraud operations may 

also face charges under Section 61 (criminal conspiracy) or Section 3(5) (common intention). Taken together, 

these parts of the BNS add to the IT Act by addressing the criminal intent, trickery, and dishonest 

behaviour behind card scams, making sure there is a full legal structure for prosecuting both digital and 

traditional parts of financial fraud. 

4.3 Judicial Interpretations and Land Mark Judgments 

Indian courts have increasingly grappled with the complexities of credit and debit card fraud as digital 

payments expanded. Judicial interpretations have gradually evolved to acknowledge the technological 

sophistication of card scams and the responsibility of banks, intermediaries, and customers. Courts have 
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emphasised that financial institutions must maintain reasonable security standards to protect consumers from 

unauthorised digital transactions. At the sametime, judicial orders show a balance between consumer 

negligence (such as sharing OTPs) and institutional lapses (such as inadequate fraud detection systems). This 

dual approach has shaped a consistent legal position liability depends not only on statutory compliance but 

also on the level of diligence by both parties. 

4.4 RBI Regulations 

The regulations set forth by the Reserve Bank of India (RBI) are designed to maintain the safety of credit and 

debit card payments through a series of rules intended to safeguard customers and establish consistent 

banking procedures. Important actions involve two-factor authentication (2FA) for internet-based payments, 

the tokenisation of card details which substitutes  private data with protected tokens, and 

clear l iabili ty frameworks outlining the duties of both banks and consumers when fraudulent 

transactions occur. The RBI's guidelines ensure that banks and payment services employ strong methods to 

stop fraud and provide reimbursement to customers if the institution is at fault. 

Furthermore, the RBI demands the use of risk-based monitoring systems that can spot questionable 

transactions as they happen, as well as mandatory fraud reporting to both the RBI and CERT-In. Taken 

together, these steps create a full-scale system for stopping, finding, and lessening the impact of card fraud, 

highlighting the combined duties of banks, retailers, and customers in protecting the systems used for digital 

payments. The Reserve Bank of India (RBI) plays a central regulatory role in mitigating credit and debit card 

fraud by setting security standards, supervising banks, and enforcing compliance mechanisms. Key 

interventions include mandating EMV chip–based cards, promoting card tokenisation, establishing data-

localisation rules for payment systems, and setting limits on customer liability for unauthorised electronic 

transactions. RBI’s periodic circulars on reporting of security incidents, cyber- security frameworks, and 

digital payment guidelines ensure that banks maintain robust and updated protection mechanisms6. 
 

 

5 Bharatiya Nyaya Sanhita, No. 45, Acts of Parliament, 2023 (India). 

6 RBI, Master Direction on Digital Payment Security Controls (2021). 

Regulatory bodies such as NPCI and CERT-In complement RBI’s role by overseeing payment infrastructures 

like RuPay and UPI, managing risk frameworks, and coordinating responses to cyber incidents. Despite this, 

challenges remain, including varying compliance levels among banks, rapid evolution of fraud techniques, 

and loopholes exploited in cross-border transactions. Strengthening supervisory audits, harmonising 

regulatory standards, and enhancing inter-agency coordination can significantly improve the overall resilience 

of India’s digital payment ecosystem. 

4.5 International Perspectives and Comparative Jurisprudence on Card Fraud 

Around the world, various jurisdictions have developed different legal and regulatory approaches to tackle 

credit and debit card fraud, showcasing differences in technology usage, financial systems, and patterns of 

cyber-crime. Nations like the United States7, the United Kingdom, Singapore, and Australia have 

implemented thorough legal frameworks that make card cloning, phishing, skimming, identity theft, and 

unauthorised electronic fund transfers illegal. Numerous regions focus on better coordination between 

financial regulators, law enforcement agencies, and payment service providers. They also place importance on 

consumer protection rules, essential security measures (such as EMV compliance), and swift complaint 

resolution systems to reduce financial losses. 

In contrast, India’s strategy—particularly through the Bharatiya Nyaya Sanhita (BNS), Bharatiya Nagarik 

Suraksha Sanhita (BNSS), and Bharatiya Sakshya Adhiniyam (BSA)—is quickly moving toward international 

best practices but continues to face hurdles like low digital knowledge, slow reporting, and inconsistent 
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enforcement. By drawing lessons from global examples, India can reinforce international collaboration, 

implement consistent risk-based authentication practices, and improve regulatory oversight of banks and 

payment service intermediaries. These comparative perspectives aid in establishing a tougher, victim-focused, 

and technology-neutral system to confront the changing challenges of card-related financial frauds. 

4.6 Role of Banks and Financial Institutions in Preventing Card Fraud 

Banks and financial institutions form the first line of defence against card-based fraud, as they manage 

customer authentication, transaction monitoring, and security infrastructure. Their responsibilities include 

deploying robust cybersecurity systems, implementing multi-factor authentication, ensuring EMV-chip 

compliance, monitoring unusual spending patterns through AI-based fraud detection systems, and educating 

customers about safe digital payment practices. Regulatory guidelines issued by the RBI, such as those on card 

tokenisation, data localisation, and liability frameworks for unauthorised transactions, further strengthen 

institutional accountability. 

However, vulnerabilities persist due to inconsistent security practices, legacy IT systems, and gaps in staff 

training. Banks must adopt real-time risk scoring, periodic security audits, and standardised incident-response 

mechanisms to minimise fraud losses. Stronger cooperation between banks, payment gateways, and law 

enforcement agencies is also essential for timely reporting and coordinated action. Ultimately, financial 

institutions serve a pivotal preventive role, where technological efficiency and regulatory compliance together 

ensure a secure digital payments ecosystem8. 

4.7 Consumer Awareness and Prevention 

Consumer knowledge is essential in minimising credit and debit card fraud, as numerous scams take advantage 

of user carelessness, insufficient digital skills, or vulnerabilities from social engineering. Teaching users about 

secure habits—such as keeping OTPs or PINs private, checking merchant websites, steering clear of public 

Wi-Fi for payments, and consistently reviewing account statements—greatly lowers their chances of falling 

victim to fraud. Campaigns aimed at increasing public awareness organised by RBI, banks, NPCI9, and 

governmental bodies encourage responsible online behaviour through text message notifications, social media 

efforts, and training programs on cybersecurity. In spite of these efforts, challenges remain due to varying 

levels of literacy, the divide between urban and rural areas, and a limited grasp of complex online frauds. 

Enhancing consumer protections requires focused awareness initiatives, educational materials in multiple 

languages, and essential digital safety 
 

 

7 U.S. Federal Trade Commission, Identity Theft Data Book (2023). 

8 RBI, Master Circular – Customer Service in Banks (2023). 

9 NPCI, Public Awareness Guidelines for Digital Payments (2022) 

lessons included by banks during the onboarding process for new customers. Informed and empowered 

consumers serve as a strong defense, working alongside technological and regulatory strategies to avert card 

fraud. 

Level Preventive Measures Purpose / Outcome 

 

 

Consumers Use secure websites (HTTPS), avoid public Wi-Fi Prevents interception of card data and 

MITM attacks 

Do 
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not share OTP, CVV, PIN, or card details Protects against social engineering and phishing 

Enable SMS/email alerts for every transaction Early detection of unauthorized 

activity quickly 

Regularly review statements and card usage Identifying suspicious transactions 

Install antivirus, update apps, avoid unknown links Prevents malware-based credential theft 

Use strong passwords and biometric locks Enhances account security 

Banks & Financial Institutions Multi-factor authentication (OTP, biometric, device binding)

 Stronger verification, reduces impersonation 

AI/ML-based fraud monitoring systems Detects unusual patterns and blocks fraud real-time 

Tokenization and data encryption Protects card numbers during online payments Staff training and 

internal audits Reduces internal errors and strengthens overall 

security 

 

Quick redressal and timely reporting to RBI Minimizes customer loss and ensures compliance 

 

 

Regulators (RBI, CERT-In, NPCI) Mandated EMV chip cards, contactless transaction limits Reduces 

skimming and cloning risks 

Cybersecurity guidelines and reporting norms Establishes common security standards 

Public awareness campaigns Improves user vigilance and digital literacy Cross-institution information sharing 

Faster identification of large-scale fraud patterns 
 

 

Merchants PCI-DSS compliant payment gateways Ensures secure handling of card data 

Regular POS device inspections Prevents skimming devices at merchant locations 

End-to-end encryption for payments Protects data from interception 

4.8 Challenges in Investigation and Prosecution of Card Fraud 

Because perpetrators frequently employ technologies like VPNs, proxy servers, spoofed caller IDs, and 

encrypted communication channels to conduct card fraud across many states or nations, it is by nature a 

complicated crime to investigate. Law enforcement has a hard time tracking down the source of fraudulent 

transactions using these tools, which mask their identity. Many victims delay reporting incidents, giving 

offenders time to delete electronic trails, withdraw funds, or get rid of the SIM cards and equipment they used 

in the scam. The quality and accessibility of digital evidence is another significant issue. Data from banks, 

payment gateways, telecom firms, and online platforms must be acquired swiftly, but delays in collaboration 

or incomplete information frequently undermine the case. 

Additionally, investigating officers may not have the advanced cyber-forensic abilities necessary to analyze 

transaction trails, IP logs, device fingerprints, or metadata. The prosecution has its own challenges. The 

Bharatiya Sakshya Adhiniyam (BSA)10 imposes stringent restrictions on the certification, integrity, and chain 

of custody of electronic evidence. 

 

5. Recommendations 

Effective measures to prevent credit and debit card fraud in India necessitate a comprehensive strategy that 

combines changes in legislation, enhancement of regulatory frameworks, and progress in technology. Revising 

the Bharatiya Nyaya Sanhita and the Information Technology Act can establish clearer definitions regarding 

digital payment fraud, increase penalties for advanced cybercrimes, and improve processes for gathering 

electronic evidence. Enhancing the guidelines from the Reserve Bank of India—particularly regarding the 

timelines for grievance resolution, the requirement for fraud-risk evaluations, and standardized security 

measures for banks 
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and fintech companies—will contribute to diminishing vulnerabilities within institutions11. 

 

Similarly, advancements in technology and institutional improvements are crucial. Financial institutions and 

payment processors should implement fraud detection systems powered by artificial intelligence, utilize multi-

factor authentication, employ geo-fencing techniques, apply tokenisation, and monitor transactions in real 

time. Law enforcement organizations need specialized training in cyber forensics, the establishment 

of dedicated investigative units, and improved collaboration with organizations like CERT-In, NPCI, 

and global agencies. Comprehensive awareness initiatives aimed at consumers, alongside simplified processes 

for reporting incidents and standards for victim compensation, can considerably lessen the effects of card- 

related scams. In summary, a cohesive approach that encompasses legislation, technology, institutional 

reforms, and community involvement is vital for bolstering India's approach to financial fraud involving 

cards. 

 

 

6. Conclusion 

This research aimed to investigate the rising occurrence and intricacy of credit and debit card 

fraud within India, focusing on its operational characteristics, legal responses, and enforcement issues. 

Findings indicate that financial fraud has shifted significantly with technological advancements: initial forms 

of straightforward card theft and physical skimming have evolved into advanced tactics that include phishing, 

vishing, card duplication, data breaches, malware attacks, SIM swapping, and new forms of synthetic identity 

fraud. These developments showcase the growth of digital payment platforms along with an increase in 

criminal creativity. The legal and regulatory structure—grounded in the Bharatiya Nyaya Sanhita (BNS), the 

Information Technology Act, and RBI regulations—offers significant protections yet still exhibits fundamental 

shortcomings. Court rulings are increasingly prioritising consumer rights and the responsibility of banks 

to implement robust security measures, yet legal interpretation is not fully consistent across various regions. In 

summary, this study underscores a noticeable gap between the swiftly changing landscape of financial fraud 

and the slower adjustments of legal and institutional frameworks. 
 

 

10 Bharatiya Sakshya Adhiniyam, No. 23, Acts of Parliament, 2023 (India). 

11 RBI, Report of the Committee on Digital Payments Security (2022). 

The overall findings of this investigation suggest that addressing credit and debit card fraud in India 

necessitates a comprehensive and progressive strategy that strengthens legal clarity, boosts technical 

resilience, 

and enhances institutional collaboration. Legal reforms should seek to distinctly acknowledge specific card- 

fraud offenses, facilitate smoother processes for electronic evidence, and align obligations within the BNS, IT 

Act, and RBI structures. Strengthening regulations through enforceable fraud 

detection procedures, consistent liability frameworks, and expedited dispute resolution timelines will 

significantly bolster consumer safety. 

Additionally, establishing strong technological and investigative capabilities is vital. Banking institutions and 

fintech companies need to implement AI-driven risk management systems, continuous behavioural 

monitoring, token features, and robust identification processes. Law enforcement agencies should receive 

increased funding for cyber- forensics training, better international collaboration, and victim-focused 

procedures. On a public 

level, widespread awareness initiatives and more accessible reporting systems are essential for the timely 

identification of fraud and reduction of financial losses. In the end, the study determines that credit and debit 

card fraud extends beyond legal boundaries and represents a socio-technical issue that requires a united 

response. Achieving a lasting decrease in financial fraud is only possible when legal reforms, 

technological advancements, institutional effectiveness, and consumer empowerment function together 

cohesively. 
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