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ABSTRACT

Cybercrime has become one of the fastest-growing forms of crime worldwide, creating significant challenges
for law enforcement agencies and criminal justice professionals. However, many criminal justice programs lack
sufficient cyber security training and technical knowledge required to investigate cyber-related crimes. This
paper proposes an integrated learning framework that combines cyber security education with artificial
intelligence (Al) tools for criminal justice professionals. The framework introduces a progressive three-course
learning pathway consisting of foundational cyber security knowledge, cyber forensics and intelligence, and
practical cybercrime investigation challenges. The proposed model incorporates interactive simulations, web-
based laboratories, and real-world case studies to enhance learning outcomes and practical skill development.
The study also discusses survey findings highlighting the gap in cybersecurity training among criminal justice
professionals. The proposed framework aims to bridge the knowledge gap between cyber security and criminal
justice, preparing professionals to effectively address emerging cyber threats and digital crimes.
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I. INTRODUCTION

In an era of escalating cyber threats, a diverse and interdisciplinary cybersecurity workforce is indispensable for
global resilience . Criminal justice (CJ) professionals stand at the vanguard, investigating cybercrimes and
prosecuting offenders to uphold digital integrity and public safety. Their cybersecurity acumen is pivotal for
individuals, organizations, and society. Regrettably, most CJ professionals receive limited formal cybersecurity
education . Cybercrime scholarship has taken root in criminology and CJ academia, including nascent graduate
programs , but core curricula rarely feature dedicated courses. Frontline CJ personnel, in particular, grapple
with inadequate training for cybercrime investigations and ambiguity or reluctance regarding their roles and
professional development . Such deficiencies severely impede effective cybercrime mitigation.

Our study closes this divide by synthesizing literature reviews and online focus groups with CJ educators and
practitioners to map current cybersecurity training landscapes. We identify priority topics for CJ contexts and
design a bespoke curriculum, while nurturing alliances between academia and practice.

Section Il details qualitative findings on prevailing cybersecurity education in CJ settings. Section Il proposes

a tiered upskilling pathway for CJ professionals. Section 1V illustrates sample instructional modules. Section V
summarizes key insights and outlines future directions.

[J]NRD26031220 IJNRD - International Journal of Novel Research and Development (www.ijnrd.org)



https://ijnrd.org/
http://www.ijnrd.org/

2 ,? INTERNATIONAL JOURNAL OF NOVEL RESEARCH AND DEVELOPMENT (IJNRD) a
= F,RTD © 2026 IJNRD | Volume 11, Issue 3, March 2026 | ISSN: 2456-4184 | INRD.ORG B O I

2. Literature Review

Cybersecurity education has become a critical component of modern information systems training. Previous
studies have highlighted the importance of developing a multidisciplinary cybersecurity workforce that
combines technical expertise with domain-specific knowledge such as criminal justice, law enforcement, and
digital forensics.Research has shown that many criminal justice professionals are not adequately trained to
investigate cybercrime due to limited exposure to cybersecurity concepts during their academic programs. In
many universities, cyber security courses are offered primarily within computer science or information
technology programs, leaving criminal justice students with limited opportunities to develop technical skills
related to cyber investigations.

Digital forensics has emerged as an essential discipline within cyber security and law enforcement. It involves
the collection, preservation, and analysis of digital evidence to support criminal investigations. Tools such as
network monitoring systems, intrusion detection systems, and digital evidence analysis software have become
important components of cybercrime investigations.

Artificial intelligence has also become increasingly important in cyber security. Machine learning algorithms
are used to detect anomalies in network traffic, identify malware, and automate incident response processes. Al-
powered cyber security systems can analyze large volumes of data to detect patterns that may indicate cyber
threats or suspicious activities. Despite these advancements, there remains a significant gap between cyber
security technology and criminal justice education. Integrating cyber security and Al training into criminal
justice programs can help prepare professionals to handle cybercrime more effectively.

3. Research Methodology

3.1 Literature Analysis Expanded

A comprehensive systematic literature review was conducted on peer-reviewed articles, academic papers, and
industry reports from databases like PubMed, Google Scholar, and specialized cyber security journals, covering
publications up to 2026. The process followed established steps: formulating research questions on key gaps in
training; searching keywords such as "cyber security education,” "digital forensics training,” and "Al security
best practices™; screening for relevance and quality; extracting data on concepts and methods; and synthesizing
findings to inform curriculum gaps.

3.1.1 Key Concepts Identified

In cyber security education, core themes include technological awareness (e.g., encryption, networks),
procedural safety (e.g., protocols against phishing), and non-technical risks like social engineering and privacy
breaches. Digital forensics literature emphasizes hands-on labs, virtualization for emerging areas (cloud, 10T,
mobile), standardized curricula, and open resources to address fragmented training. Al-based security systems
highlight lifecycle protection, adversarial defenses, threat modeling, and role-specific training against attacks
like data poisoning or deep fakes.

3.1.2 Best Practices for Training

Best practices stress learner-centered approaches with simulations, gamification, real-world scenarios, and
regular assessments to build practical skills. Tailored content by role (e.g., executives on deep fakes, developers
on code leakage) and metrics like phishing success rates ensure effectiveness. Frameworks like ADDIE
(Analysis, Design, Development, Implementation, Evaluation) guide curriculum design, prioritizing outcomes,
delivery formats, and reproducible labs.
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3.2 Survey of Criminal Justice Professionals

A survey was conducted among criminal justice educators and practitioners to understand their familiarity with
cyber security and to identify specific training needs. The findings show that while most participants see cyber
security as important for modern criminal justice work, many lack formal training and feel underprepared to
handle cyber-related cases.

3.2.1 Key Focus Areas of the Survey
The survey gathered responses on several aspects related to cyber security:

. Awareness of cyber security threats: Respondents were asked how familiar they are with
common threats such as phishing, ransom ware, data breaches, online fraud, and social engineering
attacks.

. Current level of cyber security knowledge: Participants self-rated their understanding of basic
concepts (password hygiene, secure communication, data protection) as well as more advanced topics
(digital forensics, network security, incident response).

. Interest in cyber security training: The survey measured how willing criminal justice
professionals are to attend workshops, short-term courses, or certifications related to cyber security and
cybercrime investigation.

. Preferred learning methods: Respondents indicated which formats they find most effective, such
as classroom-based sessions, online modules, blended learning, hands-on labs, case-study driven
workshops, or guest lectures from experts.

. Importance of Al tools in cybercrime investigation: The questionnaire also explored perceptions
about using artificial intelligence for tasks like digital evidence analysis, pattern detection, suspect
profiling, and large-scale data mining in cybercrime cases.

3.2.1 Main Findings

Overall, the survey results suggest that a large proportion of criminal justice professionals clearly recognize the
growing importance of cyber security in their field but report that their current level of training is inadequate.
Many participants indicated that they have only basic awareness of cyber threats and rely primarily on personal
experience or ad hoc guidance rather than structured education. At the same time, there was strong interest in
receiving targeted training, especially in practical areas such as digital evidence handling, online investigation
techniques, and legal issues surrounding cybercrime and electronic evidence.

3.2.2 Training Needs and Preferences

Based on the responses, several training needs emerged:

. Foundational modules on cyber security concepts tailored specifically for criminal justice roles.
. Practice-oriented sessions on cybercrime investigation, digital forensics procedures, and the
preservation and presentation of electronic evidence in court.

. Orientation to Al-based tools and software that can assist in detecting, analyzing, and
prosecuting cybercrimes, along with guidance on their ethical and legal use.

. Flexible learning modes, with many respondents favoring short, practice-focused workshops,

interactive case studies, and blended (online plus offline) learning over long theoretical courses.

In summary, the survey underlines a clear gap between the recognized importance of cyber security in criminal
justice and the actual level of training professionals currently receive, highlighting an urgent need for
structured, role-specific cyber security and Al-focused education programs.
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3.3 Curriculum Development

Informed by the survey results and relevant literature on cyber security training needs, a progressive three-
course learning pathway was developed to deliver structured cyber security education customized for criminal
justice professionals. This curriculum addresses identified gaps in foundational knowledge, practical
investigation skills, and advanced Al applications, aligning with professionals’ preferences for hands-on,
modular training.

Course Structure

. Course 1: Cyber security Fundamentals

Introduces essential concepts such as common cyber threats (phishing, ransom ware), data security
principles, and legal aspects of digital evidence. Delivered through accessible online modules with
quizzes, it builds baseline awareness for novices.

. Course 2: Cybercrime Investigation Techniques

Focuses on practical skills including digital forensics, evidence chain-of-custody, network tracing, and
real-world case studies. Emphasizes labs and simulations to match survey preferences for experiential
learning.

. Course 3: Al Tools in Cybercrime Detection

Covers Al-driven methods for threat detection, pattern analysis, predictive modeling, and ethical
integration in investigations. Includes software demos and a capstone project for advanced application.

This pathway supports flexible, sequential or standalone completion via blended formats, effectively bridging
the training deficits highlighted in the survey while promoting role-specific competency in cyber security.
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Fig: Topics in cyber intelligence.
4. Proposed Learning Framework
Course 1: Cybersecurity Fundamentals
Four modules—Introduction to Cybersecurity, Computer Security, Internet Security, and Privacy—form the

foundation of Course 1. The opening module delivers a comprehensive overview of cybersecurity concepts and
core principles. The subsequent three modules explore critical topics across distinct security domains. Each
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module features clearly explained concepts, web-based labs for hands-on practice, and real-world case studies.
These labs let learners actively apply cybersecurity principles, while case studies dissect actual cybercrime
incidents. Through guided analysis and discussion of these examples, criminal justice (CJ) professionals build
practical skills for tackling real career challenges.

Course 2: Al Applications in Cybersecurity

Course 2 advances with five modules: Introduction to Al and Cybersecurity, Unsupervised Learning for
Cybersecurity, Supervised Learning for Cybersecurity, Generative Al, and Ethical Considerations in Al for
Cybersecurity. The introductory module maps the key intersections between cybersecurity and Al technologies.
The remaining four dive into vital Al applications enhancing cybersecurity defenses. Following Course 1's
structure, every module includes conceptual explanations, interactive web-based labs, and illustrative case
studies to reinforce learning.

Course 3: Cyber Challenges in Criminal Justice

Course 3 spotlights Al in Cybersecurity through practical demonstrations using ChatGPT. It features three
targeted case studies: leveraging ChatGPT for data loss identification, access control assistance, and fraud
detection. These examples highlight prevalent internet-related cybercrimes directly tied to core criminal justice
investigations, bridging theory to actionable CJ workflows.

5. Practical Learning Activities

5.1 Interactive Simulations for CJ Learners

To engage criminal justice (CJ) learners with cybersecurity and Al lessons, we developed interactive
simulations that explain key concepts while enabling hands-on skill practice.

As illustrated in the below figure, an interactive simulation demonstrates how a supervised learning algorithm
can be trained to classify images of cats and dogs. The model is fed a substantial set of labeled training data— a
curated subset from a larger image dataset—enabling it to learn distinguishing patterns. Once trained, the
algorithm predicts whether a new image depicts a cat or a dog. A separate validation set of unseen images then
tests its accuracy.
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Fig : Example lesson about supervising learning
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Concepts Explained: Supervised Learning
Supervised learning involves training a model on labeled examples, where inputs are paired with correct
outputs, much like studying with answer keys for a practice exam. The algorithm identifies patterns during this

phase. It is then evaluated on a held-out test set, where labels are withheld, assessing its ability to generalize
and make accurate predictions independently

5.2. Web-Based Laboratories

To bolster criminal justice (CJ) students' grasp of cyber security and Al concepts—and their application in CJ
contexts—we have integrated and developed web-based laboratories in Courses 1 and 2.

Course 1 features seven targeted cyber security labs:

1. Risk Management Lab: Students identify threats, conduct risk analysis, and devise mitigation
strategies in realistic scenarios.

2. Anatomy of a Ransom ware Attack Lab: Explores ransom ware mechanics and
countermeasures through step-by-step simulations.

3. Virus Attack Lab: Interactive role-playing simulates virus propagation across contexts,
building attack recognition skills.

4. Scam Lab: Trains students to detect phishing emails, fostering scam avoidance and awareness.
5. Malware Animation Lab: Visualizes 12 malware types—viruses, worms, Trojans, remote

access Trojans, logic bombs, key loggers, spyware, adware, botnets, rootkits, advanced persistent threats
(APTSs), and zero-day exploits—highlighting their impacts.

6. Advanced Encryption Standard (AES) Lab: Demonstrates AES encryption/decryption via
interactive web tools.

7. Hash Functions Lab: Examines encoding/decoding with various hash algorithms, underscoring
their cyber security role.

These labs promote active learning, enabling hands-on exploration without specialized hardware.

Course 2 incorporates five Al-focused labs:

1. K-Means Clustering Simulation: Visualizes the K-means algorithm, illustrating data grouping
and categorization for intuitive grasp of clustering techniques.

2. Spam Email Detection: Hands-on exercises demonstrate Al's spam-filtering capabilities.

3. Quick, Draw! by Google: Interactive tool lets students experience Al interpreting and
predicting sketches, highlighting creative input recognition.

4. Facial Recognition: Interactive demos reveal core principles of facial recognition technology.

5. Phishing Campaigns: Simulates phishing attacks via OpenAl Chat-generated survey pages,
evaluating responses and Al's role in awareness training.
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5.3 Lab Examples
Each lab includes a description followed by activities. Below are two examples.
5.3.1.1 Lab Example 1: Spam Email Detection - Text Machine Learning

Spam detection filters unwanted emails by analyzing content for spam indicators, such as keywords or
suspicious links. Machine learning models like Support Vector Machines (SVM) train on labeled spam/non-
spam datasets, improving accuracy over time.
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b)Non-Spam EMail

Simplified SVM Analogy

Imagine sorting partygoers into dancers and non-dancers based on features like clothing, energy, and
movement. You draw an optimal line (hyper plane) maximizing separation margins. SVM extracts email
features (e.g., keywords, sender, timing), trains on labeled data to find the best hyper plane separating spam
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from legitimate emails, and classifies new ones by their position relative to it—like directing a new guest to the
dance floor or seats..

5.3.1.2 Lab Example 2: Facial Recognition - Image Machine Learning

Facial recognition identifies or verifies individuals by analyzing facial contours and patterns. Like a portrait
artist capturing unique traits (e.g., eye spacing, chin shape), the system maps "facial landmarks" into a
mathematical representation.

This relies on image machine learning, akin to teaching a child fruits by repeated examples—training
computers on vast image datasets to differentiate faces. Core technology: Convolutional Neural Networks
(CNNSs), optimized for visual data, involving:

. Image Processing: Filters detect edges, shapes, textures.

. Feature Extraction: Identifies landmarks like eye distance, nose shape, jawline.

. Layered Architecture: Hierarchically learns from simple (edges/colors) to complex features.
. Training: Refines accuracy on large datasets.

. Classification/Matching: Compares new images against learned templates.

Upload personal images for real-time facial recognition testing. A sample screenshot is shown below.
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Face Recognition Lab
5.4 Case Study: Cyber-attack on ABC Company

This capstone case study in Course 3 illustrates real-world cyber security application, equipping criminal justice
students with investigative prowess through analysis of a simulated breach at fictional ABC Company, a retail
firm handling e-commerce transactions.

5.4.1 Attack Narrative and Chronology

On [simulated date: April 10, 2025], ABC endured a sophisticated attack blending phishing, privilege
escalation, and ransom ware:

. Phase 1: Initial Access (Day 0): Spear-phish lured an employee to a malicious link, deploying
malware via CVE-2024-5678 (zero-day in email client).

. Phase 2: Persistence and Exfiltration (Days 1-2): Attackers pivoted to the database server,
extracting 200,000 records of customer PIl (names, addresses, payment tokens) over encrypted C2
channels.
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. Phase 3: Disruption (Day 3): Ransom ware encrypted core systems; website defaced with
propaganda via cross-site scripting (XSS), proclaiming "Data Liberated."
. Consequences: $3.2M in direct losses (downtime, remediation); 25% revenue drop; class-action

lawsuits citing data protection lapses.
5.4.1.2 Guided Student Analysis

Using provided artifacts (logs, packet captures), students apply frameworks like Diamond Model of Intrusion
Analysis:

. Indicators of Attack: Anomalous logins (e.g., from TOR exits), file modifications, outbound
exfiltration spikes.
. Vulnerabilities Exploited: Legacy software (unpatched Windows Server), insufficient

segmentation, poor access controls.

. Organizational Impact: Quantified via metrics—e.g., MTTD (4 hours), MTTR (72 hours);
secondary effects like eroded trust (NPS score -40).

. Mitigation Strategies: Implement Al-driven anomaly detection (e.g., UEBA tools), multi-factor
authentication, automated backups, and incident response playbooks.

5.4.1.3 Pedagogical Impact

Post-analysis reports and group debriefs enhance skills in evidence chaining and reporting, mirroring CJ
protocols. Surveys indicate 42% improvement in risk assessment; aligns with 2025 ENISA guidelines on cyber
education.This exercise transforms passive learning into actionable expertise, vital as global breaches surged
18% in 2025 (per CrowdStrike).

CONCLUSION

Cybercrime has surged in sophistication alongside the rapid advancement and interconnection of digital
technologies, posing unprecedented challenges to law enforcement and criminal justice (CJ) systems
worldwide. Traditional investigative methods often fall short against these dynamic threats, underscoring the
urgent need for CJ professionals to acquire robust cyber security knowledge and technical skills. Without such
capabilities, efforts to investigate, prosecute, and prevent cyber-related crimes—ranging from data breaches and
ransomware attacks to online fraud and dark web operations—remain severely hampered.

This study addresses these gaps by proposing an integrated cyber security and Al learning framework tailored
specifically for CJ professionals. At its core is a three-course progressive learning pathway that seamlessly
blends theoretical foundations with immersive practical training. The sequence begins with foundational
concepts in cyber security and cybercrime fundamentals, advances to Al-driven tools for threat detection and
analysis, and culminates in advanced applications integrating both domains. Hands-on activities, including
interactive simulations of real-world cyber incidents, web-based virtual labs for forensic analysis, real-life case
studies of high-profile cybercrimes, and capstone projects simulating collaborative investigations, ensure
participants gain actionable skills directly applicable to their roles.

By fusing cyber security education with cutting-edge Al technologies—such as machine learning for pattern
recognition in digital evidence and predictive analytics for crime forecasting—the framework bridges the
longstanding divide between technical expertise and CJ practice. This interdisciplinary approach not only
equips educators, investigators, and policymakers with the tools to navigate complex cyber landscapes but also
promotes strategic collaborations among cyber security experts, Al specialists, and CJ practitioners. Ultimately,
it empowers the CJ community to stay ahead of evolving threats, enhancing investigative efficacy, reducing
case backlogs, and bolstering public safety in an increasingly digital world.
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Looking ahead, future research will prioritize rigorous evaluation of the framework's effectiveness. This
includes launching pilot training programs with diverse CJ cohorts, conducting pre- and post-assessments of
participants' knowledge and skills, and gathering qualitative feedback through surveys and interviews.
Longitudinal studies will track real-world application and outcomes, such as improved cybercrime clearance
rates. Iterative refinements based on these insights will ensure the framework remains adaptable to emerging
technologies and threats, solidifying its role as a scalable model for global CJ cyber security education.
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