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Abstract : This study focuses on improving the security of face recognition systems by detecting spoof attacks using iris-based
analysis. Face recognition is widely used but can be easily fooled by photos, screen images, or edited faces. The iris is chosen
because it has unique and complex patterns that are difficult to copy. The system extracts the eye region, isolates the iris, and
processes it for analysis. A convolution-based model is used to learn texture features and classify images as real or fake. The results
show that the method effectively detects spoof attacks and improves system reliability.

IndexTerms - Iris spoof detection, Biometric authentication, Iris pattern analysis, Presentation attacks, Convolutional neural
networks, Image classification, Liveness detection.

INTRODUCTION):

Today, biometric systems are widely used in everyday applications such as mobile unlocking, attendance systems, and secure access
control. These systems are fast, convenient, and more user-friendly compared to traditional password-based methods. However,
with the growth of technology, security threats have also increased. Face recognition systems, in particular, are vulnerable to
spoofing attacks where attackers use printed photos, replayed videos, or images displayed on mobile screens to gain unauthorized
access. These presentation attacks reduce the reliability and trustworthiness of biometric systems.

Most face recognition systems rely on overall facial features, which may not always capture subtle differences between real and
fake samples. The iris region of the eye contains highly detailed and unique patterns, including fine textures, curves, and color
variations, which are difficult to replicate accurately. Due to this uniqueness, iris-based analysis can significantly enhance spoof
detection and improve system security.

Earlier approaches used traditional machine learning techniques such as Support Vector Machines, Decision Trees, and Random
Forest models along with manual feature extraction methods. However, these methods often struggle under varying lighting
conditions and image quality. Recent advancements in deep learning, especially convolution-based models, have shown improved
performance by automatically learning important features from images.

The main objective of this project is to develop a reliable system that can distinguish between real and spoofed face images by
focusing on discriminative iris patterns. The system extracts the eye region, isolates the iris, and applies preprocessing techniques
such as resizing and normalization. A convolution-based model is then used to classify images as real or fake. The performance is
evaluated using metrics like accuracy, precision, recall, and F1-score. This approach aims to enhance biometric security and reduce
spoofing risks in real-world applications.

NEED OF THE STUDY

The increasing use of biometric systems in applications such as mobile authentication, banking, and attendance systems, ensuring
security has become a major concern. Face recognition systems, although convenient, are highly vulnerable to spoofing attacks
using printed photos, replayed videos, and digital screen images. These attacks can allow unauthorized users to gain access to secure
systems.

Traditional face recognition methods mainly focus on overall facial features and often fail to detect subtle differences between real
and fake samples. As spoofing techniques become more advanced, there is a strong need for more reliable and robust detection
methods. The iris region of the eye contains unique and complex texture patterns that are difficult to replicate, making it a strong
candidate for improving spoof detection.Therefore, this study is necessary to develop an effective iris-based spoof detection system
that enhances biometric security, reduces the risk of unauthorized access, and improves the reliability of face authentication systems
in real-world applications.

I11. METHODOLOGY

The proposed iris-based spoof detection system is developed through a series of structured steps, including dataset collection, image
preprocessing, feature extraction, model training, and performance evaluation.
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1. Dataset Collection

A labeled iris/face image dataset is used, which contains both genuine and spoof samples. The spoof samples include printed photo
attacks and screen replay attacks. Each image in the dataset is assigned a binary label, where real images are labeled as 0 and spoof
images as 1.

2. Image Preprocessing

In the preprocessing stage, face detection is performed to locate the facial region in each image. The eye region is then extracted,
and the iris portion is isolated for further analysis. All iris images are resized to a fixed resolution to maintain uniformity. Pixel
normalization is applied to reduce variations caused by illumination differences, and noise reduction techniques are used to remove
minor distortions. Additionally, data augmentation methods such as rotation and brightness adjustment are applied to improve the
model’s generalization ability.

3. Feature Extraction and Model Training

A convolutional neural network (CNN) is used to automatically learn texture-based features from the iris images. The convolution
and pooling layers help extract distinct and meaningful iris patterns. The dataset is divided into training and testing sets, with 80%
used for training and 20% for testing. The model is trained using a supervised learning approach, and the Adam optimizer is used
to minimize classification loss and improve performance.

4. Evaluation Metrics

The performance of the model is evaluated using standard metrics such as accuracy, precision, recall, and F1-score. A confusion
matrix is also generated to analyze prediction results and identify classification errors. Special emphasis is placed on recall, as
correctly detecting spoof samples is critical for ensuring biometric security.

RESEARCH METHODOLOGY

The methodology section describes the overall procedure followed to design and implement the iris-based spoof detection system.
It explains how the data is collected, processed, and analyzed using deep learning techniques.

3.1 Dataset and Sample

The dataset used in this study consists of both genuine and spoofed face images. Spoof samples include printed photographs,
replayed videos, and images displayed on mobile screens. Each image is labeled as either real or spoof.

The dataset is divided into two parts: 80% of the data is used for training the model, and the remaining 20% is used for testing. This
split helps in evaluating the model’s performance on unseen data.

3.2 Data and Sources of Data

The data used in this study is collected from publicly available biometric datasets and experimental sources. The dataset includes
variations in lighting, pose, and image quality to simulate real-world conditions.

All images are preprocessed before being used in the model to ensure consistency and improve performance.

3.3 System Framework

The proposed system follows a structured approach for spoof detection. Initially, the face region is detected from the input image.
Then, the eye region is extracted, and the iris is isolated for further analysis.

The extracted iris images are preprocessed using techniques such as resizing, normalization, and noise removal. These processed
images are then passed to a convolutional neural network (CNN) to extract important texture features. Finally, the system classifies
the input as real or spoof based on the learned features.

3.4 Model Training
A convolutional neural network is used to train the model. The network automatically learns discriminative iris texture features
without manual feature extraction.
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The model is trained using labeled data, and optimization is performed using the Adam optimizer. The training process is carried
out over multiple epochs to improve accuracy and reduce error.

3.5 Performance Evaluation

The performance of the system is evaluated using standard metrics such as accuracy, precision, recall, and F1-score.

Accuracy measures the overall correctness of the model, while precision and recall evaluate how well the model detects spoof
samples. The F1-score provides a balance between precision and recall. A confusion matrix is also used to analyze the classification
results.

IV. RESULTS AND DISCUSSION

The proposed iris-based spoof detection model was trained and tested using the prepared dataset. The convolutional neural network
(CNN) achieved strong classification performance in distinguishing between genuine and spoof samples.The evaluation results
show that the model attained an accuracy of 96.2%, precision of 95.8%, recall of 94.9%, and an F1-score of 95.3%.

These results indicate that the model performs effectively in identifying both real and spoof images with high reliability. A
comparative analysis was also carried out using traditional machine learning classifiers. Logistic Regression achieved an accuracy
of 88%, Random Forest achieved 92%, and Support Vector Machine achieved 90%. In comparison, the proposed CNN model
achieved the highest accuracy of 96%, demonstrating superior performance over traditional methods.The improved performance of
the CNN model is mainly due to its ability to automatically learn complex and discriminative iris texture features without the need
for manual feature extraction. In contrast, traditional methods rely on predefined features, which may not capture subtle variations
between real and spoof samples.

Furthermore, the high recall value indicates that the model is highly effective in detecting spoof samples, which is a critical
requirement for biometric security systems. Overall, the results confirm that the proposed approach enhances the reliability and
robustness of face authentication systems by reducing the risk of spoofing attacks.

The proposed iris-based spoof detection model was trained and tested using the prepared dataset. The convolutional neural network
achievedstrong classification performance.

* Accuracy: 96.2%

* Precision: 95.8%

* Recall: 94.9%

* F1-Score: 95.3% A comparison was made with traditional classifiers:

* Logistic Regression — 88% * Random Forest — 92%

* Support Vector Machine — 90%

* Proposed CNN Model — 96% (Best Performance)

The results show that the convolution-based model performs better than traditional machine learning methods. This is because it
learns detailed iris texture features automatically. High recall indicates that spoof samples are detected effectively, which improves
biometric security.
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