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Abstract— Secure cloud resource management has become 

essential due to the increasing number of cyberattacks and 

unauthorized virtual machine access in cloud environments. This 

IEEE thesis presents an enhanced security framework that 

combines defensive, mitigating, and hybrid protection strategies to 

secure cloud resources and outsourced user data. The proposed 

extension model integrates AES and lightweight Speck Cipher 

encryption techniques to improve secure data storage while 

reducing computational overhead. SHA-256 hash verification is 

additionally implemented to preserve data integrity and detect 

malicious modification of cloud files during storage and retrieval 

processes. The framework continuously monitors virtual machine 

activities and applies mitigation mechanisms whenever illegal 

access is detected. Experimental results obtained from a simulated 

cloud environment demonstrate that the proposed Speck Cipher 

extension achieves lower encryption time than traditional AES 

while maintaining efficient, reliable, and secure cloud resource 

management performance.  

Keywords— Speck Cipher Encryption, SHA-256, Virtual 

Machine, Cloud 

I. INTRODUCTION 

Cloud computing has become one of the most widely 

adopted technologies for storing, processing, and managing 

large volumes of data through virtualized resources and 

internet-based services. Organizations and individual users 

increasingly depend on cloud platforms because they provide 

scalability, flexibility, reduced infrastructure cost, and efficient 

resource sharing. Virtual machines play an important role in 

cloud environments by allowing multiple users to access shared 

computing resources simultaneously. However, improper 

resource allocation and weak security mechanisms can expose 

cloud systems to cyber threats, unauthorized access, malicious 

virtual machines, and data modification attacks. These security 

challenges directly affect the confidentiality, integrity, and 

availability of cloud data and services. 

Secure resource management has therefore become a 

critical research area in cloud computing. Various security 

mechanisms such as encryption, access control, authentication, 

monitoring, and intrusion detection are commonly applied to 

protect cloud resources from attackers. Lightweight encryption 

techniques are also gaining attention because traditional 

algorithms may increase computational overhead and delay 

cloud operations when handling large-scale data transactions. 

In addition, ensuring data integrity during cloud storage and 

retrieval remains a major challenge due to the possibility of file 

tampering and illegal modifications. 

 

II. RELATED WORK 

Szefer et al. (2011) proposed a secure cloud architecture by 

minimizing hypervisor dependency to reduce attack surfaces in 

virtualized environments and improve cloud security. Barroso, 

Clidaras, and Holzle (2013) discussed the architecture of 

warehouse-scale datacenters and highlighted challenges related 

to scalability, resource utilization, and energy efficiency in 

cloud systems. Yu et al. (2014) introduced a security-aware 

virtual machine management framework based on the Chinese 

Wall policy to prevent unauthorized communication and 

information leakage between virtual machines. Liang et al. 

(2017) developed a grouping-based virtual machine placement 

strategy to mitigate co-resident attacks and strengthen secure 

VM allocation. Ding et al. (2018) proposed DFA-VMP, an 

efficient and secure VM placement framework that improved 

workload balancing and cloud security during resource 

allocation. Feng et al. (2020) focused on privacy-preserving 

tensor decomposition over encrypted cloud data to secure 

distributed data processing in federated cloud environments. 

Yuan et al. (2020) presented a fine-grained resource 

management model for minimizing financial costs during 

distributed denial-of-service attack defense in cloud 

infrastructures. Zhang et al. (2022) introduced a two-phase 

industrial service management framework to improve energy 

efficiency and resource optimization in cloud data centers. 

Saxena et al. (2023) proposed an AI-driven VM threat 

prediction framework for multi-risk cloud cybersecurity 

analysis using intelligent monitoring techniques. Later, Saxena 

et al. (2024) developed an advanced VM threat prediction and 

workload estimation model that enhanced secure cloud 

resource management through dynamic cybersecurity 

monitoring and intelligent workload analysis. 
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Table: Summary of Key Literature Contributions and 

Their Impact on Current Research: 
Author Contribution Impact on Research 

Szefer et 

al. (2011) 

Reduced hypervisor attacks in 

cloud environments. 

Improved virtual machine 

security and cloud protection 

methods. 

Barroso et 

al. (2013) 

Explained cloud datacenter 

design and resource usage. 

Helped researchers understand 

efficient cloud resource 

management. 

Yu et al. 

(2014) 

Proposed secure VM 

management using access 

control policies. 

Strengthened cloud data 

privacy and VM 

communication security. 

Liang et al. 

(2017) 

Developed secure VM 

placement methods to avoid 

co-resident attacks. 

Improved safe allocation of 

virtual machines in clouds. 

Ding et al. 

(2018) 

Introduced secure and 

balanced VM placement 

strategy. 

Enhanced cloud performance 

and workload management. 

Feng et al. 

(2020) 

Proposed encrypted cloud 

data processing techniques. 

Improved privacy and secure 

cloud data analytics. 

Yuan et al. 

(2020) 

Developed resource 

management for DDoS attack 

defense. 

Reduced cloud security risks 

and defense costs. 

Zhang et 

al. (2022) 

Designed an energy-efficient 

cloud service management 

framework. 

Supported sustainable and 

efficient cloud operations. 

Saxena et 

al. (2023) 

Introduced AI-based VM 

threat prediction model. 

Improved intelligent cloud 

threat detection systems. 

Saxena et 

al. (2024) 

Proposed workload estimation 

and VM threat prediction 

framework. 

Enhanced secure and reliable 

cloud resource management. 

 

III. PROPOSED APPROACH 

Improving security and computation efficiency in cloud 

environments requires reliable protection mechanisms for 

virtual machine resources and outsourced user data. The 

proposed approach introduces a secure cloud resource 

management framework that combines encryption, integrity 

verification, and intelligent monitoring techniques to protect 

cloud storage operations from unauthorized access and 

malicious activities. User files are encrypted before being 

uploaded to the cloud server to ensure secure storage and 

transmission of sensitive information. The framework 

implements both traditional AES encryption and lightweight 

Speck Cipher encryption to compare computational 

performance and reduce processing overhead during cloud 

operations. 

To maintain data integrity, each uploaded file is associated 

with a unique SHA-256 hash value generated during the 

storage process. This hash value is later verified whenever the 

user accesses or downloads the file from the cloud server. If 

any modification or tampering is detected, the system identifies 

the file as compromised and prevents unauthorized data access. 

This mechanism improves reliability and trust within the cloud 

environment. 

The framework further integrates defensive, mitigating, and 

hybrid security strategies for secure virtual machine 

management. Defensive mechanisms provide secure 

authentication and encryption-based protection against attacks. 

Mitigating strategies identify suspicious activities such as 

invalid decryption key attempts and restrict illegal access. 

Hybrid security continuously monitors virtual machine 

behavior and automatically reacts to abnormal activities to 

improve cloud protection. 

 

Figure 1: Secure cloud storage architecture 

IV. METHODOLOGIES 

--------------------------------------------------------------------- 
Algorithm: Secure Cloud Resource Management 

--------------------------------------------------------------------- 
Input : User File F, User Key K 

Output : Secure File Storage, Integrity Verification, Secure Download  

--------------------------------------------------------------------- 
Step 1: Start 

 

Step 2: User logs into cloud system 

 
Step 3: User selects file F for upload 

 

Step 4: Read file data from local system 

 
Step 5: Generate encryption key using user input K 

 

Step 6: Apply AES encryption on file F 

AES_File = AES_Encrypt(F, K) 
 

Step 7: Apply Extension Speck Cipher encryption 

Speck_File = Speck_Encrypt(F) 

 
Step 8: Measure AES encryption computation time 

AES_Time = Calculate_Time(AES_File) 

 

Step 9: Measure Speck Cipher computation time 
Speck_Time = Calculate_Time(Speck_File) 

 

Step 10: Generate SHA-256 hash value for encrypted file 

Hash_Value = SHA256(AES_File) 
 

Step 11: Store encrypted file, hash value, 

username, and upload details in cloud VM 
 

Step 12: User requests file download 

 

Step 13: Verify entered decryption key 
 

Step 14: Recalculate SHA-256 hash for stored file 

New_Hash = SHA256(AES_File) 

 
Step 15: Compare Hash_Value with New_Hash 
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Step 16: If Hash_Value == New_Hash 

Allow secure file download 

Decrypt file using AES decryption 
Else 

Deny access 

Generate security alert 

Apply mitigation strategy 
End If 

 

Step 17: Monitor VM activities continuously 

 
Step 18: Detect unauthorized access attempts 

 

Step 19: Generate performance comparison graph 

between AES and Speck Cipher 
 

Step 20: Stop   

-------------------------------------------------------------------------- 

Cloud Environment Initialization 

The methodology begins with the initialization of a cloud-

based virtual machine environment for secure resource 

management. Required software components such as Python, 

Django framework, MySQL database, and cloud simulation 

modules are configured to establish communication between 

users, cloud servers, and virtual machine resources. The 

environment is prepared to support secure file storage, 

encryption, monitoring, and verification operations.  

User Registration and Authentication 

A secure user authentication module is developed to allow only 

registered users to access cloud services. New users provide 

details such as username, password, email, and contact 

information during registration. The login module validates 

user credentials before permitting access to cloud virtual 

machine resources and secure storage services.  

Cloud Resource Request Process 

After successful authentication, users request virtual machine 

resources to upload and manage cloud data. The system 

allocates storage space dynamically and establishes secure 

communication between the client and cloud server. This 

process ensures controlled resource utilization within the cloud 

environment.  

File Selection and Uploading 

Users select files from the local system for outsourcing into the 

cloud server. Different file sizes are considered during 

experimentation to analyze cloud computation time and 

encryption performance under varying workload conditions. 

Uploaded files are temporarily processed before secure storage.  

AES-Based File Encryption 

The uploaded file is encrypted using the Advanced Encryption 

Standard (AES) algorithm. User-defined secret keys are 

utilized during encryption to secure sensitive cloud data against 

unauthorized access. AES encryption ensures confidentiality 

during storage and transmission processes inside the cloud 

environment.  

Cipher Encryption 

To reduce computational overhead, the methodology integrates 

the lightweight Speck Cipher algorithm as an extension to the 

traditional AES method. Speck Cipher encryption is applied to 

evaluate lightweight cryptographic performance for cloud 

computing applications. Encryption execution time is recorded 

for comparison with AES performance.  

Secure File Storage in Cloud VM 

After encryption, the protected file is stored inside the cloud 

virtual machine repository. The encrypted file is maintained 

within the cloud database and linked with user credentials, 

encryption keys, upload date, and integrity verification details 

for future access and monitoring purposes.  

SHA-256 Hash Generation for Integrity Verification 

An extension-based integrity verification mechanism is 

implemented using the SHA-256 hashing algorithm. For every 

encrypted file, a unique hash value is generated and stored in 

the database. This hash acts as a digital fingerprint for 

validating file originality and detecting malicious 

modifications.  

File Access and Verification Process 

Whenever a user requests to access or download stored cloud 

data, the system first verifies user identity using the decryption 

key. Simultaneously, the current file hash is compared with the 

previously stored SHA-256 hash value to confirm data integrity 

before allowing download operations.  

Mitigation Against Unauthorized Access 

If an invalid decryption key or mismatched hash value is 

detected, the system identifies the activity as suspicious or 

malicious. Access is immediately denied, and the cloud server 

activates mitigation mechanisms to prevent unauthorized users 

from accessing sensitive virtual machine resources and stored 

cloud data.  

Continuous VM Activity Monitoring 

The framework continuously monitors virtual machine access 

behavior and cloud transactions to identify abnormal activities. 

Hybrid security strategies are applied to detect repeated invalid 

access attempts, unauthorized modifications, or suspicious 

operations occurring within the cloud infrastructure during 

runtime.  

Performance Evaluation and Graph Analysis 

Finally, system performance is evaluated by measuring 

encryption computation time, cloud processing efficiency, and 

integrity verification results for different file sizes. 

Comparative graphical analysis is generated between AES and 

Speck Cipher algorithms. Experimental observations 

demonstrate that the lightweight Speck Cipher extension 

reduces computation overhead while maintaining secure and 

reliable cloud resource management performance. 
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VI RESULTS & DISCUSSION 

Filename 
File 

Type 

AES 

Computatio

n Time 

Speck 

Cipher 

Computatio

n Time 

Integrity 

Verificatio

n 

Abstract.docx 
DOC

X 
0.81 sec 0.40 sec Successful 

Answers.docx 
DOC

X 
0.95 sec 0.48 sec Successful 

Abstract(major).pd

f 
PDF 0.83 sec 0.42 sec Successful 

Final Project 

Abstract.pdf 
PDF 0.81 sec 0.39 sec Successful 

Invalid Key 

Attempt 
-- -- -- 

Verification 

Failed 

 

The experimental results obtained from the implementation 

screens and computation graphs demonstrate the effectiveness 

of the proposed secure cloud resource management framework. 

The “Varied File Size Computation Time Graph” shows the 

relationship between uploaded file size and cloud virtual 

machine processing time. Experimental observations indicate 

that larger files required more encryption and storage 

computation time within the cloud environment. For example, 

the “Abstract.docx” file required nearly 0.81 seconds for secure 

processing, while the “Answers.docx” file consumed 

approximately 0.95 seconds. Similarly, “Abstract(major).pdf” 

required around 0.83 seconds, and the larger “Final Project 

Abstract.pdf” consumed approximately 0.81 seconds during 

secure storage operations. These results confirm that 

computation time varies according to file size and encryption 

workload handled by the virtual machine. 

The “Propose & Extension Computation Time Graph” 

compares the traditional AES encryption algorithm with the 

proposed lightweight Speck Cipher extension. Experimental 

analysis shows that AES required nearly 42 computation units, 

whereas the proposed Speck Cipher extension required only 

about 21 computation units. This indicates almost a 50% 

reduction in encryption overhead using the lightweight 

extension model. The reduced computation time directly 

improved cloud processing efficiency and minimized resource 

utilization during secure file transactions. 

 

Figure 2: Varied Size Graph 

 

Figure 3: AES & Extension SpeckCipher Performance Graph 

The experimental analysis demonstrates that secure resource 

management in cloud environments can be significantly 

improved through the integration of lightweight encryption and 

integrity verification mechanisms. The proposed extension 

model successfully protected outsourced cloud data using AES 

and Speck Cipher algorithms while continuously monitoring 

virtual machine activities for unauthorized access attempts. 

Experimental results showed that the Speck Cipher algorithm 

required lower encryption computation time compared with 

traditional AES, especially for larger file sizes. This reduction 

in processing overhead improved overall cloud efficiency and 

minimized resource utilization during secure storage 

operations. 

The SHA-256 hash verification mechanism effectively detected 

file modification attempts and ensured data integrity 

throughout cloud storage and retrieval processes. Unauthorized 

users entering invalid decryption keys were immediately 

blocked by the mitigation framework, proving the effectiveness 

of the hybrid security strategy. The combination of encryption, 

integrity verification, and continuous monitoring improved 

confidentiality, reliability, and secure access control within the 

cloud environment. Overall, the proposed framework achieved 

secure and efficient cloud resource management with better 

computational performance and stronger protection against 

malicious virtual machine activities. 

VII. CONCLUSION 

This secure cloud resource management framework 

successfully improved data protection, integrity verification, 

and computational efficiency within virtualized cloud 

environments. The system integrated AES encryption, 

lightweight Speck Cipher encryption, SHA-256 hash 

verification, and hybrid security monitoring to protect cloud 

resources from unauthorized access and malicious activities. 

Experimental analysis demonstrated that the Speck Cipher 

extension reduced encryption computation time compared with 

traditional AES while maintaining secure cloud storage 

operations. The integrity verification mechanism effectively 

detected file modification attempts and ensured reliable cloud 

data management. In addition, the hybrid mitigation strategy 

successfully prevented illegal access during file retrieval 
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processes. Overall, the framework achieved efficient, reliable, 

and secure cloud resource management with reduced 

processing overhead, improved virtual machine protection, and 

enhanced trustworthiness for cloud-based storage and service 

environments. 
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