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Abstract: Distributed Denial of Service (DDoS) attacks are no longer dominated by huge volumetric floods. A quieter but equally
damaging class of attack the low-rate DDoS sends traffic at rates so low that most threshold-based defenders never raise an alarm.
Slowloris, R.U.D.Y(R-U-Dead-Yet), Slow-Read and the classic Shrew attack all comes under the same family. They are especially
dangerous in sectors where the underlying traffic is itself light and predictable, such as healthcare with its loMT devices, banking
portals at off-peak hours and small cloud tenants. This survey brings three things together. First, this describes the major sectors
targeted by DDoS attacks, for each, the specific low-rate variants that show up most often. Second, it reviews the public benchmark
datasets used in DDoS detection research and score each one on how well it covers low-rate variants an area where many otherwise
popular datasets are surprisingly weak. Third, propose a sector-to-dataset mapping that takes low-rate coverage into account, so
that a researcher choosing a dataset for low-rate DDoS work in a particular sector is not left training on volumetric-only data. The
result is a single short reference for the first design decisions in a low-rate DDoS detection study.
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1. INTRODUCTION

When people picture a DDoS attack, they usually imagine a flood millions of packets per second, traffic graphs spiking to the
ceiling, defenders scrambling to absorb the load. That picture is true for one class of attack but not all of them. A second class,
called low-rate DDoS, takes the opposite approach. Instead of trying to overwhelm the target with volume, it sends traffic that looks
almost normal. It just sends it in a way that wastes server resources slowly, hour after hour [1], [22].

Three names keep coming up when people study low-rate DDoS. The first is Shrew attack. Kuzmanovic and Knightly came up with
it back in 2003 [23]. It sends short bursts at just the right time. TCP gets fooled into thinking the network is jammed and slows itself
down. Slowloris works in a totally different way. RSnake put it out as a tool in 2009 [24]. It opens hundreds of HTTP connections
to a target server, then keeps each one alive by sending one byte at a time. R.U.D.Y., short for (R-U-Dead-Yet), is basically Slowloris
but for HTTP POST bodies instead of GETs. None of them needs much bandwidth. That's why simple defenders almost never catch
them.

For a researcher, this raises a question that the broader DDoS literature does not always answer clearly. If our goal is to detect low-
rate DDoS, do the standard sector statistics and benchmark datasets actually serve us? Some sectors are more exposed to low-rate
variants than others. And many of the most popular datasets including CICDD0S2019, which is the default choice for a lot of DDoS
papers are weighted heavily toward volumetric reflection attacks and contain very little low-rate traffic [12], [25].

This paper answers three connected questions. (i) Which sectors face the highest exposure to low-rate DDoS, and why? (ii) Which
public datasets actually contain enough low-rate samples to train a detection model? (iii) Given a sector, which dataset is the right
one to pick? It shows dataset specifications and a sector-to-dataset mapping together in one place, and added a dedicated table that
scores every dataset on its low-rate coverage.

2. LITERATURE SELECTION APPROACH

Followed three steps. First, collected attack statistics by sector from public reports published by Cloudflare, StormWall,
NETSCOUT, Akamai and MazeBolt between 2023 and 2025 [1]-[5], and added 2024 - 2026 academic surveys from IEEE, Elsevier
and Springer [6]-[10].

Secondly, collected the datasets cited most often in recent (2022—2026) DDoS detection papers from IEEE Xplore, ACM Digital
Library and ScienceDirect. For each dataset we recorded the source URL, year, size, number of features, attack labels and
importantly whether it contains labelled low-rate attack samples [11]-[21]. Third, mappings: a sector-to-dataset table that
recommends datasets per sector, and a separate low-rate-coverage table that scores each dataset on its usefulness for low-rate DDoS
research specifically.
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Fig 1. PRISMA-style flow of records through identification, screening, eligibility and inclusion

3. UNDERSTANDING LOW-RATE DDOS ATTACKS

Low-rate DDoS is best understood by contrast. A volumetric flood tries to be obvious: it pushes as much traffic at the target as
possible, hoping to saturate either the bandwidth or the server’s connection table. A low-rate attack does the opposite. It picks a
specific server resource a TCP retransmission timer, an HTTP connection slot, an application thread pool and slowly exhausts it
while keeping the overall bandwidth low enough to slip under most defender’s radar.

Fig. 2 shows the traffic-rate difference. A volumetric flood produces a tall spike that any threshold-based defender catches in
seconds. A low-rate attack produces a flat line that looks almost identical to baseline traffic, but it slowly degrades the server's

health over many minutes or hours.
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Fig 2. Traffic-rate comparison: volumetric DDoS (left) versus low-rate DDoS (right). Low-rate traffic stays close to the baseline,
which is why simple threshold-based defenders miss it.
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3.1 DDOS Attacks across the OSI layers

To understand where low-rate DDoS attacks fit in, first map the common DDoS attacks to the seven layers of the OSI reference
model. Figure 3 shows this mapping. Most loud volumetric attacks operate at the Network (Layer 3) and Transport (Layer 4) layers,
while the more subtle low-rate and slow attacks usually target the Application layer (Layer 7) [33], [34].

OSI1 Layer Common DDoS / DoS attacks

m Cable Cutting, Jamming, Electrical Interference
2. Data Link MAC Flooding, ARP Spoofing

ICMP Flood, IP Spoofing, Smurf, Ping of Death

mm@m SYN Flood, UDP Flood, Low-rate TCP DoS (Shre+

Session Hljacking, Telnet/SSH Brute Force

SSL Renegotiation, Malformed SSL Attacks

7. Application HTTP Flood, Slowloris, R.U.D.Y,, Low-rate HTTP QDOS
|

Fig 3. Mapping of common DDoS and DosS attacks to the seven layers of the OSI reference model.

3.1.1 Why low-rate is hard to detect

Three properties make low-rate detection difficult. The traffic is below typical alert thresholds, so volume-based detectors stay
silent. The packets are usually well-formed (a valid HTTP GET with proper headers, or a normal TCP segment), Kumar et al. paper
explicitly argues that today’s commercially available intrusion detection systems are signature-based that are not capable of
detecting unknown attacks so signature-based detectors find nothing to match [45]. And the attack is distributed across many
sources, so per-source rate limits do not trigger either [22], [26].

3.1.2 Common low-rate attack variants
Fig. 4 groups the most common variants into two layers. Transport-layer variants (the Shrew family) target TCP’s congestion-
control mechanism. Various Application-layer attacks (Slowloris, R.U.D.Y., Slow Read) target web servers. SIP-targeted variants
attack VVolP signaling and are increasingly seen in telecom-sector incidents [27].

Taxonomy of low-rate DDoOS attack variants
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Fig. 4. Taxonomy of low-rate DDoS attack variants by target layer.
3.1.3 Why low-rate attacks are growing
Few trends are putting low-rate attacks upward in recent reports. First, cloud auto-scaling means a low-rate attack can directly
inflate the victim’s bill (the Economic Denial of Sustainability problem) [6]. Second, IoMT and 10T devices typically generate light,
predictable traffic, so even a small disturbance is enough to disrupt them and a small disturbance is exactly what a low-rate attack
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looks like [9], [25]. Third, defenders have gotten very good at filtering volumetric attacks, which pushes attackers toward quieter
techniques [4].

4. SECTORS TARGETED BY DDOS ATTACKS
Fig. 5 shows the share of global DDoS incidents across most-targeted sectors in 2024 - 2025 industry reports

Sectors most targeted by DDoS attacks (2024-2025)
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Ecucation 8%
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—
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|—
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0 5 10 15 20 25
Share of global DDoS attacks (%)

Fig 5. The ten sectors hit most often by DDoS attacks worldwide, with each sector’s share of all incidents [1], [2], [3].

Six sectors matter most for low-rate DDoS research. Each one is covered below: Finance and Banking, Telecommunications and
ISPs, Healthcare and loMT, E-Commerce and Retail, Energy and Utilities, and 10T / Smart Devices.

4.1 Financial Services and Banking

Banks get hit by two kinds of DDoS. The loud, obvious kind and the quiet, sneaky kind. The obvious ones are the easy ones to spot.
HTTP floods. DNS amplification. The bandwidth graph jumps to the ceiling, pagers start buzzing in the SOC, and the security team
locks things down inside minutes. The sneaky kind is harder. Slowloris is the classic example. It barely sends any traffic at all.
What it does is open up hundreds of half-finished HTTP connections to a bank’s login page or transfer page, then sit on them.
Bandwidth on the dashboard looks fine. But the page itself starts crawling. Customers can’t log in. Transfers fail. Nobody figures
out something is wrong until the support line gets flooded with angry callers. In 2024, someone got even cleverer. Reports say
attackers started mixing the two kinds on purpose. A noisy flood goes out the front door, the security team chases it, and meanwhile
a quiet slow attack walks in the back and does the actual damage [3].

4.2 Telecommunications and Internet Service Providers

Telecom is the backbone of Internet. That’s what makes them such an obvious target for the big volumetric attacks. The kind that
can knock out connectivity for an entire region for hours. The newer worry is quieter. Attackers have started going after the less
visible parts of the network. Mainly SIP signaling and the way VolP calls get routed. The trick is simple. Flood SIP REGISTER
and INVITE requests at a low enough rate that bandwidth alerts don’t trip. But it's still enough to clog the call-routing pipeline.
VolP service starts dropping calls. New calls get refused [27]. Bandwidth barely moves on the NOC dashboards. So, the ops team
has no idea anything is wrong until customers start flooding the helpline saying their calls won’t go through. Carriers also see a
steady stream of reflection and amplification attacks. The attacker basically borrows the carrier's huge outbound pipe and points it
at somebody else’s server [1], [3].

4.3 Healthcare Services and IoMT

Healthcare is where low-rate DDoS does the most damage for the least amount of effort. Most medical devices on a hospital network
don’t send much data to begin with. A glucose monitor uploads a reading every few minutes. A heart-rate sensor sends a tiny packet
every few seconds. That’s it. That’s the entire traffic pattern. So, when something doesn't fit that pattern, even slightly, the device
starts behaving strangely. And nobody on the IT team can figure out why at first [9]. Things get worse a layer up. The loMT security
reviews from the past two years keep pointing at the same two problems. Slow-rate HT TP attacks chewing on telemedicine portals.
Slow-read attacks slowly starving EMR system connections. Both kinds slide right past the dashboards [8], [25]. Two cases from
the past couple of years really drive the point home. Change Healthcare in 2024. AZ Monica hospital in Belgium in 2026. Both
attacks were slow and quiet. Both stayed undetected way longer than anyone expected [4].

4.4 Energy, Utilities and Critical Infrastructure

The energy and utilities sector reports almost no DDoS incidents publicly. But that doesn’t mean much. Operators in this space tend
to keep cyber problems under wraps. Some of it is about safety. Some of it is about how regulators handle disclosure. The few
incidents that do leak out are usually slow-rate attacks against SCADA web interfaces and HMI portals. These are the screens
engineers stare at when they are monitoring physical equipment in real time [5]. The bandwidth these systems use is already tiny.
So, a low-rate attack doesn't need much traffic to cause real trouble. A small slowdown on an HMI dashboard is enough to delay
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an operator's reaction to a real-world problem. And that delay is exactly the gap an attacker is hoping for. Life-safety stakes plus
quiet attack patterns. That's what makes this sector worth worrying about. Low public incident counts don't change that.

4.5 E-Commerce and Retail

E-commerce sites have one big thing going against them. The traffic spikes are predictable Black Friday, Diwali. The big festival
weeks. Year-end clearance windows. Attackers know exactly when the site’s going to be busy. They also know exactly when a few
seconds of downtime turns into thousands of orders walking away. The usual playbook is a mix. HTTP floods to slow the checkout
flow. Slow-rate attacks aimed at the login and cart pages. And usually, a layer of bots pretending to be real shoppers while quietly
scraping pricing data, locking out genuine customers in the process [2]. The result is everything an online retailer dreads. Carts
abandoned at the payment step. Angry posts piling up on social media within minutes. Revenue draining away in real time. A
fifteen-minute outage in the middle of a flash sale can cost more than a year’s fraud-prevention budget.

4.6 Internet of Things and Smart Devices

When it comes to IoT and DDoS, things don’t quite work as expected. Usually, [oT devices are the ones doing the attacking, not
the ones being attacked. For instance, cameras, routers, and smart appliances can be compromised and used to create huge botnets
like Mirai, Mozi, and the newer Aisuru family. These botnets then launch massive attacks on other areas [10], [17]. But, there's
another side to 10T it can also be the victim. The gateways and cloud platforms that collect data from millions of devices are now
being targeted with slow-rate attacks. The goal of these attacks is to disrupt the flow of data. If an attack is successful, it can cause
big problems. For example, if a smart-city gateway is attacked, traffic signals might not get the latest information, and that can
cause chaos. In a smart home, it might mean that the lights get stuck on. In an industrial plant, it can be even more serious machinery
might not get the data it needs to work properly, so it’s basically operating blind. This can have serious consequences, and it’s
something that needs to be taken seriously. Slow-rate attacks might not be as flashy as some other types of attacks, but they can
still cause a lot of damage. So, it’s essential to make sure that IoT devices and the systems that support them are secure and can
withstand these types of attacks.

5. SECTORS TARGETED BY DDOS ATTACKS
Table | gives a side-by-side comparison of all ten sectors. It now includes a column for low-rate exposure Low / Medium / High so
it will give a glance where low-rate DDoS is most concerning.

TABLE I. SECTOR-LEVEL COMPARISON WITH LOW-RATE DDOS EXPOSURE

Sector Common low-rate Share Low-rate Most damaging outcome
variants (%) exposure

Finance / Banking Slowloris, R.U.D.Y. on 22 High Stalled transactions
portals

Telecom / ISP SIP low-rate, Shrew 18 Medium Cascading customer

outage
Healthcare / loMT Slow-rate loMT, Slow 12 High Patient safety risk
Read EMR

E-commerce / Slowloris + bot scraping 6 Medium Lost sales on peak days

Retail

Energy / Utilities Slow HMI / SCADA 25 High Critical service blackout
portal

10T / Smart Slow telemetry disruption 15 Low Lost telemetry

Devices

6. BENCHMARK DATASETS FOR DDOS DETECTION RESEARCH

Picking a dataset is one of the most important early decisions in a DDoS detection project. For low-rate work the question is even
more delicate, because the dataset must contain enough labelled low-rate samples to train and validate a model. In this section we
summarize the public datasets cited most often in 2022 - 2026 DDoS detection papers, in roughly chronological order. Fig. 6 places
them on a timeline so the reader can see how the field has shifted from generic IT traffic toward 10T and IoMT traffic in recent
years.
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Fig 6. Timeline of major benchmark datasets used in DDoS / intrusion detection research, grouped by domain.

6.1 KDD’99 and NSL-KDD

Both contain DoS labels (mostly Neptune SYN-flood style) but no labelled low-rate variants. Useful only as a quick sanity baseline
[11].

6.2 CAIDA DDoS Attack 2007

Real backbone traffic from one DDoS event. Mostly volumetric. Useful for ISP-style validation but does not help low-rate research
directly [13].

6.3 UNSW- NB15

Includes a small set of DoS scenarios. Some application-layer slow-style attacks but not explicitly labelled as low-rate [14].

6.4 CIC-1DS2017 and CIC-1DS2018

These two datasets, released by the Canadian Institute for Cybersecurity, explicitly include Slowloris, SlowHTTPTest and Slow
Read attacks alongside enterprise traffic. For low-rate DDoS research, CIC-IDS2017 and CIC-1DS2018 are arguably the strongest
options in the entire list [15].

6.5 CICDD0S2019

The most cited DDoS-specific dataset but ironically the weakest for low-rate work. Its 13 attack classes are almost entirely
reflective/volumetric (DNS, NTP, NetBIOS, LDAP, SSDP and so on). Researchers focused on low-rate DDoS often have to
augment CICDD0S2019 with samples generated from Slowloris or hping3, as discussed in [12], [25].

6.6 BoT-10T, TON_IoT and N-BaloT

BoT-1oT and TON_IoT cover 1oT/IloT scenarios with mostly volumetric attacks. N-BaloT focuses on Mirai- and Bashlite-style
attacks. Limited low-rate content overall, although TON_IoT includes some application-layer DoS scenarios [16], [17].

6.7 CIC-10T2023 and CIC-1oMT2024

CIC-10T2023 includes 33 attack types in a smart-home testbed with 105 devices, of which a small set are HTTP slow-rate variants.
CIC-1oMT2024 extends the same idea to 40 medical devices (25 real, 15 simulated) with 18 attacks across Wi-Fi, MQTT and
Bluetooth, grouped into five categories: DDoS, DoS, Recon, MQTT and spoofing [18], [19]. An important caveat for low-rate
research is that the DoS and DDoS samples in CIC-loMT2024 are predominantly volumetric UDP, ICMP, SYN and MQTT connect
floods make up the bulk of the data and the dataset does not include labelled slow-rate variants such as Slowloris or SlowlTe. CIC-
Io0MT2024 is therefore the most relevant dataset for general IoMT security research, but for healthcare-focused low-rate DDoS
work it needs to be augmented with low-rate samples (for example, from CIC-IDS2017 or by generating SlowlTe-style traffic
against an MQTT broker [30]).

6.8 WUSTL-EHMS-2020 and LITNET-2020

WUSTL-EHMS adds patient biometric features to network features unusual and valuable for healthcare studies but its attack labels
are spoofing and injection, not low-rate DDoS [20]. LITNET-2020 provides ten months of real Lithuanian academic-network traffic
across 12 attack categories, including some application-layer slow attacks [21].

6.9 INDIAN DATASETS: BENNETT-SDN, SMVDU

These publicly known DDoS datasets have been released by Indian institutions. The Bennett-SDN dataset by Ahuja, Singal and
Mukhopadhyay (Bennett University, Greater Noida, 2020) is the most widely cited; it uses ten Mininet topologies with a Ryu SDN
controller and contains TCP SYN flood, UDP flood and ICMP flood traffic across 23 flow features [35]. The SMVDU SDN TCP-
SYN dataset by Kumar and Gupta (Shri Mata Vaishno Devi University, Katra, 2025) is narrower in scope, covering only the TCP-
SYN flood scenario in an SDN environment [36].

6.10 UL-ECE-DDOS-H-10T2025 (HEALTHCARE IOT, FREQUENCY-BASED)

Released by Akhi, Eising and Dhirani from the University of Limerick in 2025, this is the most recent and most directly relevant
dataset for our research focus [37]. It contains two labelled CSV sub-datasets generated using the Cooja simulator for MQTT traffic
and the ns-3 simulator for UDP traffic, modelling H-10T devices such as body-temperature, oxygen-saturation and heart-rate sensors
in a 5G-based healthcare environment. The attack model is interesting: normal H-10T nodes transmit at 60-second intervals, while
DDoS-affected nodes publish at 20-second intervals. This 3x frequency anomaly is not a classical flood it is much closer to a
moderate- or low-rate behavioural attack, and the dataset is therefore valuable as a complement to CIC-loMT2024 (which provides
realistic loMT device context) when training models that need to detect subtler attack patterns in healthcare environments.
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7. BENCHMARK DATASETS FOR DDOS DETECTION RESEARCH
Table Il summarizes the practical details of each dataset. Compared to general-purpose surveys, final column that flags whether the
dataset contains labelled low-rate DDoS samples (Yes / Partial / No).

TABLE Il. SPECIFICATIONS OF PUBLIC DATASETS WITH LOW-RATE COVERAGE

Dataset Year | Origin Domain Size Features Attack Low-rate
labels samples?
CAIDA DDoS | 2007 | USA Backbone/ | ~21GB PCAP 1 real No
ISP DDoS
attack
NSL-KDD 2009 | Canada Generic IT | ~150 MB 41 DoS, Probe, No
R2L, U2R
UNSW-NB15 2015 | Australia | Generic IT | ~100 MB 49 9 attack Partial
families
CIC-IDS2017 2017 | Canada Enterprise/ | ~50 GB 80+ Web, DoS, Yes (Slowloris,
Web DDosS, SlowHTTPTest)
Botnet,
Brute-force
BoT-loT 2018 | Australia loT ~70 GB 46 DDoS, No
DosS, 0S
scan, theft
CIC-IDS2018 2018 | Canada Enterprise / | ~430 GB 80+ DDosS, Yes (Slowloris,
Web Botnet, SlowHTTPTest)
Web,
Infiltration
N-BaloT 2018 | Israel loT ~1.2GB 115 Mirali, No
Bashlite
variants
CICDD0S2019 | 2019 | Canada Cloud / ~24 GB 80+ 13 DDoS Partial (mostly
Web types volumetric)
(SYN,
UDP,
DNS..)
BENNETT- 2020 | India SDN ~50 MB 23 TCP SYN | No (all volumetric
SDN (AHUJA) testbed flood, UDP | floods generated
flood, via Hping3)
ICMP flood
LITNET-2020 | 2020 | Lithuania | ISP /Real ~3GB 85 12 attack Partial
categories
TON_IoT 2020 | Australia 1oT / lloT ~40 GB 44 9 categories Partial
incl. DDoS,
MITM
WUSTL- 2020 | USA Healthcare | ~50 MB 44 Spoofing, No
EHMS data
injection
CIC-10T2023 2023 | Canada loT ~13 GB 47 33 attacks | Yes (HTTP slow)
in7
categories
CIC- 2024 | Canada Healthcare / ~6 GB 45+ 18 attacks No (volumetric
10MT2024 IoMT (Wi-Fi, DDoS / DoS only)
MQTT,
BLE)
SMVDU SDN | 2025 | India SDN Mendeley 84 TCP-SYN No (single
TCP-SYN testbed flood only volumetric flood
(single attack)
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-

attack class
+ benign)
UL-ECE- 2025 | Ireland Healthcare- | ~5.3 MB Not Binary Closer to low-rate
DDoS-H-loT 10T (Cooja/ publicly labels (0 = frequency-based
ns-3) mentioned | normal, 1 = attack: normal
DDoS) on nodes publish at
two 60-sec intervals,
protocols: | attack nodes at 20-
MQTT sec intervals (3%
(Cooja) + anomaly, not
UDP (ns-3) | classical Slowloris
but subtler than a
flood)

8. MAPPING SECTORS TO DATASETS
Fig. 7 shows the recommended mapping between sectors and datasets. Multiple datasets sometimes link to the same sector because
a single dataset rarely covers all attack types of interest.

Mapping of DDOS-targeted sactor 10 sultable Benchmork datssets
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Fig 7. Recommended mapping of DDoS-targeted sectors to suitable benchmark datasets.

Table 111 is the practical version of this mapping, now updated to flag low-rate adequacy explicitly. Where the primary dataset lacks
enough low-rate samples, the recommendation is to augment it with CIC-1DS2017 (the richest source of labelled Slowloris-family
traffic in the open landscape).

TABLE I1l. SECTOR-DATASET MAPPING WITH LOW-RATE ADEQUACY FLAG

Sector Primary dataset Secondary / Why this fits Low-rate adequacy
augment
Finance /| CICDD0S2019 CIC-1DS2017 (for Web-based DDoS Adequate only after
Banking slow-rate) attacks (HTTP, SYN, augmenting
slow-rate) are
dominant in banking;
CICDD0S2019 has all
major types.
Healthcare /| CIC-loMT2024 WUSTL-EHMS, Only loMT-specific Good
IoMT CIC-IDS2017 public dataset with
Wi-Fi / MQTT / BLE
attacks; WUSTL adds
biometric features.
Telecom / ISP CAIDA LITNET-2020 Both contain real Limited; pair with
(non-synthetic) synthetic SIP traces
backbone traffic,
closer to ISP
environments than
testbed data.
loT / Smart CIC-10T2023 BoT-loT / CIC-10T2023 has 105 Partial; augment if low-
Devices TON_loT devices and 33 rate is target
attacks; BoT-
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-

I0T/TON_IoT add
11oT and OS-level

data.

Energy / TON_loT CIC-10T2023 TON_IoT includes Limited; needs SCADA
Utilities industrial 1oT augmentation

telemetry, the closest

public proxy for

SCADA-style traffic.
E-commerce /| CICDD0S2019 CIC-IDS2017 HTTP flood + bot- Adequate after
Retail driven scraping is augmenting

well-represented in
CICDD0S2019 and
CIC-1DS2017.

9. LOW-RATE DDOS COVERAGE ACROSS DATASETS
Because low-rate coverage is the key concern for our research focus, Table 1V scores each dataset on three sub-criteria: the labelled
low-rate attack types it contains, how realistic those samples are, and how usable the dataset is for a low-rate-only study.

TABLE IV. LOW-RATE DDOS COVERAGE SCORE PER DATASET

Dataset Labelled low-rate attacks Realism Usability for low-rate study
CIC-IDS2017 Slowloris, SIowHTTPTest, Testbed (good) Direct use
Slow Read

CIC-IDS2018 Slowloris, SIowHTTPTest AWS-based (good) Direct use
CIC-loMT2024 Slow MQTT, slow HTTP 1oMT testbed (good) Direct use (healthcare)
LITNET-2020 App-layer slow attacks Real (excellent) Partial - small share
UNSW-NB15 Some DoS scenarios Testbed (ok) Needs augmentation
TON_loT App-layer DoS Testbed (ok) Needs augmentation
CIC-10T2023 Few HTTP slow scenarios Testbed (oK) Needs augmentation

CICDD0S2019 Mostly volumetric reflection Testbed (good) Augment heavily
BoT-loT None labelled Testbed Not suitable
N-BaloT None labelled Testbed Not suitable
NSL-KDD None labelled Outdated Not suitable
CAIDA None labelled Real (good) Not suitable
WUSTL-EHMS None labelled (focus: Testbed (oK) Not suitable for DDoS work

spoofing)

Three datasets stand out for low-rate DDoS research: CIC-IDS2017, CIC-IDS2018 and CIC-1oMT2024. CIC-1DS2017 is the gold
standard for slow-rate web attacks; CIC-1DS2018 extends the same idea to a cloud (AWS) environment; and CIC-loMT2024 is the
most relevant choice when the research target is healthcare and IoMT. A pragmatic strategy used by several recent papers [9], [25],
[30] is to combine CICDD0S2019 (for volumetric variety) with CIC-1DS2017 (for low-rate variety) and train one model on the
merged set, ensuring that the final classifier sees both attack regimes.

10. THE INDIAN PERSPECTIVE
Until now this survey has stayed mostly with the global picture. But this work is being carried out in India, and the picture in India
is not quite the same as the global one. This section pulls together what the recent data tells us about DDoS in the Indian context.

10.1 India on the global DDoS map

India has moved up the list of most-attacked countries very quickly. In the first half of 2025 India received about 12.6 percent of
all DDoS attacks reported worldwide, up from 9.2 percent a year earlier [38]. That works out to roughly a 37 percent rise in twelve
months, and it puts India second only to the United States. China, which used to be ahead of India, is now third. The financial sector
is bearing the heaviest pressure inside the country. From January to June 2025, banks and other financial institutions in India faced
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an average of 4.1 million attacks every month a 172 percent jump in DDoS attacks during peak banking operations compared to the
previous year [39]. The Reserve Bank of India has confirmed 248 data breaches at scheduled commercial banks over a four-year
window. Most security analysts believe the real count is higher. Many incidents never get reported in the first place.

10.2 Recent attacks on Indian healthcare

The last few years have been rough for Indian hospitals. The one everyone remembers is the AIIMS Delhi ransomware attack on
November 23, 2022. The e-hospital server went down. The institution had to fall back to manual patient records, hand-written notes
and paper billing for several weeks [40]. News reports estimate that the medical records of around 40 million patients may have
been exposed [41]. Of AIIMS’s hundred physical servers, five were successfully breached by the attackers [42]. AIIMS Delhi was
not the only target. A few days later, Safdarjung Hospital in Delhi reported a similar cyber incident, and around the same time the
records of about 150,000 patients from Sree Saran Medical Centre in Tirupur, Tamil Nadu, appeared on the dark web [43]. AIIMS
was attacked a second time in 2023, this time with a more sophisticated malware campaign that was described as targeted [44].
None of these were classical low-rate DDoS attacks. But they show how exposed Indian healthcare infrastructure is, a successful
low-rate attack on a hospital portal or on an loMT device would be even harder to notice than the ransomware incidents that have
already happened.

10.3 What public DDoS datasets exist in India

Honestly not many, and none that match a healthcare low-rate research focus. The Bennett-SDN dataset (Ahuja, Singal and
Mukhopadhyay, Bennett University, 2020) is the most cited Indian DDoS dataset by a wide margin. It is built using the Mininet
emulator with a Ryu SDN controller, includes ten different topologies, and contains 23 flow-level features per record [35]. The
attacks covered are TCP SYN flood, UDP flood and ICMP flood all volumetric. The dataset is freely available on Mendeley. The
SMVDU SDN TCP-SYN dataset (Kumar and Gupta, Shri Mata Vaishno Devi University, 2025) is a much smaller dataset published
recently in Data in Brief. It targets only the TCP-SYN flood attack in an SDN testbed using Mininet and hping3 [36]. Useful as a
single-attack benchmark but limited in scope. Put together they are volumetric in their attack types. India is the second-most attacked
country in the world. Indian healthcare is being hit, repeatedly, by sophisticated attackers. Indian regulators want detection research
and have made incident reporting mandatory within six hours. But there is no public Indian dataset that combines healthcare IOMT
traffic with labelled low-rate DDoS samples.

11. FEASIBILITY AND IMPLEMENTATION NOTES

11.1 Size and storage

CIC-IDS2018 at ~430 GB is heavy for a low configuration laptop. The CSV-flow versions of CIC-IDS2017 (~50 GB) and CIC-
Io0MT2024 (~6 GB) are more realistic starting points.

11.2 Class imbalance for low-rate samples

Low-rate samples are a small minority class in every dataset that contains them. In CIC-1DS2017, for instance, Slowloris is a tiny
fraction of total flows. SMOTE-style oversampling or focal-loss training is usually necessary, and reporting F1 and false positive
rate (not just accuracy) is essential [7].

11.3 Synthetic versus real traffic

Most low-rate samples come from testbeds, which means they may not capture the full noise of real traffic. Where possible,
validating on at least one real dataset such as LITNET-2020 or by collecting a small real trace from a cooperating environment
increases credibility [13], [21].

12. CONCLUSION

Low-rate DDoS is the quieter half of the DDoS problem, and the choice of dataset matters even more for low-rate research than it
does for volumetric work. In this paper we brought sector analysis and dataset selection together, with low-rate DDoS as the central
concern. Ten sectors were reviewed with their specific low-rate variants. Various datasets were reviewed, with a dedicated table
scoring each one on low-rate coverage. The mapping shows that, for healthcare-focused low-rate DDoS research, CIC-loMT2024
supplemented by CIC-1DS2017 is currently the best practical starting point. For broader web or cloud research the combination of
CICDD0S2019 (for volumetric diversity) and CIC-IDS2017 (for low-rate diversity) is the most balanced option.
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