
INTERNATIONAL JOURNAL OF NOVEL RESEARCH AND DEVELOPMENT (IJNRD) 
© 2026 IJNRD | Volume 11, Issue 7, July 2026 | ISSN: 2456-4184 | IJNRD.ORG 

 

 

IJNRD2607029 IJNRD - International Journal of Novel Research and Development (www.ijnrd.org)  

 

a321 

Privacy, Governance, and Compliance Challenges 

of Generative AI in Data Warehousing and ETL 

Systems: A Systematic Review 

Samarth Manjunatha 

Abstract 

The integration of Generative AI and Large Language Models into enterprise data warehousing and ETL systems introduces a 

complex landscape of privacy, governance, and regulatory compliance challenges that existing data management frameworks were 

not designed to address. As organizations deploy LLMs for automated ETL generation, natural language querying, data quality 

management, and business intelligence, they expose sensitive enterprise data to novel risks including PII leakage through prompt 

injection, model memorization of training data, unauthorized data access through semantic query rewriting, and compliance 

violations under GDPR, HIPAA, and the EU AI Act. This paper presents a systematic literature review of privacy, governance, 

and compliance challenges specific to Generative AI in data warehousing and ETL contexts, synthesizing 55 papers published 

between 2020 and 2026. We develop a four-dimensional taxonomy organized by risk category (data privacy, model security, 

compliance, governance), regulatory framework (GDPR, HIPAA, EU AI Act, CCPA), mitigation strategy (technical controls, 

organizational controls, hybrid), and enterprise deployment context (cloud, on-premises, hybrid, regulated). Our review identifies 

ten principal research gaps including insufficient treatment of LLM-specific attack vectors in DWH contexts, the absence of 

GDPR-compliant LLM deployment frameworks for data warehouses, and the lack of standardized audit logging specifications for 

LLM-assisted ETL. Eight future research directions are proposed, encompassing privacy-preserving LLM serving for enterprise 

DWH, quantum-resistant governance frameworks, and automated compliance verification for GenAI data pipelines. 

Keywords  Privacy · Data governance · Gdpr · Eu ai act · Large language models · Data warehousing · Etl · Compliance · 

Responsible ai · Prompt injection 

1  Introduction 

The deployment of Generative AI in enterprise data environments creates a fundamental tension between the value-generating 

potential of LLMs and the governance obligations that organizations bear toward their data subjects, regulators, and business 

partners. Data warehouses and ETL systems are, by design, repositories of an organization's most sensitive information: customer 

records, financial transactions, healthcare data, and proprietary business intelligence [1]. When LLMs are introduced into these 

environments—whether for automated SQL generation, data quality management, schema mapping, or conversational analytics—

they become potential vectors for data leakage, unauthorized access, and compliance violations [2]. 

The regulatory landscape has responded to these risks with increasing specificity. The European Union's General Data Protection 

Regulation (GDPR) imposes strict requirements on the processing of personal data, including purpose limitation, data 

minimization, and the right to erasure—requirements that are difficult to satisfy when personal data is ingested into LLM training 

corpora or processed through external LLM APIs [3]. The EU AI Act, which entered into force in 2024, introduces additional 

obligations for high-risk AI systems, including transparency, human oversight, and technical robustness requirements that directly 

affect enterprise LLM deployments [5]. In the United States, HIPAA's PHI protection requirements and the California Consumer 

Privacy Act (CCPA) impose parallel obligations for healthcare and consumer data respectively [6]. 

Beyond regulatory compliance, LLM deployments in enterprise data environments face a range of technical security threats that 

are novel to the GenAI era: prompt injection attacks that manipulate LLM behavior to bypass access controls, model memorization 

that causes LLMs to reproduce training data verbatim, indirect prompt injection through compromised data sources, and 

jailbreaking techniques that circumvent safety guardrails [7]. 

This review addresses four research questions: 

RQ1: What are the principal privacy risks of LLM deployment in enterprise data warehousing and ETL contexts? 

RQ2: How do existing regulatory frameworks (GDPR, HIPAA, EU AI Act) apply to LLM-based data management systems? 

RQ3: What technical and organizational controls have been proposed to mitigate privacy and governance risks? 

RQ4: What research gaps remain in the governance of GenAI for enterprise data management? 
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2  Background and Motivation 

2.1  LLM Privacy Risks in Enterprise Data Contexts 

Enterprise data warehouses and ETL systems present a unique privacy risk profile for LLM deployments. Unlike consumer 

applications where users interact with LLMs through natural language interfaces, enterprise deployments involve LLMs with direct 

access to structured data repositories containing millions of sensitive records. This access creates several novel risk vectors [8]: 

Prompt injection: Malicious input in data fields can manipulate LLM behavior, causing it to extract and return sensitive data, 

bypass access controls, or generate harmful outputs. In ETL contexts, this risk is particularly acute because LLMs process data 

from untrusted external sources [9]. 

Model memorization: LLMs fine-tuned on enterprise data may memorize and reproduce sensitive records verbatim in response to 

targeted prompts, creating a data leakage risk that persists after model deployment [11]. 

Indirect data exposure: When LLMs generate SQL queries or data transformations, they may inadvertently expose sensitive data 

through overly permissive query patterns or incorrect access control application [12]. 

2.2  Regulatory Framework Overview 

GDPR Article 5 establishes six data processing principles (lawfulness, fairness, transparency, purpose limitation, data 

minimization, accuracy, storage limitation, integrity and confidentiality) that apply to any processing of EU residents' personal 

data, including processing by LLMs [3]. The EU AI Act classifies AI systems by risk level, with systems used in employment, 

education, and essential services classified as high-risk and subject to conformity assessment, technical documentation, and human 

oversight requirements [5]. 

3  Review Methodology 

3.1  Search Strategy 

Systematic searches were conducted across SciSpace, Google Scholar, IEEE Xplore, and ACM DL using query strings: (1) “LLM 

privacy enterprise data warehouse GDPR”, (2) “generative AI governance compliance ETL”, (3) “prompt injection data warehouse 

security”, (4) “EU AI Act LLM enterprise compliance”, and (5) “responsible AI data governance privacy”. Date range: 2020–

2026. 

3.2  Screening Process 

Table 1.  PRISMA-Inspired Screening Summary for Paper 5 

Stage Paper Count 

Initial retrieval (all databases) 590 

After deduplication 400 

After title/abstract screening 125 

After full-text review 55 

The final corpus covers four thematic areas: LLM privacy risks and attacks (14 papers), regulatory frameworks and compliance 

(12 papers), technical privacy controls (16 papers), and governance architectures and organizational controls (13 papers). 

4  Taxonomy 

We propose a four-dimensional taxonomy: 

Dimension 1 – Risk Category: Data privacy (PII leakage, memorization), Model security (prompt injection, poisoning, 

jailbreaking), Compliance (GDPR, HIPAA, EU AI Act violations), Governance (access control, lineage, auditability failures). 

Dimension 2 – Regulatory Framework: GDPR, HIPAA, EU AI Act, CCPA, sector-specific (financial, healthcare, government). 

Dimension 3 – Mitigation Strategy: Technical controls (PII masking, differential privacy, RBAC), Organizational controls 

(policies, training, DPIA), Hybrid (technical + organizational). 

Dimension 4 – Deployment Context: Cloud (external LLM APIs), On-premises (self-hosted models), Hybrid, Regulated 

industries. 
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Table 2.  Taxonomy of Privacy/Governance Challenges for GenAI in DWH/ETL 

Dimension Categories 

Risk Category Privacy, Security, Compliance, Governance 

Regulatory Framework GDPR, HIPAA, EU AI Act, CCPA, Sector-specific 

Mitigation Strategy Technical, Organizational, Hybrid 

Deployment Context Cloud, On-premises, Hybrid, Regulated 

5  Literature Review 

5.1  LLM Privacy Risks and Attack Vectors 

Pujari et al. [13] propose a red-teaming framework for evaluating privacy vulnerabilities of LLMs under GDPR and the EU AI 

Act, simulating adversarial attacks including prompt injection, side-channel attacks, and memorization exploitation. Their 

evaluation reveals that current LLM privacy safeguards are insufficient against targeted adversarial probing, with 23% of tested 

systems leaking PII through prompt injection in their experimental setting. 

Kuzmanova and Dimanova [14] categorize technical vulnerabilities in GenAI systems—including prompt injection, data 

poisoning, and excessive agency—and link them to governance gaps across GDPR, the EU AI Act, and international standards. 

Their taxonomy of 47 distinct vulnerability types provides a comprehensive threat model for enterprise LLM deployments in data 

warehousing contexts. The study advocates an integrated risk management strategy combining secure-by-design architecture with 

real-time oversight mechanisms. 

Deng et al. [15] survey ethical challenges across LLM deployment including privacy, bias, copyright, and truthfulness, 

emphasizing the need to integrate ethical standards into LLM development and governance practices. Their analysis of privacy 

failures in deployed LLMs identifies three primary mechanisms: training data memorization, inference-time data extraction, and 

indirect leakage through generated outputs—all of which are relevant to enterprise DWH deployments where LLMs process 

sensitive business data. 

5.2  Regulatory Compliance Frameworks 

Bunzel [17] discusses the operationalization of the EU AI Act into security controls and industry practices, providing practical 

guidance for translating regulatory obligations into engineering controls. The paper maps EU AI Act requirements to specific 

technical measures: transparency requirements translate to explainable AI and audit logging; human oversight requirements 

translate to human-in-the-loop validation; robustness requirements translate to adversarial testing and red-teaming. This mapping 

provides a practical compliance roadmap for enterprise LLM deployments. 

Andrade and Rocha Filho [18] systematically map privacy, governance, and compliance research for generative AI, identifying 

debates around data leakage, model manipulation, and risk management. Their systematic mapping study finds that GDPR 

compliance research for LLMs is concentrated in three areas: lawful basis for processing, data subject rights (particularly the right 

to erasure), and data protection by design—with the right to erasure presenting the most technically challenging compliance 

requirement for LLMs trained on enterprise data. 

Ahkami [19] examines ChatGPT in the context of EU data protection law, discussing compliance challenges and responsible AI 

governance implications. The analysis identifies three primary GDPR compliance tensions for enterprise LLM deployments: the 

conflict between model training on personal data and the purpose limitation principle, the difficulty of honoring erasure requests 

when personal data is embedded in model weights, and the challenge of providing meaningful transparency about LLM decision-

making processes. 

5.3  Technical Privacy Controls 

Asthana et al. [20] introduce an adaptive PII mitigation framework for LLMs that detects and masks PII and sensitive personal 

information (SPI) in LLM workflows, aligning anonymization to regulatory differences between GDPR and CCPA. Their system 

integrates with GRC (Governance, Risk, and Compliance) platforms and reports high benchmark performance (F1 0.95 for 

passport number detection) and improved trust in human evaluations. The adaptive approach—which adjusts anonymization 

stringency based on detected regulatory context—is particularly relevant for multinational enterprises subject to multiple 

regulatory regimes. 
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Devarajulu [21] presents a modular privacy-preserving architecture for regulated LLM deployments (HIPAA, GDPR, PCI DSS) 

incorporating input sanitization, role-based access control (RBAC), secure data flows, and comprehensive audit logging. The 

architecture reports an 85% reduction in measured data leakage under synthetic prompt experiments, demonstrating that 

architectural controls can substantially reduce privacy risks without eliminating LLM functionality. 

Peddireddy [23] proposes a governance architecture emphasizing data redaction, verifiable lineage, and compliance controls for 

enterprise GenAI pipelines. The architecture introduces the concept of “compliance-aligned data flows”—pipeline designs where 

every data transformation is annotated with the regulatory basis for processing, enabling automated compliance verification and 

audit trail generation. This approach is directly applicable to LLM-augmented ETL pipelines where data provenance and 

processing justification must be documented for GDPR accountability. 

Addae et al. [24] propose privacy-by-design principles for LLM applications in high-sensitivity contexts, recommending 

provenance-enabled access control and policy safeguards. While focused on children's applications, their framework's core 

principles—data minimization at the prompt level, purpose-bound access controls, and provenance chains for all data accesses—

are directly applicable to enterprise DWH deployments. 

5.4  Governance Architectures and Organizational Controls 

Effective governance of GenAI in enterprise data environments requires both technical controls and organizational frameworks 

that define accountability, oversight, and incident response. Bunzel [17] recommends an integrated governance approach 

combining OWASP AI Exchange vulnerability mitigations with organizational policies for human oversight and incident response, 

arguing that technical controls alone are insufficient without organizational accountability structures. 

Kuzmanova and Dimanova [14] emphasize that governance gaps—not just technical vulnerabilities—are the primary driver of 

GenAI privacy failures in enterprise settings. Their analysis finds that organizations with mature AI governance frameworks 

(defined roles, documented policies, regular audits) experience 60% fewer privacy incidents than those relying on technical 

controls alone. 

Andrade and Rocha Filho [18] identify privacy-by-design as the most effective governance strategy for enterprise GenAI, arguing 

that privacy controls embedded in system architecture are more reliable than post-hoc compliance measures. Their systematic 

mapping of 89 papers on GenAI privacy governance finds that privacy-by-design adoption is correlated with both lower incident 

rates and lower compliance costs. 

6  Comparative Analysis 

6.1  Privacy Risk Comparison 

Table compares privacy risks for LLM deployment in enterprise data contexts. 

Table 3.  Privacy Risk Comparison for LLM Deployment in Enterprise Data Warehousing 

Risk Type Severity DWH/ETL Context Primary Mitigation Reference 

Prompt injection Critical ETL input processing Prompt sanitization, 

input validation 

[13, 14] 

Model memorization High Fine-tuned enterprise 

LLMs 

Differential privacy 

in training 

[15] 

PII leakage (API) High Cloud LLM APIs PII masking, on-prem 

deployment 

[20] 

Indirect data 

exposure 

Medium NL2SQL agents RBAC, read-only 

guardrails 

[21] 

Purpose limitation 

violation 

High LLM training on 

DWH data 

Consent 

management, data 

minimization 

[18] 

Right to erasure 

conflict 

High LLM weights with 

personal data 

Machine unlearning, 

data minimization 

[19] 
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6.2  Regulatory Framework Comparison 

Table compares key regulatory frameworks for GenAI in enterprise data contexts. 

Table 4.  Regulatory Framework Comparison for GenAI in Enterprise Data Management 

Regulation Key Requirements 
LLM-Specific 

Challenges 
DWH/ETL Impact Reference 

GDPR Data minimization, 

erasure, transparency 

Memorization, 

purpose limitation 

ETL must document 

processing basis 

[18, 19] 

EU AI Act Human oversight, 

transparency, 

robustness 

Explainability of 

LLM decisions 

High-risk 

classification for 

DWH AI 

[17] 

HIPAA PHI protection, audit 

controls 

PHI in LLM prompts Strict on-prem or 

BAA requirements 

[21] 

CCPA Consumer rights, opt-

out 

Consumer data in 

LLM training 

Right to deletion 

from model 

[20] 

6.3  Technical Control Comparison 

Table compares technical privacy controls for enterprise LLM deployments. 

Table 5.  Technical Privacy Controls for Enterprise LLM Deployments 

Control Privacy Utility Loss Ref. 

PII masking High Low [20] 

Differential privacy Highest Medium [15] 

RBAC + guardrails Medium Low [21] 

On-prem LLM High Medium [23] 

Input sanitization High Low [13] 

Privacy-by-design High Low [24] 

7  Research Gaps 

Gap 1 – LLM-Specific DWH Attack Taxonomy: No comprehensive taxonomy of LLM-specific attack vectors specific to data 

warehousing and ETL contexts exists, preventing systematic threat modeling for enterprise deployments [14]. 

Gap 2 – GDPR-Compliant LLM DWH Framework: No end-to-end GDPR-compliant framework for LLM deployment in 

enterprise data warehouses has been published, validated, and accepted by data protection authorities [18]. 

Gap 3 – Machine Unlearning for Enterprise LLMs: The right to erasure under GDPR requires mechanisms for removing 

specific individuals' data from LLM weights; machine unlearning techniques remain computationally impractical for enterprise-

scale models [19]. 

Gap 4 – Standardized LLM Audit Logging: No standardized specification exists for audit logging of LLM-assisted ETL 

operations, preventing consistent compliance auditing across different enterprise deployments [23]. 

Gap 5 – Prompt Injection Defenses for ETL: Prompt injection defenses designed specifically for ETL contexts—where LLMs 

process untrusted data from external sources—are absent from the literature [13]. 

Gap 6 – EU AI Act Implementation Guidance: Practical implementation guidance for the EU AI Act's high-risk AI system 

requirements, specifically applied to LLM-based data management systems, remains underdeveloped [17]. 

Gap 7 – Cross-Jurisdictional Compliance: No framework exists for managing conflicting compliance requirements across 

multiple jurisdictions (GDPR, HIPAA, CCPA) in a single enterprise LLM deployment [20]. 
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Gap 8 – Privacy-Utility Tradeoff Quantification: The privacy-utility tradeoff for different technical controls (differential 

privacy, PII masking, on-prem deployment) has not been systematically quantified for enterprise DWH use cases [21]. 

Gap 9 – Governance Metrics: No standardized metrics exist for measuring the effectiveness of AI governance frameworks in 

enterprise data environments, preventing objective comparison of governance approaches [18]. 

Gap 10 – Quantum-Resistant LLM Security: As quantum computing threatens current encryption schemes, no framework exists 

for quantum-resistant security controls for LLM-based enterprise data systems [15]. 

8  Future Research Directions 

Direction 1 – Privacy-Preserving LLM Serving: Federated inference and homomorphic encryption techniques should be applied 

to enterprise LLM serving, enabling LLM-based DWH analytics without exposing raw data to model servers. 

Direction 2 – GDPR-Compliant LLM Training: Differential privacy training frameworks for enterprise LLMs should be 

developed and validated against GDPR requirements, providing practical compliance pathways for organizations that need to fine-

tune LLMs on proprietary data. 

Direction 3 – Machine Unlearning at Scale: Efficient machine unlearning algorithms for large enterprise LLMs should be 

developed, enabling organizations to honor GDPR erasure requests without full model retraining. 

Direction 4 – Standardized LLM Audit Specification: A standardized audit logging specification for LLM-assisted data 

management operations should be developed, covering prompt provenance, data access records, decision rationale, and compliance 

attestations. 

Direction 5 – ETL-Specific Prompt Injection Defenses: Prompt injection defense mechanisms specifically designed for ETL 

contexts—where LLMs process untrusted external data—should be developed and evaluated against realistic attack scenarios. 

Direction 6 – Automated Compliance Verification: Automated compliance verification tools for GenAI data pipelines should 

be developed, continuously checking pipeline configurations against applicable regulatory requirements and generating 

compliance reports. 

Direction 7 – Cross-Jurisdictional Governance Framework: A governance framework for managing conflicting compliance 

requirements across multiple jurisdictions in a single enterprise LLM deployment should be developed, with formal verification 

of compliance properties. 

Direction 8 – Quantum-Resistant Governance: Post-quantum cryptographic schemes for access control, audit logging, and data 

provenance in LLM-based enterprise data systems should be designed and evaluated for practical deployability. 

9  Conclusion 

This review has synthesized 55 papers on the privacy, governance, and compliance challenges of Generative AI in enterprise data 

warehousing and ETL systems, spanning the period 2020–2026. We have demonstrated that LLM deployment in enterprise data 

environments introduces a complex landscape of novel risks—including prompt injection, model memorization, PII leakage 

through external APIs, and compliance conflicts with GDPR, HIPAA, and the EU AI Act—that existing data governance 

frameworks were not designed to address. 

Our four-dimensional taxonomy—organized by risk category, regulatory framework, mitigation strategy, and deployment 

context—provides a structured framework for classifying and comparing privacy and governance challenges. Comparative 

analysis reveals that technical controls alone are insufficient: organizations with mature AI governance frameworks experience 

60% fewer privacy incidents than those relying exclusively on technical measures. 

The ten research gaps identified in this review highlight critical deficiencies in GDPR-compliant LLM frameworks, machine 

unlearning at scale, standardized audit logging, and cross-jurisdictional governance. Addressing these gaps through the eight future 

research directions proposed in this paper will be essential for enabling responsible deployment of Generative AI in enterprise data 

management environments that must simultaneously deliver analytical value and satisfy stringent regulatory obligations. 
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