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ABSTRACT:

The integration of the Industrial Internet of Things (110T) and Blockchain into Industrial Supply Chains
(ISC) has enhanced operational capabilities, but also significant cybersecurity risks. This research conducts a
comparative study of choosing the best-performing lightweight machine learning (ML) algorithms for
detecting cybersecurity breaches within blockchain-enabled ISC frameworks. For the WUSTL-110T-2021
dataset, we trained and tested classifiers including Decision Tree, K-Nearest Neighbors, Naive Bayes,
Random Forest, and ensemble methods such as Bagging and Stacking. Model accuracy was also improved
with feature selection and dataset balancing. The findings indicate that Decision Tree has the lowest latency
and XGBoost the highest accuracy. This study showcases the versatility of blockchain technology with
lightweight machine learning in providing actionable 0T cybersecurity frameworks. 1loT networks may
benefit from real-time, scalable, and resilient threat response systems.
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INTRODUCTION Blockchain  technology, in contrast,

provides a means to address these

The growing digital - transformation of challenges. It is a decentralized and

industrial prpgegiel @ QS TReq I incorruptible network that is able to secure

implementation of Industrial Internet of the data’s integrity in the industrial

Things  (lloT) technologies in  Supply networks. Nonetheless enforcing

Chains. The lloT improves and streamlines . . .
P proactive defense measures entails having

operations using  real-time data  and intelligent ~ mechanisms  for  threat

automation; however, the threat of detection. This dissertation investigates

cyberattacks increases. It is extremely how integrating lightweight machine

difficult for traditional systems to learning (ML) models into an ISC

adequately respond to such challenges. environment  backed by  blockchain
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technology can holistically  enable
proactive cyber threat detection. The use
of lightweight ML algorithms is preferred
for implementation on [IloT systems
because  of  their low  resource
requirements. Through comparison of
Decision Tree, KNN, and Naive Bayes
models, we hope to offer solutions that can
optimize security in resource-limited
systems. The provided solutions will
strengthen cybersecurity while promoting
responsiveness and scalability of the

systems.

RELATED WORK

The cybersecurity landscape of the
Industrial Internet of Things (1loT) and
blockchain-driven supply chains continues
to attract attention. Ismail et al. (2024)
performed a comparative analysis on the
application of some lightweight machine
learning (ML) algorithms, Naive Bayes,
KNN, and Decision Tree, as well as
ensemble classifiers for cyber-attack
detection in 1loT. Their findings focused
on the universally noted trade-off between
cost and accuracy and labeled Decision
Tree as a lightweight optimal solution for
real-time applications. Dandan et al.
(2024) looked at an ML model for
detecting  security  breaches  within
industrial networks that was integrated
with blockchain technology. Although the
blockchain provided some advantages in
terms of data integrity and trust, the study
raised concerns on the processing latency
and the complexity of its on-the-spot

workings with real-time threat detection.

Dawoud et al. (2024) suggested a hybrid
model offering a fusion of supervised and
unsupervised ML models along with
blockchain  technology to  improve
intrusion detection. Enhanced accuracy
was noted with this design; however, the
architecture was said to have a significant
computational  cost  which  limited
scalability. Reza et al. (2024) examined the
use of XAl (SHAP) to improve the
transparency of ML decisions within
intrusion  detection  systems.  Their
interpretation-focused work, while useful,
brought to light the issue of requiring
extensive labeled datasets, which is rarely
feasible in industrial settings. Zolanvari et
al. (2019) proposed solutions to the
optimization of ML models using RFE and
noted improvements in performance and
speed due to reduced dimensionality.
While this technique reduced the risk of
overfitting and the computational cost, the
risk of losing crucial features was still a

problem.

TABLELl. Summary of Key Literature
Contributions and Their Impact on Current

Research
o Impact on
Author Contribution
Research
Comparative Identified

analysis of Decision Tree as
] lightweight ML a low-latency,
Ismail et .
models (e.g., DT, efficient model
al. (2024) )
KNN, NB) for suitable for
cyber-attack resource-limited
detection in I10T. ISC.
Dandan Integration of Highlighted
et al. blockchain with blockchain’s
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(2024) ML models to potential and with data harvesting from 10T devices and
ensure secure and | challenges like utilizes the WUSTL-110T-2021 dataset
tamper-proof latency and . .
Perp _ Y _ which contains labeled normal and attack
cyber-attack implementation )
detection. complexity. traffic records. To solve the class
Demonstrated imbalance issue, Random Under Sampling
Hybrid intrusion improved is applied. To improve feature selection
Dawoud | CETECtion using accuracy; and focus on the most relevant attributes,
both supervised emphasized e .
et al. P ] P _ the Extra Trees Classifier is used, which
(2024) and unsupervised | challenges with ] ) )
ML models in scalability and decreases dataset dimensionality and
loT. processing enhances processing speed. Several ML
overhead. algorithms are trained and assessed,
Introduced including Decision Tree, K-Nearest
SHAP-based . .
Enhanced model Neighbors, Naive Bayes, Random Forest,
Explainable Al ) )
. ) transparency but and ensemble algorithms such as Bagging,
for improving
Reza et ML RO Stacking, and CatBoost. Decision Trees
al. (2024) | o dependency on ) ) ’ )
interpretability in are known for their rapid execution, which
A X large labeled
intrusion i 1 ihi i
e datasets. enhances real-time applicability, while
etection . ‘s .
' XGBoost provides the best classification
systems. )
. results. To securely document all actions
Applied
Retlhive Improved and maintain data integrity, the system
Feature performance and incorporates blockchain technology which
Zolanvari | Elimination reduced fortifies the data against alteration and
etal (RFE)t0 complexity; clears operational obfuscation. Combining
(2019) optimize risked excluding )
o : ML and blockchain technology fosters
Intrusion important
detection ML fodliEy proactive and resilient cybersecurity
models. frameworks. This approach is modular and
IloT supply chains can easily scale and
hese frameworks.
PROPOSED APPROACH adagily these TiGRWOrKS

The approach in question aims to protect

cyber-attack threats using lightweight
machine learning (ML) algorithms within
blockchained Industrial
(ISC). Taking

environment’s

Supply Chains
into account the IlloT
limited resources, the
solution favors high accuracy models
identify
computational cost. The approach starts
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Figure 1: Proposed Cyber Attack

Prediction System

METHODOLOGIES

The methodology for this project follows a
structured, multi-phase approach to
implement lightweight machine learning
techniques for cyber-attack detection in
blockchain-enabled  industrial  supply
chains. The process begins with data
collection and loading, using the WUSTL-
[10T-2021 dataset which includes millions
of records from IloT network traffic
labeled as normal or malicious. Due to
significant class imbalance, Random
Under Sampling is applied to create a
balanced and manageable dataset for

effective training.

Next, data preprocessing is performed by
removing irrelevant features such as IP

addresses and timestamps, converting

categorical variables using label encoding,
handling missing values, and applying
normalization with StandardScaler to

maintain uniform feature scales.

Following preprocessing, feature selection
is executed wusing the Extra Trees
Classifier, which identifies the most
informative features based on their
importance scores. SelectFromModel is
then used to retain features above the
average threshold, reducing dimensionality

and enhancing model performance.

The refined dataset is split into training
(80%) and testing (20%) sets. Several
machine learning algorithms are then
trained and tested, including Random
Forest, Decision  Tree,  K-Nearest
Neighbors (KNN), Gaussian Naive Bayes,
Bagging, CatBoost, and

XGBoost. Each model is evaluated based

Stacking,

on accuracy, precision, recall, and F1-

score to determine its effectiveness.

In addition, the system is integrated with
blockchain technology to record IloT
transaction data  securely, ensuring
immutability and integrity. Blockchain
acts as a trust anchor, supporting the ML
detection process by providing verified

data inputs and secure audit trails.

The entire pipeline is designed to be
lightweight, scalable, and compatible with
10T environments. Visualizations such as
feature importance graphs and
performance bar charts are generated to aid

analysis. The combination of low-latency
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ML models and secure blockchain
infrastructure presents a reliable, efficient
cybersecurity  solution  for  modern

industrial supply chains.

RESULTS

The  experimental  evaluation  was
conducted using the WUSTL-110T-2021
dataset, focusing on both performance
metrics and computational efficiency.
After preprocessing and feature selection,
the dataset was reduced from 41 to 14
critical features. Models were trained on
80% of the data and tested on the
remaining 20%, ensuring a reliable

assessment of detection capabilities.

Among the evaluated
XGBoost and K-Nearest Neighbors

(KNN) exhibited the highest accuracy and

algorithms,

F1-scores, making them effective for
detecting a wide range of cyber-attacks.
Decision Tree, though slightly lower in
accuracy, demonstrated the  fastest
execution time and minimal resource
consumption, marking it as the most
lightweight and practical model for real-

time 1loT environments.

Ensemble models like Bagging and
Stacking showed moderate results but
required significantly more computational
power, making them less ideal for
lightweight implementations. The
performance metrics accuracy, precision,
recall, and F1-score were visualized using
bar graphs, making it easy to compare

model effectiveness.

Al Algerithms Performance Graph
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DISCUSSION

The findings of this study highlight the
effectiveness of lightweight machine
learning models in detecting cyber-attacks
within  blockchain-enabled  industrial
supply chains. Decision Tree, despite its
simplicity, provided rapid classification
with minimal computational load, making
it well-suited for real-time deployment in
10T systems. XGBoost, on the other hand,
delivered the highest accuracy and
robustness in identifying complex attack
patterns but at the cost of higher resource

usage.

The use of ensemble models such as
Bagging and Stacking offered marginal
performance improvements but introduced

latency and required more memory, which
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may not be feasible in constrained IloT
environments. This underlines the trade-
off between model complexity and system

efficiency—a critical factor in industrial

applications.
Moreover, blockchain integration
significantly enhanced system

transparency, data  integrity, and
auditability. It ensured that all activity logs
remained tamper-proof, strengthening trust
and reliability across the supply chain

network.

A key observation is the importance of
preprocessing and feature selection, which
played a vital role in reducing noise and
optimizing  detection accuracy. By
selecting the most relevant features, the
models trained faster and generalized

better on test data.

CONCLUSION

This report demonstrated the lightweight
ML model-based cyber-attack detection
framework for blockchain-empowered
Industrial Supply Chains (ISC) while
maintaining high efficiency and robust
security.  This  research  examines
algorithms such as Decision Tree, KNN,
Naive Bayes, and XGBoost, determining
that Decision Tree is the most resource-
efficient and XGBoost the most accurate in
cyber threat detection. Applying feature
selection dramatically increased speed and
accuracy by simplifying the dataset. Using
blockchain applications ensures

immutability and secure logging of

transactions which complements the
machine learning threat detection system
by fortifying data trustworthiness. The
proposed system solves the lack of
computational resources, the need for
active  real-time  surveillance, and
escalating cyber-attacks in the 1loT
environments. The validated results
demonstrated that integrating optimized
machine learning models and blockchain
technology decisively enhances
cybersecurity within the industrial supply
chain.  Subsequent research  might
investigate the use of hybrid machine
learning models, real-time applications,
and innovative explainable Al
functionalities aimed at enhancing
detection transparency and adaptability to

evolving threat environments.
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