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ABSTRACT: 

The integration of health sensor technology within the Internet of Things (IoT) framework poses 

unprecedented risks with embedded malware. The problem of outdated traditional monitoring systems failing 

to detect mutated modern malware variants exists. Using health sensor data, this project incorporates a 

machine learning technique to identify hidden malware, utilizing sophisticated classification models: 

XGBoost, LightGBM, and Random Forest. The system classifies malware through bytes of static analysis. 

The features to the system are encoded to detect patterns in the code with malicious intent, and thus are 

trained through a learning algorithm to yield precise predictions. Effective models are created and tested 

against health datasets, resulting in new models that outperform traditional methods in both detection and 

classification tasks of malicious code in health systems. 

Keywords: detecting malware, IoT, XGBoost 

INTRODUCTION 

Nowadays, the data collection and 

integration of health monitoring systems 

paired with the Internet of Things (IoT) 

has become very common, allowing data 

to be collected in real time and aiding in 

monitoring patients through sensors. The 

rise of such systems facilitates collection 

and transmission of patients’ data, but also 

exposes such systems to malware, which 

can harm data integrity, infringe upon 

sensitive operation, or disrupt processes. 

Malware embedded in sensor data often 

employs sophisticated, evasive techniques 

to avoid detection by traditional security 

systems. This underscores the urgency of 

developing effective countermeasures to 

detect such malicious activities. This 

project aims to implement machine 

learning algorithms in the static code 

analysis of malware patterns within health 

sensor data. The system is capable of 

predicting malware presence through 

classification based on labeled datasets 

that contain benign and malware samples 
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at the byte and token levels. The objective 

is to create a malware detection system 

that is light weight, precise, and efficient 

in protecting health sensor ecosystems 

from cyber threats. 

RELATED WORK 

Other Studies in the area of malware 

detection and safeguarding sensor data 

have been done. A feature subset selection 

approach based on correlation for anomaly 

detection in IoT environments was 

presented by Su et al. (2019). focus on 

real-time responsiveness and relevance-

driven data filtering for enhancement of 

learning model accuracy was the focus of 

their work. Yu et al. (2018) developed 

CBDLP, a data leakage prevention model. 

It constructs confidential and contextual 

term graphs to identify partially concealed 

term leaks in mobile devices. Sun et al. 

(2018) introduced a secure data-sharing 

framework for darknets that is selective in 

the construction of routing paths through 

controlled node hierarchies using 

hierarchical greedy embedding. Wang et 

al. (2018) proposed the use of attack path 

reconstruction as a timely mitigative 

approach through asynchronous response 

to RDP-based malware and provided 

ransomware detection through traced 

attack paths. Finally, Xiao et al. (2017) 

developed a decentralized approach to 

malware detection and applied 

reinforcement learning within the context 

of edge computing, thereby reducing the 

need for centralized controllers and 

improving privacy preservation. All of 

these studies, to a certain extent, help in 

designing intelligent malware detection 

systems. However, they largely overlook 

the application of healthcare-specific 

sensor data, and few focus on combining 

several machine learning models to 

perform comparative analyses. This is 

where the present work seeks to 

contribute, by incorporating several ML 

classifiers such as XGBoost and 

LightGBM to achieve strong and scalable 

malware classification suited for health 

sensor data. 

TABLE1. Summary of Key Literature 

Contributions and Their Impact on Current 

Research 

Author(s) Contribution 
Impact on 

Research 

Su et al. 

(2019) 

Proposed 

correlation-

change feature 

selection for IoT 

anomaly detection 

Influenced 

feature 

engineering 

techniques used 

in our model 

Yu et al. 

(2018) 

Developed 

CBDLP for 

detecting 

disguised data 

leakage on smart 

devices 

Inspired 

context-aware 

data labeling 

and 

classification 

strategies 

Sun et al. 

(2018) 

Introduced SeDS 

secure routing for 

darknets using 

hierarchical 

embedding 

Provided 

insights into 

secure data flow 

handling 

Wang et 

al. (2018) 

Focused on 

traceback 

methods for 

ransomware via 

remote desktop 

Motivated 

detection of 

malware 

propagation 

vectors 
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protocol 

Xiao et al. 

(2017) 

Applied 

reinforcement 

learning to 

decentralized 

malware detection 

Reinforced the 

idea of adaptive 

and real-time 

threat modeling 

 

PROPOSED APPROACH 

The focus of this proposed method of 

malware detection is on static analysis of 

health sensor data using multiple 

supervised machine learning models. The 

approach starts with the creation of a 

labeled dataset that captures both benign 

and malicious activity in software enrolled 

health sensor logs. The data preprocessing 

steps include the removal of null values 

and the normalization of data along with 

the transformation of categorical variables 

into numeric ones. Through correlation 

and distribution analysis, the relevant 

features that aid most in malware detection 

are identified. Those features are entered 

into machine learning classifiers such as 

Logistic Regression, Random Forest, 

LightGBM, and XGBoost. Each model 

undergoes training with the labeled 

datasets and is evaluated on separate test 

datasets, comparison is made on accuracy, 

F1 score, and precision. The overall 

detection capabilities of the model are 

evaluated to determine which classifier is 

most suited for health-specific malware 

detection. From the models evaluated, 

Naive Bayes and XGBoost stood out as the 

best in regards to speed and detection 

accuracy. This approach increases 

detection accuracy because it takes 

advantage of the different classifiers and 

their complementary strengths. The system 

integrates seamlessly into pre-existing 

health monitoring infrastructures because 

it is lightweight, efficient, and scalable. 

 

Figure 1: Proposed detecting malware 

System 

METHODOLOGIES 

The methodology adopted in this study 

integrates data-driven analysis with 

supervised machine learning. The 

workflow begins with data acquisition, 

where labeled datasets containing health 

sensor logs with known benign and 

malicious records are obtained. This is 

followed by data preprocessing, which 

includes cleaning (handling missing 

values), feature selection, and transforming 
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categorical data into numerical format 

using label encoding or one-hot encoding. 

Next, exploratory data analysis (EDA) is 

performed to visualize data distributions, 

identify class imbalances, and analyze 

correlation among features. Statistical 

plots such as scatter matrices and heatmaps 

are used to identify the most influential 

attributes for classification. 

In the modeling phase, the dataset is split 

into training and testing sets using a 

standard 70-30 split. Six machine learning 

algorithms are implemented: Logistic 

Regression, Linear SVC, Random Forest, 

Gaussian Naive Bayes, XGBoost, and 

LightGBM. Each model is trained on the 

training data and tested for performance on 

unseen test data. 

Evaluation metrics such as accuracy, 

precision, recall, and F1 score are used to 

assess model performance. Visualization 

through bar charts enables comparative 

evaluation of all models. 

RESULTS 

The malware detection system was 

evaluated using various machine learning 

models on a prepared health sensor 

dataset. The evaluation metrics used 

include accuracy, recall, precision, and F1 

score. Among all the models tested, the 

Naive Bayes classifier demonstrated the 

highest performance in terms of accuracy 

and computational speed. It effectively 

identified patterns associated with malware 

in the health data with minimal training 

time. XGBoost and LightGBM also 

performed well, offering balanced results 

between precision and recall, making them 

suitable for scenarios where false positives 

must be minimized. Random Forest and 

SVC achieved decent accuracy but were 

slightly slower in training and prediction 

compared to XGBoost. Logistic 

Regression performed adequately but 

lacked the depth to capture complex 

malware patterns. Overall, the results show 

that ensemble-based models (XGBoost, 

LightGBM) combined with probabilistic 

models (Naive Bayes) offer strong 

potential for static malware detection in 

resource-constrained health environments. 

 

Class Label count in dataset 
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All algorithms performance in Bar graph. 

Navie Bayes and performed well compare 

to other algorithms.  

DISCUSSION 

The evaluation of different machine 

learning classifiers in this project 

highlights the strengths and trade-offs of 

each model for malware detection. Naive 

Bayes, while simple, showed superior 

accuracy due to its probabilistic approach, 

making it well-suited for binary 

classification of malware in health sensor 

data. The XGBoost and LightGBM models 

also delivered high accuracy and stability, 

benefiting from their boosting frameworks 

and ability to handle complex patterns. 

However, they require more computational 

resources than Naive Bayes. Random 

Forest provided balanced accuracy and 

interpretability, whereas SVC and Logistic 

Regression were less effective in 

managing the nuances of highly 

dimensional health data. These results 

suggest that ensemble models outperform 

traditional classifiers in terms of 

robustness. Moreover, the visualizations 

and correlation analyses during 

preprocessing were instrumental in 

improving model performance. This study 

also emphasizes the importance of proper 

feature engineering and data balancing. 

While promising, further validation on 

real-time or live streaming health sensor 

data is necessary before deployment in 

production environments. 

 

CONCLUSION 

The focus of this project is to implement 

machine learning methods for health 

sensor data in order to provide a practical 

solution for malware detection. Utilizing 

static code analysis alongside classifiers 

such as Naive Bayes, XGBoost, and 

LightGBM allows for the detection of 

malicious patterns hidden in the data 

produced by IoT-enabled healthcare 

devices. The experimental findings show 

that Naive Bayes is dominant in speed and 

accuracy, although XGBoost and 

LightGBM are also valid alternatives 

despite their marginally higher 

computational costs. The method is 

adaptable for use in real-time health 

monitoring systems and is lightweight and 

resource-efficient. On the other hand, 

some issues remain, like the lack of 

sufficient large labeled datasets and low 

explainability of the model’s decisions. 

These issues suggest that more diverse 

datasets need to be collected, deep learning 

models need to be applied to detect more 

sophisticated malware, and real-time 

response systems need to be enhanced. 

Thus, the method improves the healthcare 

systems cybersecurity framework. 
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