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ABSTRACT:

This project combines Attribute-Based Encryption (ABE) and Blockchain technology for the first time for the
purpose of securing and preserving the integrity of Electronic Health Records (EHRS). It introduces the CEC-
ABE algorithm, which is an enhanced version of CP-ABE, which supports the decentralization of the
decryption process while constraining access based on user attributes. Smart contracts enabled on the Ethereum
blockchain provide guarantees for data immutability and traceability which enforces that only authorized users
interact with the sensitive health data. In addition, some machine learning models like Random Forest and SVM
are applied for reliable and accurate medical diagnosis. The system is implemented on a Django web framework
which provides an interactive interface in real time and improves the security of data for the users, data

providers, and patients.
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INTRODUCTION

In the health care systems today,
protecting and preserving the integrity of
Electronic Health Records (EHRS) is an
ever-present challenge. Security risks,
unauthorized access, and breaches of
privacy are some of the problems that
occur on systems that are cloud-based and
database-centric because the databases are
stored in a single location, and the access
control is minimal. This document is
intended to demonstrate the application of
CP-ABE in the blockchain technology

setting to address the de-centralization,

security, and privacy of the Electronic
Health Records system. The CEC-ABE
algorithm as proposed supports fine-
grained access control where only users
with specific attributes can decrypt
sensitive information. The Ethereum
blockchain

guarantees  immutability,

auditability, and protection against

tampering. Furthermore,  integrating
machine learning algorithms such as
Random Forest and SVM aids the system
in identifying diseases at an early stage
and improving clinical  workflows.

Through Django, an interface has been

International Journal of Novel Research and Development (www.ijnrd.org)

148


http://www.ijnrd.org/

IJ]NRDE001022

© 2025 IJNRD | Volume 10, Issue 7 July 2025 | ISSN: 2456-4184 | [JNRD.ORG

developed which enables interaction
among patients and doctors and supports
the secure creation, confirmation, and

management of EHRSs and prescriptions.
RELATED WORK

Wang et al. (2017) proposed an ldentity-
Based Data Outsourcing (IBDO) model
which enables secure proxy uploads while
providing advanced auditing capabilities
regarding the file’s integrity and origin.
This model was a precursor for enabling
data traceability in cloud-based storage
systems. Zhang & Xu (2019) proposed
HealthDep, a document deduplication
procedure for electronic medical records in
eHealth systems. It drastically decreased
the storage overhead while upholding data
confidentiality, thus providing an efficient
solution for large-scale data storage.
Bethencourt & Sahai (2007) were the first
to CP-ABE and support sophisticated
access control policies embedded directly
Their
collusion resistance and is appropriate for
(2021)

designed a mobile healthcare network-

to the ciphertext. scheme has

untrusted clouds. Wang et al.

centric lightweight CP-ABE framework.

This  method

Shacham signatures to verify computations

utilizes  Boneh—Lynn-

which are offloaded to semi-trusted
devices, therefore, making it suitable for
low-power HealthChain,
introduced by Xu et al. (2022), is a

devices.

blockchain-based system that preserves
privacy while ensuring the integrity and
immutability of health data, allowing for

key revocation and fine-grained access.

TABLELl. Summary of Key Literature
Contributions and Their Impact on Current

Research
o Impact on
Author Contribution
Research
. Introduced
Identity-based N
. auditing of
data outsourcing o
Wang et al. ] origin and user-
with proxy .
L specific upload
auditing
control
Reduced EMR
HealthDep storage overhead
Zhang & Xu | deduplication in while
eHealth maintaining
encryption
Enabled
encryption with
CP-ABE for user-specific
Bethencourt ) .
. flexible access attribute
& Sahai o
control policies,
improving cloud
security
Minimized
Lightweight computation on
CP-ABE for mobile devices
Wang et al. ] )
mobile while
healthcare maintaining
security
] Ensured data
Blockchain- N
traceability and
based
Xu et al. ) immutable
HealthChain for f
storage with
smart healthcare )
blockchain
PROPOSED APPROACH

The system intends to enhance the security
of Electronic Health Records (EHRs) by
implementing a hybrid framework which
incorporates Ciphertext-Policy Attribute-
Based Encryption (CP-ABE), blockchain,

and machine learning. To achieve this, a
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new encryption method, CEC-ABE, is
introduced to allow greater
decentralization of the decryption process
while applying strict access controls based
on user attributes. The data is encrypted
using CE-ABE and the encryption is
stored on an Ethereum blockchain, which
is tamper-proof, through smart contracts
developed in Solidity. This way, only
properly attributed and validated users can
access the data, thus preserving the privacy
and integrity of the patient. The system
incorporates machine learning models such
as Random Forest and SVM to predict
heart conditions based on user inputs,
aiding doctors in providing precise and
timely diagnostic estimates. The Django-
based web application offers an intuitive
interface for managing EHRs, enabling
users to register, log in, write
prescriptions, and confirm EHRs. This
approach provides a comprehensive
solution for a secure, decentralized, and
intelligent healthcare data management
system, giving full control, traceability,
and cognitive assistive diagnostics to the

patients and healthcare practitioners.

Doctor Patient
» 1
Encryt Confirm
EHR EHR
[ i
Generate | | Machine |
Access Leamning
. Structure | . Model |
" Generate | ' Request '
Access Access
Structure | £
Access
Policy |
2 _, Decrypt
J Data
Access
Policy L
I Write
Prescription

Figure 1: Proposed EHR management

System

METHODOLOGIES

Frontend and Backend Design: A
Django-based web application provides
interfaces for doctors and patients to
interact with EHRs. Functionalities include
user registration, login, EHR creation,

confirmation, and prescription entry.

Attribute-Based  Encryption (CEC-
ABE): The CE-ABE algorithm encrypts
sensitive data using access control policies.
Users can only decrypt data if their
attributes match the defined access policy.
Key  generation,  encryption,  and
decryption processes are implemented

using elliptic curve cryptography (ECIES).

Blockchain Integration: Ethereum

blockchain is integrated using Web3.py.
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Smart contracts written in Solidity are
deployed to manage immutable storage of
EHRs and prescriptions. Functions such as
createEHR and updateStatus ensure secure

transaction logging and access tracking.

Machine Learning Models: Historical
medical data is preprocessed and used to
train Random Forest and SVM models for
heart disease prediction. These models are
integrated into the Django app to provide

real-time analysis during EHR creation.

Security and Access Control: User
authentication is handled using Django’s
session management. CE-ABE ensures
that only authorized users can view or
modify data. Blockchain adds an

additional immutable audit trail.

Data Flow: When a doctor creates an
EHR, the data is encrypted using CE-ABE,
stored on the blockchain, and then verified
and confirmed by the patient. Follow-up
doctors access the data through smart
contract calls and contribute additional

prescriptions.

RESULTS

The system was successfully developed
and tested in a simulated environment
using Django, Ethereum blockchain, and
real-world medical datasets. Two machine
learning models Random Forest and SVM
were trained to predict heart disease from
clinical data. The Random Forest classifier
achieved higher accuracy compared to
SVM, confirming its suitability for

medical diagnostics.

The proposed CEC-ABE algorithm was
benchmarked against standard CP-ABE.
CEC-ABE
decryption

Results  showed that
significantly reduced
computation time by decentralizing the
process. Additionally, the use of
blockchain ensured that EHRs remained
immutable and transparent, with verifiable

transaction records.

During EHR creation, encrypted data and
machine learning-based predictions were
securely stored on-chain. Decryption was
possible only when user attributes matched
the policy, ensuring fine-grained access
control. A graphical representation
compared computation times between
CEC-ABE and CP-ABE, clearly
demonstrating the efficiency of the

proposed system.
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DISCUSSION

The integration of  Attribute-Based
(ABE) with
addresses several core challenges in EHR

Encryption blockchain

management, notably data privacy,
unauthorized  access, and trustless
validation. Unlike traditional centralized
healthcare systems, this project leverages
CP-ABE's attribute-based access control
and blockchain's immutability to create a

decentralized and transparent ecosystem.

By introducing the CEC-ABE model, the
system reduces computational bottlenecks
typically associated with CP-ABE, making
it suitable for real-time healthcare
environments. Additionally, the use of
smart contracts enforces data policies at a
structural level, removing the need for
intermediaries and reducing reliance on

central authorities.

The system also enhances medical
decision-making through the integration of
machine learning. Random Forest and
SVM models offer diagnostic support,
making the system not just secure but also

intelligent.

CONCLUSION

This work illustrates the secure and
intelligent  framework for managing
Electronic Health Records (EHRS) based
on blockchain technology and attribute-
based encryption. It provides a novel
approach with the CEC-ABE model which
guarantees efficient and decentralized
decryption while allowing fine-grained
access control. Integrating blockchain
guarantees data integrity, transparency,
and auditability. Smart contracts provide
the means to enable non-reputable and
permanent record-keeping while machine
learning aids in improving the accuracy of
the diagnosis. The interface based on
Django guarantees usability for patients
and healthcare providers, allowing EHRs
to be created and confirmed and
prescriptions to be managed. The
experiments performed within this model
also confirm its improved performance
over CP-ABE in access control and
computation time. As a whole, the systems
provide a scalable, privacy preserving
framework designed for modern health

care systems with unrestricted complexity.
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