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ABSTRACT:

This research introduces a new blockchain and machine learning integrated privacy-preserving framework for

fraud detection. This system employs smart contracts for secure incremental learning of machine learning

models across organizations. With the increase of financial fraud smart contracts are integrated to encourage

secure model updates incentivizing collaboration, while blockchain guarantees transparency, privacy, security,

and trust. A smart incentive model based on the complexity of the model update augments participation.

Classification with MLP, SGD, and Voting Classifier confirms the described accuracy on synthetic financial

datasets. This approach resolves data imbalance, model obsolescence, and fraud concealment challenges and

provides a robust and adaptable framework for low latency, highly sensitive privacy environments.
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INTRODUCTION

The escalation of financial fraud and the rise of
online services has sparked the need for advanced
detection systems with a balance of privacy and
accuracy. The traditional approaches to fraud
detection suffer from lack of data owing to privacy
locks, organizational silos, and outdated batch-
learning paradigms. Just like blockchain, ML
requires perpetual updates, real-time data, and
authenticity which aren’t freely provided. The
integration of ML and blockchain allows

organizations to share insights gained from machine

learning analyses without compromising sensitive
data. Smart contracts facilitate automatic updating
of fraud detection models, while adaptive incentives
encourage motivated data and computing resource
contribution. This blockchain-based fraud detection
system introduced in this paper incrementally
enhances ML models while maintaining privacy,
addressing data imbalance through SMOTE, and
model selection based on accuracy and F1-score.
The outcome is a fraud detection system that is
secure, collaborative, and adaptive, suitable for e-

commerce and financial applications.
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RELATED WORK

Different approaches have been considered to
improve fraud detection while ensuring privacy for
years. Within this context, Assefa et al. (2021)
placed importance on the value of privacy
protecting in the financial domain, and proposed
privacy preserving methods for sharing synthetic
data across institutions. Yang (2022) proposed an
incremental outlier clustering algorithm centered
around blockchain networks, and showed reduced
computational expenses and enhanced clustering
performance across big data. Rikap and Lundvall
(2021) analyzed the impact of technology
companies concerning the centralized development
of artificial intelligence, and the centralized Al
ecosystem's tech companies ecosystem's Al
development. Finally, Barry (2021) analyzed the
differences between batch and online ML and
emphasized the advantage of online learning in the
fast-evolving finance world, particularly in
predicting cryptocurrency values. These works, in
combination, address issues such as unavailability
of data, massive computation requirements, and
difficulty in collaborative learning. While some
preceding frameworks attempt to solve data
generation and decentralization separately, very few
attempt to integrate privacy, collaboration, and real-
time learning into one framework: the system. This
project attempts to address these issues by applying
incremental ML, blockchain, and smart contracts to
provide privacy, proper rewards, and ongoing
enhancement of the model. To improve predictive
accuracy and address the technical and ethical
concerns of fraud detection in banking, the system
uses SMOTE for data balancing and employs an
ensemble-based Voting Classifier.

TABLE1l. Summary of Key Literature
Contributions and Their Impact on Current
Research
Author Contribution Impact on Research
Surveyed quality Informed need for
control in verified, high-quality
J. Luetal. . )
crowdsourcing for ML datasets in fraud
data annotation detection systems
SA Proposed synthetic Inspired the use of
o data generation in SMOTE and synthetic
Assefa et ) . ] o
| finance with privacy datasets in privacy-
al.
considerations focused ML training
) Provided a low-cost,
Developed blockchain-
) scalable model update
C. Yang based incremental

. ) strategy using
outlier clustering ]
blockchain

Highlighted the need

C. Rikap Analyzed Al system .
> . for decentralized ML
& B. centralization and its o )
. learning in financial
Lundvall influence

applications

] Supported the use of
Compared online vs. ) .
) incremental learning
T. Barry batch learning for )
) o over static batch
crypto price prediction
models

PROPOSED APPROACH

In this project, we propose a privacy-preserving
system for fraud detection by combining blockchain
technology and machine learning. The framework
focuses on federated organizations that securely
submit their transactional datasets for incremental
training of a collection of ML classifiers. Data
privacy is safeguarded as organizations train models
off-chain and only the evaluation metrics alongside
the best model is kept within the smart contracts.
Key classifiers are: Passive Aggressive Classifier,
BernoulliNB, MultinomialNB, SGD, MLP, and an
ensemble Voting Classifier. To combat a class
imbalance  problem, fraud classes  are

underrepresented and synthetic data is created via
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SMOTE. Contract execution captures and
transparently logs every change to a model, which
entails modifying automated adaptive incentives
that allocate rewards to organizations proportional
to the complexity of the model changes they
achieved. No fraudulent modification or data leaks
are possible, and accuracy is enhanced through the
voting mechanism within the classifiers. Financial
institutions can securely and collaboratively work
together in real time in this setting which is

decentralized and proved, and resistant to data

breaches.
Transaction Data
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Prediction p
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Figure 1: Proposed fraud detection framework

METHODOLOGIES

1. Web

Developed using Django, the web interface allows

Application Setup:

organizations to register, upload datasets, and view

analytics. Authentication ensures secure access.

2. Blockchain

The system connects to a local Ethereum blockchain

Integration:

network via Web3.py. Smart contracts written in
Solidity handle ML model updates, user rewards,
and verification. Only model metrics—not data—

are recorded on-chain.

3. Data
The dataset used is the PaySim Synthetic Financial

Handling:

Dataset. It includes transaction types like
TRANSFER and CASH-OUT. Due to an
imbalanced ratio (90% genuine, 10% fraud),

SMOTE is applied to balance classes.

4. Model

Preprocessing includes label encoding of categorical

Training:

features and standardization using StandardScaler.
Classifiers include:

e Multilayer Perceptron (MLP)

o BernoulliNB

e SGD Classifier

o Passive Aggressive Classifier

o Ensemble Voting Classifier (Random Forest
+ Decision Tree)

Hyperparameter  tuning is performed via
GridSearchCV. The best-performing models are
evaluated using metrics such as accuracy, precision,

recall, and F1-score.

5. Model Update Mechanism:
The smart contract stores and serves the best model
identified during training. Organizations interact
with this model for future predictions and may
submit new data to propose improved models.
Mining time and update efficiency are recorded for

transparency.
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6. User

The system supports uploading test data and

Interaction:

obtaining predictions through the interface.
Confusion matrices are visualized using seaborn for

model performance interpretation.

RESULTS

The implemented system was tested using the
PaySim Synthetic Financial Dataset. Five classifiers
were trained, and their performance evaluated. The
Voting Classifier, comprising Decision Tree and
Random Forest, outperformed individual models in
both accuracy and robustness. After balancing the
dataset with SMOTE, the classifiers achieved an
accuracy range between 97% and 99%, with high
precision and recall scores. Confusion matrix
visualization indicated very few false negatives,
suggesting effective fraud identification.
Additionally, model training and update processes
were integrated with the Ethereum blockchain, and
mining times were recorded to assess system
efficiency. Notably, the Voting Classifier achieved
the best trade-off between accuracy and mining
overhead. Smart contract logic ensured automatic
model update only if it surpassed the existing
version in performance. The system effectively
addressed real-world concerns like data imbalance,
privacy, and collaborative model refinement across
institutions. These results validate the system’s
capability for secure, real-time fraud detection in

distributed environments.

ANTETRER
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and extension algorithm predict only 10 records
incorrectly and nearly 380 records predicted

correctly

Prediction output as ‘Genuine’ or ‘Fraud’

transaction

DISCUSSION

The results confirm that combining blockchain with
machine learning enhances both security and
efficiency in fraud detection systems. One of the
significant achievements of the project is addressing
the dual challenge of data privacy and model
accuracy. By using smart contracts, the system
ensures that only performance metrics and model
pointers are shared—not the sensitive data itself—
upholding strict confidentiality. The SMOTE-based
balancing and use of ensemble models like Voting
Classifier contributed to consistently high
performance metrics. The inclusion of mining time

as a metric also provided insights into
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computational overhead, which is vital for practical
deployment. However, some challenges remain,
such as scalability across a large number of
participating organizations and the need for
seamless smart contract upgrades. Additionally,
real-world deployment would require addressing
network latency and Ethereum gas costs. Future
work could involve deploying the system on more
scalable blockchain platforms like Hyperledger or
using federated learning for enhanced data locality.
Despite these limitations, the proposed system
offers a strong foundation for next-generation fraud

detection platforms in finance and e-commerce.

CONCLUSION

This project showcases the effectiveness of
blockchain and machine learning for a fraud
detection framework that is secure, collaborative,
and intelligent. The system is designed to respond to
pressing data privacy concerns, model accuracy,
organizational collaboration, and sets a robust
benchmark in the landscape of financial fraud
detection and prevention. With the use of smart
contracts, transparency and automation is achieved,
while ensemble classifiers combined with
incremental learning ensures efficacy of the models
in real time. Based on the experiments performed on
the PaySim synthetic dataset, the system achieved
accuracy levels of up to 99%. In addition, the
adaptive incentive structure motivates stakeholders
to provide data and computational resources in a
balanced manner. In conclusion, the system offers a
privacy-preserving, scalable solution whichlicould
greatly aid e-commerce and financial institutions
that constantly handle high transaction volumes and
grapple with the risks of fraud. Possible future
improvements could be the addition of a live

blockchain deployment, integration with external

APIls, and expansion into domains such as fraud

detection in insurance and healthcare.
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