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Abstract—This work explores lightweight machine learning 

(ML) techniques for detecting cyber-attacks in blockchain-

enabled Industrial Supply Chains (ISC). The integration of 

Blockchain and ML models ensures the security and resilience 

of IIoT-based supply chains against cyber threats. The study 

evaluates several traditional ML algorithms, including Decision 

Trees, Random Forest, KNN, Naive Bayes, and ensemble 

methods like Bagging, Stacking, and CatBoost, to determine 

which can operate effectively in resource-constrained 

environments. The Decision Tree algorithm, though providing 

faster execution, yields slightly lower accuracy, whereas 

CatBoost achieves higher accuracy with minimal resource 

usage. As an extension of the work, more advanced models 

such as XGBoost are tested, demonstrating improved accuracy 

when execution time is less of a concern. This extension 

provides valuable insights into balancing performance and 

resource efficiency, paving the way for more robust cyber-

attack detection systems within IoT-driven supply chains. 

Keywords— Blockchain, cyber-attack, Machine Learning 

I. INTRODUCTION 

In recent years, the integration of Industrial Internet of 

Things (IIoT) with Industrial Supply Chains (ISC) has 

significantly advanced industrial processes by enabling 

smarter, more efficient operations. IIoT devices, embedded 

throughout the supply chain, offer real-time monitoring and 

automation, improving the overall efficiency of industries 

like manufacturing, logistics, and distribution. However, the 

rise of these technologies also introduces an increased risk 

of cyber threats, ranging from data breaches to system 

manipulations, which can compromise the entire supply 

chain's integrity. 

In response to these security challenges, Blockchain (BC) 

technology has emerged as a robust solution for 

safeguarding data integrity within IIoT environments. 

Blockchain offers decentralized, tamper-resistant data 

storage, ensuring the accuracy and traceability of 

transactions, making it ideal for industries where 

transparency and security are critical. However, the 

effectiveness of these technologies in detecting cyber-

attacks remains an ongoing area of research, particularly 

when resource constraints such as those in IIoT devices need 

to be considered. 

Machine Learning (ML) techniques, particularly supervised 

learning models, have been employed to detect anomalies in 

IIoT data traffic, offering a promising solution for real-time 

attack detection. The challenge lies in developing 

lightweight ML models that are both efficient in terms of 

execution time and resource consumption, making them 

suitable for deployment in resource-constrained IIoT 

environments. This paper explores various ML algorithms 

for cyber-attack detection within blockchain-enabled ISC, 

offering a comparative analysis of performance metrics such 

as accuracy, precision, and training time. 

II. RELATED WORK 

This section examines the important contributions of notable 

authors that have significantly shaped the proposed study 

interdisciplinary. 

Ismail et al. (2024) - This paper explores the integration of 

Blockchain and Machine Learning (ML) for cyber-attack 

detection in Industrial Supply Chains (ISC). The research 

investigates how ML techniques, combined with Blockchain 

technology, can enhance the security of IIoT environments 

by proactively identifying cyber threats. Chandna et al. 

(2023) - Focused on IoT security, this work addresses the 
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challenges associated with securing IIoT networks from 

cyber-attacks, particularly targeting resource-constrained 

devices. The study emphasizes the importance of 

lightweight ML algorithms for effective attack detection. 

Kumar & Singh (2022) - In their research, the authors 

demonstrate how Blockchain can be utilized for securing 

IoT data and preventing attacks in the supply chain network. 

They discuss the use of Blockchain’s tamper-proof nature to 

safeguard data integrity. Zhao et al. (2021) - This paper 

proposes a hybrid system combining ML and Blockchain for 

cyber-attack detection in IIoT. The authors showcase how 

ensemble learning models, when integrated with 

Blockchain, provide a secure and scalable solution for 

detecting sophisticated cyber-attacks. Ahmed et al. (2020) - 

The authors focus on the use of ML-based Intrusion 

Detection Systems (IDS) to protect IIoT networks. Their 

work highlights the need for robust and adaptable systems 

that can detect various cyber-attacks, such as Denial of 

Service (DoS) and SQL injections. Li et al. (2019) - Their 

research investigates lightweight ML models and their 

suitability for deployment in IoT systems, emphasizing 

energy efficiency and real-time detection capabilities. The 

study explores different classification algorithms for attack 

detection. Wang & Liu (2018) - This study examines how 

Blockchain can enhance the security and traceability of data 

within supply chains. It suggests that integrating Blockchain 

with existing IoT infrastructures can significantly reduce the 

risk of data manipulation and cyber-attacks. Xie et al. (2017) 

- Xie’s paper explores the concept of using ensemble ML 

models for detecting cyber-attacks in IoT environments. The 

study emphasizes the efficiency of combining multiple 

classifiers for improved attack prediction and system 

security. Yang et al. (2016) - The authors provide insights 

into the integration of ML with IoT security, focusing on 

anomaly detection techniques. Their work underscores the 

effectiveness of ML in distinguishing normal behavior from 

potential security threats in IIoT networks. Smith & Davis 

(2015) - This earlier work on ML for IoT security lays the 

foundation for understanding how different machine 

learning algorithms can be used to detect and mitigate 

cyber-attacks, focusing on supervised learning methods like 

Random Forest and SVM. 

TABLE1.Summary of Key Literature Contributions and 

Their Impact on Current Research 

Author Contribution Impact on Research 

Ismail et 

al. (2024) 

Integrated 

Blockchain and ML 

for cyber-attack 

detection in ISC. 

Laid the foundation 

for combining 

Blockchain and ML 

for IIoT security. 

Chandna 

et al. 

(2023) 

Focused on 

lightweight ML 

algorithms for IIoT 

security. 

Paved the way for 

using lightweight 

models in resource-

constrained IIoT 

environments. 

Kumar & 

Singh 

(2022) 

Explored Blockchain 

for securing IoT data 

in supply chains. 

Supported the use of 

Blockchain for data 

security in IIoT 

networks. 

Zhao et al. 

(2021) 

Proposed a hybrid 

system combining 

ML and Blockchain 

for attack detection 

in IIoT. 

Showed the benefits 

of using both 

technologies together 

for better security. 

Ahmed et 

al. (2020) 

Investigated ML-

based Intrusion 

Detection Systems 

(IDS) for IIoT. 

Contributed to 

improving attack 

detection with ML 

models in IIoT. 

Li et al. 

(2019) 

Focused on 

lightweight ML 

models for IoT 

systems. 

Encouraged the 

development of 

energy-efficient ML 

models for IIoT 

systems. 

Wang & 

Liu (2018) 

Explored 

Blockchain’s role in 

securing IoT data. 

Promoted the use of 

Blockchain for 

securing IIoT data 

and preventing 

attacks. 

Xie et al. 

(2017) 

Studied ensemble 

ML models for 

cyber-attack 

detection in IoT 

networks. 

Advanced the use of 

multiple ML models 

together to enhance 

detection accuracy. 

Yang et 

al. (2016) 

Investigated anomaly 

detection using ML 

in IoT security. 

Contributed to 

anomaly detection 

techniques for IoT 

security. 

Smith & 

Davis 

(2015) 

Studied supervised 

ML techniques for 

detecting IoT 

network attacks. 

Helped develop 

methods for selecting 

the right ML models 

to detect attacks in 

IoT systems. 

 

III. PROPOSED APPROACH 

To enhance cyber-attack detection in blockchain-enabled 

industrial supply chains, we propose a multi-layered security 

framework combining blockchain technology with 

lightweight machine learning (ML) algorithms. IoT sensors, 

deployed throughout the supply chain, gather critical data 

that is securely transmitted and stored on a blockchain. This 

ensures the integrity of the sensor data by providing an 

immutable, transparent ledger, making it resistant to 

tampering and unauthorized access. 

On top of this secure infrastructure, various lightweight ML 

algorithms, such as Decision Trees, Random Forest, and K-

Nearest Neighbors (KNN), are used to analyze the incoming 

data in real-time. These models are chosen for their 

efficiency, offering a balance between accuracy and 

computational resource requirements, making them ideal for 

resource-constrained environments. The models are trained 

on a customized dataset, addressing data imbalance through 

techniques like random undersampling to improve detection 

accuracy. 

For further improvement, we propose incorporating 

advanced ML techniques like XGBoost. While lightweight 

models like Decision Trees offer fast execution times, they 
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may compromise on accuracy. XGBoost, known for its 

superior performance, would be used when execution time 

is less critical. This extended approach ensures a flexible 

and adaptable solution that balances speed and accuracy, 

making it more suitable for diverse industrial environments 

and providing robust defense against cyber threats. 

 
Figure 1: Proposed Traffic Classification Workflow 

IV. METHODOLOGIES 

Dataset (WUSTL-IIOT-2021) 

The dataset used in this study is WUSTL-IIOT-2021, which 

contains data from industrial IoT environments with four 

distinct types of cyber-attacks: Denial of Service (DoS), 

Reconnaissance, Command Injection, and Backdoors. The 

dataset is imbalanced, with a large number of normal 

records compared to attack samples. It serves as a realistic 

representation of the kind of data an industrial IoT system 

would generate, making it ideal for detecting anomalous 

behaviors. Data preprocessing is crucial to improving the 

model’s ability to identify cyber-attacks effectively. 

 

Pre-processing  

Step-1: Normalization 

In this step, the dataset undergoes various pre-processing 

techniques to ensure its suitability for training machine 

learning models. First, irrelevant features are removed to 

reduce the complexity of the data and improve model 

performance. Label encoding is applied to convert 

categorical labels into numerical values. Next, normalization 

techniques are used to scale the data, ensuring that all 

feature values are on a similar range, preventing certain 

features from dominating the model's learning process. The 

results show improved performance, with cleaner data 

leading to more accurate predictions in subsequent steps. 

 

Step-2: Feature Selection Using Extra Trees 

Feature selection is an essential step to ensure the machine 

learning model uses only the most relevant features for 

classification. Extra Trees, a tree-based ensemble method, is 

applied to identify and select the most important features 

from the dataset. This technique helps eliminate noise and 

irrelevant features, leading to a more efficient and accurate 

model. After feature selection, the dataset consists of 14 

highly relevant features, reducing the dimensionality and 

improving computational efficiency. The accuracy of 

models trained on this optimized dataset showed an 

improvement over models trained on the full set of features. 

Step-3: Split Dataset into Train and Test 

The dataset is divided into training and testing subsets to 

evaluate the performance of the models. Typically, an 80-20 

split is used, with 80% of the data reserved for training and 

20% for testing. This ensures that the model is exposed to 

sufficient data to learn from, while the test set remains 

unseen, providing an unbiased evaluation. The train-test 

split is done while maintaining the distribution of attack and 

normal samples to prevent bias and ensure a fair evaluation 

of the model's performance. 

Step-4: Model Performance Metrics 

Accuracy = (TP + TN) / (TP + TN + FP + FN) (1) 

Precision = TP / (TP + FP)   (2) 

Recall (Sensitivity) = TP / (TP + FN)  (3) 

F1-Score = 2 × (Precision × Recall) / (Precision + Recall)

      (4) 

V METHODS 

1. Random Forest 

Random Forest, a powerful ensemble learning technique, 

is employed for cyber-attack detection. It builds multiple 

decision trees during training and outputs the mode of the 

classes predicted by individual trees. This technique helps to 

reduce overfitting and improves prediction accuracy. In this 

study, Random Forest achieved an impressive accuracy of 

99.93%, with high precision, recall, and F1 score. The 

model performed exceptionally well in classifying attacks, 

making it a strong candidate for real-time attack detection in 

industrial IoT environments. 
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2. K-Nearest Neighbors 

KNN is a simple, yet effective, algorithm for detecting 

cyber-attacks. It works by classifying data points based on 

the majority class of their nearest neighbors. KNN was 

applied with different values of k (the number of neighbors), 

and the best-performing configuration achieved 99.94% 

accuracy. Despite its simplicity, KNN exhibited excellent 

performance due to its ability to detect patterns in the high-

dimensional feature space. Precision and recall values were 

similarly high, showing KNN’s reliability in detecting 

attacks with minimal computational overhead. 

 

3 Decision Tree 

The Decision Tree algorithm was employed as a simple, 

interpretable model for attack detection. This model splits 

the dataset into nodes based on feature values to classify 

each instance. The Decision Tree achieved 99.25% 

accuracy, with a slightly lower performance compared to 

ensemble methods like Random Forest. The simplicity of 

the model makes it highly interpretable, which is beneficial 

in understanding how certain features contribute to the 

detection of cyber-attacks. However, its performance was 

slightly impacted by its tendency to overfit on smaller 

datasets. 

 

4. Naive Bayes 

Naive Bayes is a probabilistic classifier based on Bayes' 

theorem, and it assumes that features are conditionally 

independent given the class label. In this study, Naive Bayes 

achieved an accuracy of 98%, with solid performance on 

attack detection tasks. Its simplicity and efficiency make it a 

good choice for environments with limited resources. 

Despite some limitations in handling feature dependencies, 

the model performed well in distinguishing between normal 

and attack data, showing that probabilistic methods can be 

effective for lightweight detection. 

 

5. Bagging Classifier 

Bagging (Bootstrap Aggregating) is an ensemble method 

designed to improve the performance of weak classifiers by 

combining multiple models trained on different subsets of 

the data. The Bagging Classifier was trained on the dataset 

and achieved an accuracy of 63%. While this result is lower 

than other models, Bagging helped reduce variance and 

overfitting. However, due to the imbalanced nature of the 

dataset, Bagging's performance was limited, especially in 

detecting rare attack classes, underscoring the importance of 

class balancing techniques. 

 

6. Stacking Classifier 

Stacking is an ensemble learning method where multiple 

models are trained and their predictions are combined using 

another meta-model. The Stacking Classifier in this study 

demonstrated robust performance, achieving an accuracy of 

98%. By leveraging the strengths of multiple models, it 

combined decision trees, logistic regression, and KNN to 

improve classification. Stacking’s ability to integrate diverse 

model outputs made it an effective approach, providing a 

reliable defense mechanism for detecting attacks across 

various industrial IoT environments. 
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7. CatBoost 

CatBoost, a gradient boosting algorithm, was employed 

to handle the complexities of the dataset. This algorithm 

works well with categorical features and automatically 

handles them without needing extensive pre-processing. 

CatBoost achieved an accuracy of 99.83%, outperforming 

several other models in terms of accuracy. Its ability to 

model complex patterns in the data without overfitting made 

it an ideal choice for detecting cyber-attacks. CatBoost’s 

performance was further enhanced by using a well-tuned 

hyperparameter search, making it a strong candidate for 

industrial IoT security systems. 

 

8. XGBoost 

XGBoost, an optimized gradient boosting algorithm, was 

applied as an extension to the models tested. It provided the 

highest accuracy of 99.97%, with superior handling of 

imbalanced datasets and better performance on rare attack 

types. The model’s high precision, recall, and F1 scores 

indicate its ability to detect both normal and attack samples 

with minimal false positives. XGBoost’s strength lies in its 

scalability and robustness, making it ideal for high-stakes 

applications such as real-time cyber-attack detection in 

critical industrial systems. 

 

9. Blockchain contract 

Blockchain contract calling involves interacting with 

smart contracts deployed on a blockchain. Smart contracts 

are self-executing contracts with the terms of the agreement 

directly written into lines of code. To call a contract, the 

Ethereum network typically requires invoking specific 

functions that trigger the contract's logic. For this, 

developers use a transaction that sends data to the contract, 

executing a pre-defined function. When calling a contract, 

the function parameters are sent as part of the transaction. 

Tools like Web3.js, along with Solidity for smart contract 

writing, are often used to interact with Ethereum-based 

contracts. The transaction is confirmed once the blockchain 

network validates it, and the results are stored immutably on 

the blockchain 

VI  RESULTS & DISCUSSION 

The results of the study reveal the performance of various 

machine learning algorithms for detecting cyber-attacks in 

an industrial IoT setting using the WUSTL-IIOT-2021 

dataset. The accuracy of each model was evaluated along 

with key metrics like precision, recall, and F1 score, to 

assess their effectiveness in identifying both normal and 

attack data. 

The Random Forest model performed exceptionally well, 

achieving an accuracy of 99.93%, with high precision and 

recall. This result indicates that Random Forest can 

effectively distinguish between attack and normal samples, 

making it a reliable choice for cyber-attack detection in real-

time environments. Similarly, the K-Nearest Neighbors 

(KNN) achieved an accuracy of 99.94%, demonstrating its 

ability to classify attack patterns effectively, albeit with 

slightly less computational efficiency compared to ensemble 

models. 

The Decision Tree achieved a slightly lower accuracy of 

99.25%, but its interpretability makes it valuable for 

understanding attack detection patterns. The Naive Bayes 

classifier performed at 98%, effectively handling 

imbalanced data but with a less precise detection compared 

to other models. 

Ensemble models like Bagging and Stacking showed 

varying results, with Bagging yielding an accuracy of 63%, 

struggling with imbalanced classes. In contrast, Stacking 
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produced a robust 98% accuracy by combining the strengths 

of multiple models. 

CatBoost and XGBoost emerged as the top performers, with 

XGBoost achieving the highest accuracy of 99.97%, 

showcasing its strength in handling complex, imbalanced 

datasets and providing reliable, high-performance detection. 

VII. CONCLUSION  

This study demonstrates the effectiveness of various 

machine learning algorithms for detecting cyber-attacks in 

industrial IoT environments, using the WUSTL-IIOT-2021 

dataset. Among the tested models, Random Forest and K-

Nearest Neighbors (KNN) performed exceptionally well, 

offering high accuracy and reliable attack detection. While 

KNN provided excellent results, its computational efficiency 

was lower compared to Random Forest, making the latter a 

better choice for resource-constrained systems. 

The Decision Tree, although less accurate, provided 

valuable insights due to its interpretability, while Naive 

Bayes showed solid performance despite challenges with 

imbalanced data. Ensemble methods like Stacking were 

effective in boosting accuracy, but Bagging faced limitations 

due to the dataset's imbalance. 

Ultimately, XGBoost emerged as the top performer with the 

highest accuracy, showcasing its ability to handle complex, 

imbalanced datasets. This research reinforces the importance 

of selecting the right model based on both accuracy and 

computational efficiency, ensuring robust cyber-defense in 

industrial IoT networks. 
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