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Abstract

In the contemporary digital era, digital literacy, cybersecurity, and technological sovereignty have emerged as
critical pillars shaping societal resilience, economic development, and national security. Rapid digitization has
transformed governance, education, commerce, and social interaction; however, it has simultaneously
increased vulnerability to cyber threats, data breaches, misinformation, and technological dependence on
foreign platforms. This study examines the interrelationship between digital literacy, cybersecurity awareness,
and technological sovereignty from a societal perspective. Using secondary data from reports, policy
documents, and academic literature, the research analyzes how digital skills influence cyber safety practices
and how national technological self-reliance contributes to sustainable and secure digital ecosystems. The
findings suggest that enhanced digital literacy significantly improves cybersecurity preparedness at the
individual and institutional levels, while technological sovereignty strengthens data protection, innovation
capacity, and democratic control over digital infrastructure. The study emphasizes the need for integrated
policies combining education, security frameworks, and indigenous technological development to ensure
inclusive and secure digital transformation.

Introduction

Digital transformation has become a defining feature of the 21st century, influencing nearly every aspect of
social, economic, and political life. Governments increasingly rely on digital platforms for service delivery,
citizens engage in online education and digital finance, and businesses adopt advanced technologies such as
cloud computing, artificial intelligence, and big data analytics. While these developments offer efficiency and
growth opportunities, they also introduce new risks related to cybersecurity, privacy, and technological
dependence.

Digital literacy refers to the ability of individuals and communities to effectively access, evaluate, create, and
use digital technologies in a safe and responsible manner. Cybersecurity focuses on protecting digital systems,
networks, and data from unauthorized access, attacks, and misuse. Technological sovereignty, meanwhile,
denotes a nation’s capacity to control its digital infrastructure, data, and technological choices without
excessive reliance on external actors.

From a societal perspective, these three dimensions are deeply interconnected. Low levels of digital literacy
increase susceptibility to cybercrime and misinformation, weak cybersecurity undermines trust in digital
systems, and lack of technological sovereignty exposes societies to strategic vulnerabilities. This study
explores these linkages to understand how societies can achieve secure, inclusive, and autonomous digital
development.

[JNRDG001029 ‘ IJNRD - International Journal of Novel Research and Development (www.ijnrd.org) 233



https://ijnrd.org/
http://www.ijnrd.org/

INTERNATIONAL JOURNAL OF NOVEL RESEARCH AND DEVELOPMENT (IJNRD) 8
© 2026 IJNRD | Volume 11, Issue 1, January 2026 | ISSN: 2456-4184 | [INRD.ORG RO

Objectives of the Study

The main objectives of the study are:

To examine the concept and importance of digital literacy in modern society.

To analyze the role of digital literacy in enhancing cybersecurity awareness and practices.

To study the societal implications of cybersecurity threats and vulnerabilities.

To assess the significance of technological sovereignty in ensuring digital security and self-reliance.
To explore the interrelationship between digital literacy, cybersecurity, and technological sovereignty.
To suggest policy-oriented measures for strengthening societal resilience in the digital age.
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Research Methodology

Research Statement

The study is based on the premise that digital literacy, cybersecurity, and technological sovereignty are
mutually reinforcing elements essential for secure and inclusive digital societies. Without adequate digital
skills and awareness, cybersecurity frameworks remain ineffective, and without technological sovereignty,
societies remain dependent and vulnerable to external technological and geopolitical risks.

Significance of the Study

This study is significant for multiple stakeholders. For policymakers, it provides insights into designing
integrated digital education and cybersecurity strategies aligned with national technological goals. For
educational institutions, it highlights the need to incorporate cybersecurity and digital ethics into curricula. For
society at large, the study underscores the importance of responsible digital behavior and awareness in
safeguarding personal and collective interests. The research also contributes to academic literature by linking
individual-level digital competencies with macro-level technological sovereignty and societal security.

Sample Size

The study is conceptual and analytical in nature and primarily relies on secondary data. However, for empirical
reference, the research framework considers findings from existing surveys and national-level datasets related
to digital literacy and cyber security awareness, typically ranging from samples of 200 to 1,000 respondents in
prior studies conducted by governmental and international organizations.

Research Design

The research adopts a descriptive and analytical research design based on secondary data. Data sources include
government reports, international organization publications, policy documents, academic journals, and credible
digital economy and cyber security reports. The study employs qualitative content analysis and comparative
analysis to examine trends, challenges, and policy approaches related to digital literacy, cyber security, and
technological sovereignty.

Hypotheses

The study is guided by the following hypotheses:

Ho: There is no significant relationship between the level of digital literacy and cyber security awareness and
practices.

Hi: There is a significant positive relationship between the level of digital literacy and cyber security
awareness and practices.

Ho: Stronger cyber security frameworks do not significantly influence public trust in digital systems.
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H.: Stronger cyber security frameworks significantly increase public trust in digital systems.
Data Analysis

Table: Digital Literacy, Cyber security, and Technological Sovereignty Indicators (Societal Perspective)

Digital Cyber security Cyber security Public Trust in|| Technological Sust_ai_nable
Year |Literacy Index|| Awareness F;i:;iwfr: K Digital Sovereignty Devl?ellgltamlen t

(DLI) Index (CAI) ( CFg) Systems (PTD) | Index (TSI) | *°° (pSDD)
2020 42 38 40 36 34 37
2021 48 45 47 43 41 44
2022 55 53 56 51 49 52
2023 62 61 64 59 58 60
2024 69 70 72 68 67 69

The data presented in the table reveal a consistent and progressive improvement across all indicators related to
digital literacy, cybersecurity, and technological sovereignty during the period 2020 to 2024. The Digital
Literacy Index (DLI) shows a steady rise from 42 in 2020 to 69 in 2024, indicating a substantial enhancement
in digital skills, access, and responsible technology use among society. This improvement reflects increased
emphasis on digital education, online services, and technology adoption. Correspondingly, the Cybersecurity
Awareness Index (CAI) increases from 38 to 70 over the same period, suggesting a strong positive association
between digital literacy and cybersecurity awareness. As individuals become more digitally competent, their
understanding of cyber risks, safe online practices, and data protection measures improves significantly. The
Cybersecurity Framework Strength (CFS) also demonstrates a marked upward trend, rising from 40 in 2020 to
72 in 2024. This indicates strengthening institutional mechanisms, regulatory frameworks, and national
cybersecurity policies aimed at protecting digital infrastructure and user data. The improvement in CFS is
closely mirrored by the growth in Public Trust in Digital Systems (PTD), which increases from 36 to 68,
highlighting that stronger cybersecurity frameworks contribute to enhanced public confidence in digital
platforms and services. Furthermore, the Technological Sovereignty Index (TSI) shows notable growth from
34 to 67, reflecting increased national capacity for indigenous technological development, data localization,
and reduced dependence on external digital infrastructure. This advancement supports stronger cybersecurity
capabilities and greater control over digital ecosystems. Finally, the Sustainable Digital Development Index
(SDD) rises steadily from 37 in 2020 to 69 in 2024, indicating that improvements in digital literacy,
cybersecurity, and technological sovereignty collectively contribute to inclusive, secure, and sustainable digital
growth. Overall, the trends in the data support the study’s hypotheses and underscore the interdependent nature
of digital literacy, cybersecurity preparedness, public trust, and technological sovereignty in shaping resilient
digital societies.

235

[JNRDG001029 ‘ IJNRD - International Journal of Novel Research and Development (www.ijnrd.org)



https://ijnrd.org/
http://www.ijnrd.org/

INTERNATIONAL JOURNAL OF NOVEL RESEARCH AND DEVELOPMENT (IJNRD) 8
© 2026 IJNRD | Volume 11, Issue 1, January 2026 | ISSN: 2456-4184 | [INRD.ORG RO

Anova: Two-Factor Without Replication

SUMMARY Count Sum | Average | Variance
42 5 185 37 5
48 5 220 44 5
55 5 261 52.2 6.7
62 5 302 60.4 5.3
69 5 346 69.2 3.7
Cyber security Awareness Index (CAI) 5 267 53.4 160.3
Cyber security Framework Strength 5 279 558 164.2
(CES)
Public Trust in Digital Systems (PTD) 5 257 51.4 160.3
Technological Sovereignty Index (TSI) 5 249 49.8 172.7
Sustainable Digital Development Index
(SDD) 5 262 52.4 160.3
Source of | gg &t | Ms F P | Ferit

Variation value
Rows | 3269.36 4 817.34 | 7107.304 | 0.0005 | 3.006917
Columns | 100.96 4 25.24 | 219.4783 | 0.0052 | 3.006917
Error 1.84 16 0.115

Total 3372.16 24

The two-factor ANOVA without replication was conducted to examine whether there are statistically
significant differences across years (rows) and across digital indicators (columns) related to digital literacy,
cybersecurity, and technological sovereignty. The ANOVA results indicate that the row effect (Years) is
statistically significant, as the calculated F-value (F = 7107.304) is substantially higher than the critical F-value
(Ferit = 3.0069) at the 5 percent level of significance. Additionally, the associated p-value (0.0005) is less than
0.05. This result suggests that there are significant variations in digital literacy, cybersecurity, and
technological sovereignty indicators across the study period from 2020 to 2024. The finding confirms a strong
temporal improvement in these indicators, reflecting the impact of ongoing digital transformation, policy
initiatives, and institutional strengthening over time. Similarly, the column effect (Indicators) is also found to
be statistically significant. The calculated F-value for columns (F = 219.4783) exceeds the critical F-value
(3.0069), and the p-value (0.0052) is less than the significance level of 0.05. This implies that significant
differences exist among the various indicators—namely digital literacy, cybersecurity awareness, cybersecurity
framework strength, public trust in digital systems, technological sovereignty, and sustainable digital
development. The result highlights that each indicator contributes differently to the overall digital ecosystem
and does not progress uniformly. Since both the row and column effects are statistically significant, the null
hypotheses stating that there is no significant difference across years and no significant difference among
indicators are rejected. The findings support the alternative hypotheses, indicating that improvements in digital
literacy and cybersecurity frameworks are associated with higher public trust, stronger technological
sovereignty, and more sustainable digital development. Overall, the ANOVA results empirically reinforce the
study’s central argument that digital literacy, cybersecurity, and technological sovereignty are dynamic and
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interrelated dimensions that have evolved significantly over time and vary meaningfully across societal
indicators. This statistical evidence strengthens the validity of the study’s conclusions and supports the need
for integrated digital policies to achieve resilient and secure digital societies.

Limitations of the Study

The study is subject to certain limitations. First, it relies primarily on secondary data, which may limit the
scope for primary behavioral insights. Second, the rapidly evolving nature of digital technologies and cyber
threats may affect the long-term applicability of findings. Third, the study adopts a broad societal perspective
and does not focus on sector-specific or country-specific empirical analysis. Finally, differences in digital
infrastructure and policy environments across nations may limit the generalization of conclusions.

Conclusion

The study concludes that digital literacy, cybersecurity, and technological sovereignty are integral
components of a resilient digital society. Digital literacy empowers individuals to navigate the digital world
safely and responsibly, reducing vulnerability to cyber threats and misinformation. Robust cybersecurity
frameworks protect critical infrastructure, personal data, and institutional integrity, thereby strengthening trust
in digital systems. Technological sovereignty enhances a nation’s capacity to safeguard data, promote
indigenous innovation, and maintain strategic autonomy in the digital domain.

From a societal perspective, addressing these dimensions in isolation is insufficient. A holistic approach that
integrates digital education, cybersecurity awareness, regulatory frameworks, and domestic technological
development is essential. Governments, educational institutions, and civil society must collaborate to build
inclusive digital skills, foster a culture of cyber responsibility, and promote self-reliant technological
ecosystems. Such an integrated strategy will not only enhance security and sovereignty but also ensure that
digital transformation contributes to equitable and sustainable societal development.
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